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What's new

Secure Start enabled for enhanced
security

HTTP/HTTPS boot and NVMe drive
boot options now supported

<a
href="https://www.hpe.com/us/en/pr
oduct-catalog/servers/smart-array-
controllers-and-smart-host-bus-
adapters.hits-12.html"
target="_blank">HPE Smart Array</a>
initial configuration available on UEFI
pre boot environment and

iLO RESTful API

Workload Profiles for performance
optimization

RAS enhancements - HPE Fast Fault
Tolerance Memory Support

Overview

Wondering how to get your HPE ProlLiant Server up and running with
improved security using industry standard interfaces?

Each HPE ProLiant Gen9 and Gen10 Server supports Unified Extensible
Firmware Interface (UEFI). This industry standard is a set of interfaces
between the system firmware, the operating system, and various
components of the system firmware that deliver enhanced security benefits
for the HPE Servers.

The HPE ProLiant system BIOS is a UEFI solution based on the latest UEFI
Specification revisions. In addition, most HPE ProLiant Gen9 and Gen10
Server are UEFI Class 2 solution, supporting both Legacy BIOS boot and UEFI
boot modes, providing users the flexibility to switch between modes. UEFI
supports iLO RESTful APl and is Redfish API conformant.


https://www.hpe.com/us/en/product-catalog/servers/proliant-servers.hits-12.html
https://www.hpe.com/us/en/servers/gen10-servers.html
https://www.hpe.com/us/en/servers/portfolio.html
https://www.hpe.com/us/en/servers/restful-api.html

Features

Increase Server Security with combined UEFI Secure Boot and Secure Start

UEFI provides a higher level of security by protecting against unauthorized operating systems and malware
rootkit attacks, validating that only authenticated ROMs, pre-boot applications, and OS boot loaders that have
been digitally signed are run.

Secure Start Hardware Root of Trust.

All UEFI drivers, OS boot loaders, and UEFI applications are digitally signed and binaries are verified using a set of
embedded trusted keys. Only validated and authorized components are executed.

Performs safety checks to prevent inadvertently disabling Secure Boot in failure modes and logging security
violations for auditing purposes.

HPE ProLiant Gen10 Servers support the optional Trusted Platform Module (TPM). TPM 2.0 is supported when
the platform is in UEFI boot mode and can be used by the operating system to enhance system security.

Improved deployment performance available on UEFI System Utilities

Take advantage of Workload Profiles for simplifying performance optimization for customer workload matching.

Intelligent System Tuning enables Processor Jitter Control to avoid processor frequency changes (including
Turbo Mode transitions) that introduce latency. Jitter reduction algorithm finds the frequency that allows the
workload most upside with no jitter.

HPE Smart Array for Gen10 Servers configuration now available on the UEFI System Utilities and iLO RESTful API.

Increased Memory Resiliency with RAS (Reliability, Availability, and Serviceability). RAS enables memory error
detection and correction features (such as Address-based Memory Mirroring, HPE Fast Fault Tolerance Memory,
and POST Package Repair) to prevent data corruption and avoid system disruptions.

Take Advantage of Embedded UEFI Shell and iLO RESTful API - Redfish API Conformant for scalability

UEFI includes the UEFI Shell, a command line interface (CLI) application that allows scripting, file manipulation,
obtaining system information, and running other UEFI applications plus more than ten HPE specific commands
for easier configuration.

UEFI Shell is based on the UEFI Shell Specification 2.1, with improvements for server configuration, hardware
inventory, firmware updates, deployment, and Secure Boot key management

UEFI supports iLO RESTful APl and is Redfish APl conformant. You can create your own UEF| applications, or

configure UEFI with the scripting RESTful Interface Tool to manage BIOS and HPE Smart Array Attribute Registry
resources and match the latest BIOS/Platform Configuration options.

Configure UEFI with Standard Boot Methods for an Enhanced and Flexible Network

UEFI supports PXE boot for IPv6 networks allowing a unified network stack to PXE boot from any network
controller while maintaining backward compatibility and continuing to support IPv4 PXE.
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Supports PXE Multicast boot for image deployment to multiple servers at the same time.

UEFI Extended Network Stack for IPv4 enhancements overcome the limitations of PXE and TFTP by using more
reliable TCP connections instead of UDP.

Modern booting from HTTP or HTTPS (New on HPE ProLiant Gen10) with a URL boot option that can be an EF]
boot loader or a deployment ISO image.

New System Utilities BIOS/Platform Configuration (RBSU) IPv6 DHCP Unigue Identifier menu that allows users to
select how the UEFI BIOS will use the DHCP Unique Identifier (DUID) for IPv6 PXE Boot.
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HPE Services
No matter where you are in your transformation journey, you can count on HPE Services to deliver the expertise
you need when, where and how you need it. From strategy and planning to deployment, ongoing operations

and beyond, our experts can help you realize your digital ambitions.

Advisory & Professional services

Experts can help you map out your path to hybrid cloud and optimize your operations.

Managed services

HPE runs your IT operations, giving you unified control, so can focus on innovation.

Support services

Optimize your entire IT environment and drive innovation. Manage day-to-day IT operational tasks while freeing
up valuable time and resources.

— HPE Complete Care Service: a modular service designed to help optimize your entire IT environment and
achieve agreed upon IT outcomes and business goals. All delivered by an assigned team of HPE experts.

— HPE Tech Care Service: the operational service experience for HPE products. The service provides access to
product specific experts, an Al driven digital experience, and general technical guidance to help reduce risk
and search for ways to do things better.

— HPE Multivendor Services: Single point of accountability for managing on-site hardware and software
support for multivendor products. HPE experts help manage your IT across technologies and platforms for
HPE and non-HPE technologies, acting as the single point of contact for your IT operational needs.

Lifecycle Services

Address your specific IT deployment project needs with tailored project management and deployment services.

HPE Education Services

Training and certification designed for IT and business professionals across all industries. Create learning paths
to expand proficiency in a specific subject. Schedule training in a way that works best for your business with
flexible continuous learning options

Defective Media Retention is optional and allows you to retain Disk or eligible SSD/Flash Drives replaced by
HPE due to malfunction.

GreenlLake

Greenlake is the cloud to run and manage your entire hybrid landscape—private, public, and edge. It helps you
to:

— Streamline IT Operations across compute, storage, and networking without the chaos
— Unify and secure data, as you move faster
— Accelerate Al, from pilot to production

The result: greater operational efficiency, lower TCO, and faster Al delivery—all from one unified, intelligent
platform built for today’s hybrid enterprise.
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https://www.hpe.com/us/en/services/consulting.html?jumpid=in_psnow_6e154651-cfe6-4308-99e8-5e28276e7c57_ddsservicestext
https://www.hpe.com/us/en/services/remote-infrastructure-monitoring.html?jumpid=in_psnow_6e154651-cfe6-4308-99e8-5e28276e7c57_ddsservicestext
https://www.hpe.com/us/en/services/operational.html?jumpid=in_psnow_6e154651-cfe6-4308-99e8-5e28276e7c57_ddsservicestext
https://www.hpe.com/us/en/services/lifecycle-services.html?jumpid=in_psnow_6e154651-cfe6-4308-99e8-5e28276e7c57_ddsservicestext
https://education.hpe.com/us/en/training/index.html?jumpid=in_psnow_4aee4e8a-af27-46c1-aea3-a2cf8056b776_ddsservicestext&jumpid=in_psnow_6e154651-cfe6-4308-99e8-5e28276e7c57_ddsservicestext
https://www.hpe.com/us/en/greenlake.html?jumpid=in_psnow_6e154651-cfe6-4308-99e8-5e28276e7c57_ddsservicestext

For additional technical information,

available models and options, please

reference the QuickSpecs
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Parts and Materials: HPE will provide HPE-supported replacement parts and
materials required to maintain the covered hardware.

Parts and components that have reached their maximum supported lifetime
and/or the maximum usage limitations as set forth in the manufacturer's
operating manual, product quick-specs, or the technical product data sheet will
not be provided, repaired, or replaced as part of these services.

Image may differ from the actual product.
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