
HPE Trusted Supply Chain
HPE Server Security Optimized Service for HPE ProLiant (R9S59A)

What's new

– Support for HPE ProLiant Compute
Gen12

– Build Trusted Supply Chain Solutions
globally

Overview
Do you want to defend applications and data before your server is built?

HPE Trusted Supply Chain services provide a new first line of defense against
cyber-attackers with select servers built to the world’s toughest security
standards in secured facilities globally. HPE trusted supply chain and server
security optimization services brings together enterprise security, processes
and people to deliver protection for your most sensitive applications and
data even before your server is built.

Features

iLO Security State: High Security

Configuring iLO to use High Security mode reduces the attack surface for cyber attackers, making it more
difficult to insert compromised code or malware into the server firmware.

Security state locks down the host and requires specific authentication through encryption before a user can log
into the server.

Data sheet

https://buy.hpe.com/us/en/servers-systems


UEFI Secure Boot feature: Enabled

For customers who ask Hewlett Packard Enterprise to load an operating system (OS) at the factory, enabling
UEFI Secure Boot connects the Silicon Root of Trust to the OS.

An industry-recognized feature, affixing the UEFI firmware to the boot loader ensures that the genuine and
authenticated OS is initialized.

Any antivirus software actually runs in the OS, but cannot detect hackers or an intrusion until the OS is fully
running. Some astute bad actors try to compromise the OS before its antivirus tools have a chance to start.

The UEFI Secure Boot feature provides protection against this scenario. If a customer chooses to load the OS on
their own, they can configure this feature when the HPE Trusted Supply Chain server is delivered to the end-user
location.

HPE Server Configuration Lock: Enabled

This feature takes cryptographic measurements, or images, of the supported HPE Trusted Supply Chain server
firmware, hardware components, and options. It creates a digital fingerprint of the server configuration. If any
firmware, hardware, or options are altered, an alert is displayed at startup.

Enabling this feature at the factory essentially prevents all tampering or compromise to the server composition,
no matter how slight.

This feature uses a password, created by Hewlett Packard Enterprise, to lock down the server configuration at
the factory. The password is securely transmitted to the customer, who unlocks the server when it arrives.

HPE chassis intrusion detection switch: Enabled

This mechanism protects the HPE Trusted Supply Chain server from physical intrusion.

Complementing and reinforcing the protection from the Server Configuration Lock, the chassis intrusion
detection switch registers an alert if the top of the server chassis is removed.

It logs an event in the iLO firmware, even if the server is powered off. If any cyber attacker or unauthorized
personnel open the server chassis, the customer will know that someone might have tampered with the server.

Technical specifications HPE Server Security Optimized Service for HPE ProLiant

Product Number R9S59A

Weight 19.05 kg
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HPE Services
No matter where you are in your transformation journey, you can count on HPE Services to deliver the expertise
you need when, where and how you need it. From strategy and planning to deployment, ongoing operations
and beyond, our experts can help you realize your digital ambitions.

Advisory & Professional services

Experts can help you map out your path to hybrid cloud and optimize your operations.

Managed services

HPE runs your IT operations, giving you unified control, so can focus on innovation.

Support services

Optimize your entire IT environment and drive innovation.  Manage day-to-day IT operational tasks while freeing
up valuable time and resources.

— HPE Complete Care Service: a modular service designed to help optimize your entire IT environment and
achieve agreed upon IT outcomes and business goals. All delivered by an assigned team of HPE experts.

— HPE Tech Care Service: the operational service experience for HPE products. The service provides access to
product specific experts, an AI driven digital experience, and general technical guidance to help reduce risk
and search for ways to do things better.

— HPE Multivendor Services: Single point of accountability for managing on-site hardware and software
support for multivendor products. HPE experts help manage your IT across technologies and platforms for
HPE and non-HPE technologies, acting as the single point of contact for your IT operational needs.

Lifecycle Services

Address your specific IT deployment project needs with tailored project management and deployment services.

HPE Education Services

Training and certification designed for IT and business professionals across all industries. Create learning paths
to expand proficiency in a specific subject.  Schedule training in a way that works best for your business with
flexible continuous learning options

Defective Media Retention is optional and allows you to retain Disk or eligible SSD/Flash Drives replaced by
HPE due to malfunction.

GreenLake

GreenLake is the cloud to run and manage your entire hybrid landscape—private, public, and edge. It helps you
to:

— Streamline IT Operations across compute, storage, and networking without the chaos

— Unify and secure data, as you move faster

— Accelerate AI, from pilot to production

The result: greater operational efficiency, lower TCO, and faster AI delivery—all from one unified, intelligent
platform built for today’s hybrid enterprise.
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https://www.hpe.com/us/en/services/consulting.html?jumpid=in_psnow_f4e6cd46-888b-4358-a7e9-50307489ac2a_ddsservicestext
https://www.hpe.com/us/en/services/remote-infrastructure-monitoring.html?jumpid=in_psnow_f4e6cd46-888b-4358-a7e9-50307489ac2a_ddsservicestext
https://www.hpe.com/us/en/services/operational.html?jumpid=in_psnow_f4e6cd46-888b-4358-a7e9-50307489ac2a_ddsservicestext
https://www.hpe.com/us/en/services/lifecycle-services.html?jumpid=in_psnow_f4e6cd46-888b-4358-a7e9-50307489ac2a_ddsservicestext
https://education.hpe.com/us/en/training/index.html?jumpid=in_psnow_4aee4e8a-af27-46c1-aea3-a2cf8056b776_ddsservicestext&jumpid=in_psnow_f4e6cd46-888b-4358-a7e9-50307489ac2a_ddsservicestext
https://www.hpe.com/us/en/greenlake.html?jumpid=in_psnow_f4e6cd46-888b-4358-a7e9-50307489ac2a_ddsservicestext


For additional technical information,
available models and options, please
reference the QuickSpecs

Chat now
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Parts and Materials: HPE will provide HPE-supported replacement parts and
materials required to maintain the covered hardware.

Parts and components that have reached their maximum supported lifetime
and/or the maximum usage limitations as set forth in the manufacturer's
operating manual, product quick-specs, or the technical product data sheet will
not be provided, repaired, or replaced as part of these services.

Image may differ from the actual product.
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