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YT10 HOBOro?

— KOHTponb 0OCTyNa Ha OCHOBE poren ans
OecnpoBOdHbIX, NPOoBOAHbLIX 1 VPN-ceTel ¢
obopyaoBaHEM PasMYHbIX MOCTABLLMKOB.

— Jlyylme B OTPaCu NPOV3BOANTENBHOCTD,
MacLUTabupyemoCTb, Bblcokas
LOCTYMHOCTb 1 GanaHCMPOBKa Harpy3ku.

— VIHTYWTVBHO NOHATHbIE LWabnoHbI
KOHbWIypaumm NonuTHK 1 CpeacTaa
yCTpaHeHus Henonanok GyHKuwit
MOHWUTOPWHIa.

— lMNoapepska HECKOMbKMX MCTOYHMKOB

HP

| —

O630p

HPE Aruba Networking ClearPass Policy Manager npegoctasnseTt GyHKUnn
yMNpaBneHus ceTeBbiM OCTYNOM Ha OCHOBE PONen 1 YCTPOWUCTB AN1g COTPYAHWUKOB,
NapTHEPOB 1 NoceTUTENen B paMkax Nobon NpoBoaHOW, OECNPOBOOHOM UK
BMpTYanbHou yactHom ceTn (VPN) ¢ obopynoBaHueM pasnmnyHbix NOCTaBLLMKOB.
Bbnaropaps nogaepxke BCTPOEHHOrO MexaHuamMa NoMMTUKIN Ha OCHOBE KOHTEKCTa,
npoTtokonos RADIUS n TACACS+, BCECTOPOHHEN OLEHKM MONOXEHWS U
NPOGUINPOBAHUS YCTPOWCTB, NPOoLIeayp NOAroTOBKM K paboTe 1 pasnuyHbIX
BapwmaHTOB rocTesoro goctyna, HPE Aruba Networking ClearPass ctaHoBUTCS camomn
onTUmanbHon nNnaThopmon ang obecneyeHns besonacHocTu cetn. HPE Aruba
Networking ClearPass Policy Manager nopaepxvsaeTt 6e30nacHOCTb
KOPMNopaTMBHOIO YPOBHSA M NPeaoCcTaBnaeT Nonb3oBaTensam yaobHble BOSMOXHOCTH



ayTeHTUdbMKauun/asToprsaumm (AD, LDAP, L1151 CAMOCTOSTENbHOM HACTPOMKM. [oNb3oBaTENM MOTYT HACTPanBaTb COOCTBEHHbIE
SQL dB) B onHoMm ceperice. YCTPOWCTBa AN CNyXebHOro UCMob30BaHNA UM AOCTYNa B VIHTepHeT.
Monb3oBaTenn becnpoBoaHbix peleHut HPE Aruba Networking moryT
3apPErncTpUpPOBaTh YCTPOMCTBA, NnoaaepxmnsatoLme texHonorum AirPlay, AirPrint,
DLNA 1 UPnP, ong npenocTtaBneHys K HuM oblero goctyna. 97a

— BO3MOXHOCTI CaMOCTOATENBHOIO
NOAK/IOYEHNS U BCTPOEHHbIN LEHTP
cepTudmkaumm (CA) ansg cobCcTBEHHbIX

yeTpoiicTs (BYOD). NONHOPYHKLMOHAbHaA MaclTabupyemas nnathopma yrnpasieHus nonmTukamm
BbIXOAMT 3@ PaMKU TPAOULMOHHbIX PELLEHNI ayTeHTUGUKaLMN, aBTOPU3aLMA 1 y4eTa,
~ Role-based network access enforcement obecneunsas WNPOKME BOSMOXHOCTM AN obecnevyeHns 6e30nacHoCTY Npu

for multi-vendor Wi-Fi, wired and VPN
networks with industry-leading
performance, scalability, high availability
and load balancing.

MCMNOMNb30BaHUM COTPYAHMKaMM COOCTBEHHbIX YCTPONCTB (BYOD).

PyHKUNMN

BesonacHOCTb KOPNOPATUBHOrO YPOBHSA A1l MOOUIIbHbBIX Cpep,

HPE Aruba Networking ClearPass Policy Manager — aTo nnatdopma ynpasneHuns noanTnkamm npoBogHOro 1
OecnpoBoaHOro AOCTyNa, NoAAEPXMBaOLLAS PELIEHNS Pa3NNYHbIX MOCTaBLUMKOB, NPeaHasHa4YeHHas ans
LeHTpanM3oBaHHoOro obecneyeHuns 6e3onacHoOCTM AOCTyNa Ha KopnopaTMBHOM YPOBHE. PparmeHTapHOe NpUMeHeHne
MONNTMK OCHOBAHO Ha POS NOMb3oBaTENs, TUNe YCTPOWCTBA, PaboToOCNOCOBHOCTH YCTPOMCTBA, MECTOMONOXEHNN 1
BPEMEHU CYTOK.

Mopaepxka obWMpHOM BecnposoaHoM, NpoBoaHOM 1 VPN-1MHbPACTPYKTYPb! C PELIEHUAMU Pa3NNYHbIX NOCTABLLMKOB
nossonseT UT-cneumanicTam Nerko BHeapaTh Ha NPeanpUaTmn NoNUTUKM MOBUNBHOMO AOCTYNa, obecnevnsaoLLme
6e30MacHOCTb KOPNOPATUBHOIO YPOBHS.

Bnarogaps MaclITabupyemMoCcTu pasBepTbiBaHWS NOAAEPXMBAIOTCH OECATKM ThicAY YCTPOWCTB U ayTeHTUdUKaLMIA, YTO
HaMHOr O NPEBOCXOANT BO3MOXHOCTK, MPefoCTaBgeMble YCTAPEBLLUMMI PELLEHUAMU ayTEeHTUdUKALN, aBTOPU3ALIAN 1
yyeTa.

PelueHue ClearPass Policy Manager 0oCTynHO B BUAE annapaTHOro Win BUPTYanbHOrO YyCTPONCTRA.

PaclumpeHHoe ynpaBneHue nonaMTukaMm

C nomolubto HPE Aruba Networking ClearPass Policy Manager opraHuaaLim MoryT pasBepTbiBaTb NPOBOAHbIE W
OecnpoBoaHble CETH C NPUMeHeHneM cTaHaapTa 802.1 X ans HagexHON NpoBepKn NOANMHHOCTMN.

locTesble GyHkUMn HPE Aruba Networking ClearPass ynpouatoT paboume NpoLecchl TaknuM 00pasom, YTO Jaxe COTPYAHNUKN,
He nmetoLne oTHoLweHWs K UT, MOryT cosfaBaTb BPEMEHHbIE FOCTEBbIE yYeTHble 3anucu ana becnposogHoro (WAP2 Wi-Fi) n
NPOBOAHOro AOCTYNa B MIHTEPHET.

[JononHuTenbHbIn nogknodaemsin Moayns HPE Aruba Networking ClearPass Onboard obecnedvBaeT aBTOMaTU3UPOBAHHYIO
NoAroToBKY U BbioeneHue yctponcts Windows, Mac OS X, iOS, Android, Chromebook 1 Ubuntu ¢ nomolLbio cneumanbHoro
NoNb30BaTENbCKOro NopTana caMmoobCnyXnBaHus.

[JononHuTenbHbIn nogknodaemslin Moaynb HPE Aruba Networking ClearPass OnGuard vcnonbayeT HagexXHble v
pasgensaemMble areHTbl 419 BbINOSHEHWS PaCLUMPEHHbIX OLEHOK MNOMOXEHUA OKOHEYHbBIX YCTPOWCTB B OECNPOBOAHbIX,
NpPoBOAHbIX 1 VPN-nogkntoyYeHnsax.

HapexHas pa60Ta 6narop.apﬂ BCTPOEHHbIM CpeacTeam obecneuyeHunsa 6esonacHocTn

HPE Aruba Networking ClearPass 1 6onee 120 TeXHONOrM4Yeckmx NapTHepoB B obnact besonacHocTH, B TOM ymcne PaloAlto
Networks, Duo 1 Carbon Black, 3alwmiwatoT Ball BUsHeC 3HYTPW, ENCTBYS NPOTUB YrP03, HEBUANMbIX A1 CPEACTB 3alnTbl
Ha NepuMeTpe CeTu.

Halw nooxoa 0CHOBaH Ha NoaaepXke peLleHni pasnmMyHbIX MOCTaBLUMKOB. [1penocTaBneHne KopnopaTUBHOM
NHGPACTPYKTYPbI, 0becnedeHre 6e30NacHOCTU NPOBOAHbIX M 6ECNPOBOAHbIX CeTEN, MODUMbHBIX U CTALIMOHAPHbIX CPEeaCTs,
KopnopaTuBHbIX cpem, a Takxe cpep, ¢ VHTepHeTom Bewel (IoT) n cobcTBeHHbIMU yeTponcTeamum (BYOD).
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Monpepxka cuctem noeepgeHyeckoro aHanusa (UEBA)

PelueHve ang aHanusa noeeneHus nonb3oBatenen HPE Aruba Networking IntroSpect User Entity Behavior Analytics Solution
NO3BOMSET UCMOMNb30BaThb CETU B Ka4eCTBe AaTumnka v obecnedmBaeT obLWMM JOCTYN K AaHHBIM 1 aHanUTUKE C LIEMbIo
noBbllWeHWs 6e3onacHOCT busHeca.

TexHnuYeckune xapakTepucTUKu HPE Aruba Networking ClearPass NAC CxO00V VM-Based Appliance License E-LTU
Product Number JZ399AAE
Mopenb HPE Aruba Networking ClearPass Policy Manager BxoauT B cocTtas HPE Aruba Networking 360

Secure Fabric 1 npenocTasnseT 6e3onacHble GyHKLUMM yNpaBeHns CETEBbIM AOCTYNOM Ha OCHOBE
ponen 1 ycTponcTs ang loT-, cobcTBeHHbIX (BYOD) 1 KOpnopaTuBHbIX YCTPOWCTB, COTPYAHNKOB,
NapTHEPOB 1 NOCETUTENEN B pamKax Mtobol NPoBOAHOM, 6ECNPOBOAHON UMW BUPTYaNbHOW YaCTHOW
ceTu (VPN) c obopynoBaHMeM pasnmyHbiX MOCTaBLUMKOB. BUPTyanbHble CrieumannanpoBaHHble
yCTpOWCTBa noaaepxmeatoTcd Ha VMware vSphere Hypervisor (ESXi), Microsoft Hyper-V, CentOS
KVM 1 Amazon EC2.

MoHTax Rackmount
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HPE Aruba Networking Services

HPE Aruba Networking services simplify and accelerate the network technology lifecycle, enabling your network to scale
with better predictability and cost-effectiveness. Whether you operate your own network and need to improve your IT
efficiencies, or you want to offload some of the burden, we have the services you need to reach your goals.

Learn more about what HPE Services - Aruba Networking has to offer at: hpe.com/edge/services

Support Services
Our support portfolio provides the essential support elements as well as proactive and preventive features to help you

improve your team's productivity and get the most from your network. Our support customers benefit from faster issue
resolution, simplified operations and efficiencies, and reduced network issues.

Professional Services

With deep intellectual capital and purpose-built tools, our team delivers a range of standard and custom professional
services designed to accelerate your value from HPE Aruba Networking technology.

Project based services include: Annual subscription services include:

— Planning, audit, and assessment — Network optimization

— Architecture review and design — Intelligent Operations

— tDeplc;yment, migration, and knowledge — Customer Experience Management
ransfer

Our Education Services allow your team to come up to speed quickly.

HPE GreenlLake for Networking
Our Naa$ solution, is part of the HPE GreenLake services family, and simplifies network operations, accelerates equipment

handling, and increases the value of your HPE Aruba Networking solution. If you need expert guidance and automation-
based operations for your team, please explore our NaaS approach through HPE GreenlLake for Networking.
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© Hewlett Packard Enterprise Development LP, 2025 r. ViHdopmaLimns B HacToAWEM
LIOKyMEHTE MOXET OblTb M3MeHeHa 6e3 NpefBapUTENbHOO YBEAOMNEHUSA. [apaHTUHbIE
obsizaTenscTea Anst NPoAykTos 1 yenyr Hewlett Packard Enterprise npuseneHbl TOMbKO B
YCTNOBWSIX IBHOW rapaHTuu, NpunaraeMoi K KaxaoMy NpoayKTy v ycnyre. Hrkakve ceeneHis 8
[laHHOM [IOKYMEHTE He MOryT PacCMaTpPMBaThCs Kak [OMOMHUTENbHbIE rapaHTUIHbIE
obsizatenscTsa. Hewlett Packard Enterprise He HeceT OTBETCTBEHHOCTY 3a TEXHUYECKME WK
pefakTopcKye OWMbKM 1 yNyLieHUs B JAHHOM AOKYMEHTE.

KomnoHeHTbl 1 MaTepuansl: Komnanvs HPE npenocTaBuT 3anacHble 4acTu v MaTepuansl,

nopnepxvsaemble HPE, koTopble TpebyioTes Ans 0b6cnyxuBaHis 060pyfoBaHs No AOrOBOPY.

[aHHas ycnyra He nogpasymMeBaeT NpefoCTaBNeHNe, PEMOHT UV 3aMeHy AeTanen v
KOMMOHEHTOB, KOTOPbIE AOCTUIIN CBOEMO MaKCUMaNbHOro Cpoka Cryxobl 1 (Mnv) nuMuTa
MCMONb30BaHws (CornacHo AaHHbIM PYKOBOACTBA MO 9KCMIyaTaLmm, KpaTKUM TEXHUYECKNM
PYKOBOACTBaM WM TEXHUYECKOW AOKYMEHTaLMM, NPEAOCTaBNEHHON NPOU3BOANTENEM).

1306paxeHie MOXeT OTIM4aTbCA OT PEanbHOro U3AENHs.
PSN1010354097KZRU, nexkabps, 2025.
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