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Executive summary  
Managing a large fleet of servers requires access to the baseboard management controller (BMC) of a server, 
which provides invaluable features and technologies for remote server management. Using the BMC, a server can 
be powered off remotely, or a new operating system (OS) can be installed on a bare metal server. The workloads 
running on a host server are critical, and access to the BMC by a bad actor can cause disruptions to the server. 
With an ever-evolving security landscape, it is imperative that the BMC is also secured. The in-band 
communication of a host server to and from the BMC needs to be secured as well. Starting with HPE ProLiant 
Compute Gen12 servers, the security framework that was present for out-of-band communication is now 
applicable for in-band channels as well. Any improvements made to the security framework now apply to both  
in-band and out-of-band interfaces, which in turn improves the security posture of the server. 

Introduction 
In HPE ProLiant Gen11 and older server generations, the Channel Interface (CHIF) is used for in-band 
communication between a host and HPE iLO (as known as BMC). CHIF is a proprietary messaging interface 
between the host and HPE iLO (BMC). On the server’s m ainboard, as shown in Figure 1, the HPE iLO is connected 
to the host processor using PCIe. The connection uses a shared memory abstract to transfer data between the 
host and HPE iLO. Although CHIF is a robust mechanism for data transfers, it provides limited security measures. 
Additionally, the default security mode for HPE iLO 7 in HPE ProLiant Compute Gen12 servers is the secure 
standard mode. To enhance the security of the communication channel, it was decided to deprecate the use of 
CHIF in HPE iLO 7 based HPE ProLiant Compute Gen12 systems. Instead, the virtual NIC is being used. The security 
framework of the virtual NIC feature consists of authentication, authorization, and a privilege model that was 
present for out-of-band access, is now applicable for in-band access. 

The virtual NIC feature enables a secure connection to the HPE iLO directly from the host operating system. The 
HPE iLO connects to the host system through a USB interface, where the HPE iLO is physically connected to the 
host system’s USB enhanced host co ntroller interface (EHCI). The host OS uses the network control model (NCM) 
driver to emulate a virtual Ethernet interface. 

 

Figure 1. Host to HPE iLO in-band communication 
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Any host application can communicate with the HPE iLO over the virtual Ethernet interface, similar to connecting 
to the HPE iLO over a dedicated network interface. The communication between the HPE iLO and the host uses 
Ethernet over USB. 

Host applications need to use Redfish APIs to communicate with the HPE iLO over a virtual NIC. The Redfish 
services in the HPE iLO enforce authentication for any Redfish API calls. Hence, any host application in the OS 
needs to authenticate with HPE iLO credentials to perform operations and communicate with HPE iLO. It becomes 
annoying to the user if a host application keeps requesting credentials every time it needs to communicate with 
the HPE iLO. To ease the customer pain point, starting with HPE iLO 7, application accounts (app accounts) have 
been introduced. Host applications can use the application account to communicate with the HPE iLO and need 
not rely on user credentials each time. 

One time setup for app accounts 
For an application to obtain an application account, the user needs to perform a one-time setup so that the 
application creates an application account in HPE iLO, as outlined in Figure 2. When a user installs the host 
application, a one-time setup needs to be performed, wherein the user needs to provide the HPE iLO user 
credentials to the application. Using the provided credentials, the host application will send a request to the  
HPE iLO for an application account. The HPE iLO receives this request, and it creates an application account and 
returns the same to the host application. The application account will be used by host applications for further 
communication with the HPE iLO. Host applications use the Trusted Platform Module (TPM) to securely store the 
application account. The application accounts are encrypted and stored in the TPM. 

 

Figure 2. One time setup of application accounts 

Note that when an application account is created, it inherits the privileges of the HPE iLO user account used for its 
creation, except the Administer User Accounts privilege. However, a user needs to provide an account with 
Administer User Accounts privilege to create an application account. 

Subsequent operations to HPE iLO 
For any further communication with HPE iLO, the host applications now need to use the application account that 
was created earlier. As outlined in Figure 3, these host applications retrieve the application account from the TPM. 
The application account is decrypted, and the details are sent to HPE iLO to create a session. 
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Once the HPE iLO validates the request for session creation, it sends back a session token. The host applications 
use the session token for further communication with the HPE iLO. Note that the use of application accounts is 
only allowed over a virtual NIC interface. That is, the sessions created using application accounts cannot be used 
over dedicated or shared network interfaces of the HPE iLO. 

 

Figure 3. Subsequent operations to HPE iLO 

In order to ease the process of creation of an application account, the host applications can create the application 
account when the application is installed. As part of the installation process, the application’s request for the  
HPE iLO credentials and the application account is created. Users can use the noninteractive method of 
installation for provisioning the application account on multiple systems. When installing through the 
noninteractive method, the HPE iLO credentials can be specified in an environment variable to the installer.  
Based on this information, the installer creates the application account. For example, for installing HPE iLO rest  
on a Linux® system, the following command can be used. 

[root@localhost ~]# HPE ILO_USERNAME=<HPE iLO_username> HPE ILO_PASSWORD=<HPE 

iLO_password> rpm -ivh HPE iLOrest-6.0.0.0-25.x86_64.rpm 

Additionally, the application account gets removed automatically when the application is uninstalled. 

Users can opt not to use the application account; however, they would need to specify the HPE iLO credentials  
to the host application so that the host application can communicate with the HPE iLO. These credentials should 
be provided to the application whenever the application restarts or when the host OS restarts. The user has to 
ensure that the HPE iLO credentials are stored safely and specify when the application starts up or when the  
host OS restarts. 

If a user decides not to provision the application account during the installation, and later a need arises to create 
the application account, then the user can run CLI commands to create the application account. Similarly, the CLI 
commands provide a way to delete the application account. For more details on these commands, refer to the 
user guide of the host application for more details on these commands. 

Conclusion  
If an application account is not provisioned on a server, and a firmware update is performed using HPE OneView 
or HPE Compute Ops Management, causing the server to reboot, the user may be required to provide the HPE iLO 
credentials to AMS and iSUT once the server reboots in order to complete the firmware update. To avoid such 
cumbersome workflows, it is recommended to provision the application account when the host applications  
are installed. 
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With the enhancements to the security posture for HPE ProLiant Compute Gen12, the HPE iLO needs to be 
authenticated even from an in-band channel from the host OS. Users have to provide the HPE iLO credentials 
whenever the HPE iLO needs to be accessed from the host OS. App accounts provide a secure way to access the 
HPE iLO without manually providing the HPE iLO credentials every time an application in the host OS needs to 
access the HPE iLO. It provides ease of use with security in mind.  

References  
– Using HPE iLO on the host 

– TPM 2.0 Library specification  

Frequently asked questions  
Q1. What is an application account?  
A1. An application account is a service account for HPE iLO, which is used by host applications to securely 
authenticate and communicate with the HPE iLO. 

Q2. Is the creation of an application account mandatory? 
A2. No, it’s not mandatory to create an application account. The host applications can be configured to run by 

specifying the HPE iLO user credentials. However, when the application restarts or the host system reboots, the 
HPE iLO user credentials need to be specified again. It is recommended to create an application account to avoid 
specifying the HPE iLO user credentials repeatedly. 

Q3. How can I create an application account? 
A3. When a host application is installed, the user can specify the HPE iLO user account credentials having 
Administer User Account privilege to the application to create the application account. Alternately, the 
applications provide command-line interface (CLI) commands that users can use to create an application account. 

Q4. What privileges does an application account have? 
A4. Application accounts inherit the privileges of the HPE iLO user account, except the Administer User Account 
privilege that was used to create the application account. 

Q5. Where is the application account stored? 
A5. The application account is securely stored in the TPM of the system. For VMware ESXi™ OS, the application 
account is securely stored in the filesystem of the host OS. 

Q6. Can I use the same application account for multiple applications? 
A6. No, a separate application account needs to be created for each host application. 

Q7. How do I remove an application account? 
A7. Application accounts can be removed using the CLI command provided by the host applications. 
Alternatively, you can use the HPE iLO rest app account delete command to remove the application account  
from the system. 

Q8. Do I have to recreate application account when host applications are upgraded? 
A8. No, the application account that was created when the application was first installed will continue to work 
when host applications are upgraded. 

Q9. Do I have to recreate application accounts when an OS is reinstalled? 
A9. Since the application accounts are stored in the TPM, it is not necessary to recreate application accounts 
when an OS is reinstalled. The host applications can detect the existing account in the TPM and will use the same. 
In VMware ESXi OS, the application account needs to be recreated as the application account is stored in the 
filesystem of the OS. 

https://support.hpe.com/hpesc/public/docDisplay?docId=sd00005342en_us&page=GUID-6087CE5B-5921-49A5-8400-64235FB4FBC7.html
https://trustedcomputinggroup.org/resource/tpm-library-specification/
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Q10. Can I use application accounts with a server configured with dual boot OS? 
A10. If the server is configured with Linux or Windows, the application accounts can be used without any issues.  
However, if one of the OS is VMware ESXi, then the application account cannot be used as the application 
account for VMware ESXi is stored in the filesystem of the OS. 

Q11. What happens if the TPM is cleared? 
A11. When the TPM is cleared from the BIOS, the application accounts stored in the TPM will be erased. Hence, the 
application accounts need to be removed from the HPE iLO and then recreated from the host application. 

Q12. What happens if the HPE iLO is reset to factory defaults? 
A12. When the HPE iLO is reset to factory defaults, all application accounts are cleared in the HPE iLO. Hence, 
application accounts need to be removed from the TPM in the host OS, and then the application accounts need to 
be recreated. The HPE iLO rest app account command can be used to remove the application accounts stored in 
the TPM and HPE iLO. Post cleanup of the application accounts need to be recreated again.  

Q13. Can third-party applications create and use application accounts? 
A13. For the initial launch of HPE iLO 7-based HPE ProLiant Compute Gen12, the application accounts can be 
created and used only by HPE applications. The support for third-party applications to use application accounts  
is planned for future releases. These third-party applications would need to integrate with the Python and  
HPE iLO rest library, which will include support for creating and using application accounts in the future. 
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