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EXECUTIVE SUMMARY

VMware® Cloud Foundation™ (the solution) is an integrated hybrid cloud platform that delivers a complete set of software-defined services for
compute, storage, networking, security, and cloud management for the private and public cloud. The solution brings together VMware vSphere®,
VMware vSAN™, VMware NSX®, and, VMware Aria Suite Lifecycle, into a natively integrated stack to deliver enterprise-ready cloud infrastructure.
Further, the solution automates bring-up, configuration, provision, and life cycle management (LCM) of the stack with SDDC Manager. VMware
by Broadcom releases a new version of general availability (GA) on a quarterly cadence and users are automatically notified from the SDDC
Manager when upgrades become available.

Hewlett Packard Enterprise and VMware by Broadcom have collaborated to help customers accelerate the journey to hybrid cloud, bringing the
promise of the software-defined data center to life. The VMware Cloud Foundation on HPE ProLiant Servers solution dramatically improves both
the value and business outcomes of the customers, thus delivering a simplified and secure private cloud platform. This solution is flexible, easy to
deploy, seamless o manage, simple to operate, and runs all your enterprise apps—both traditional and containerized—in cloud environments.

Hewlett Packard Enterprise brings out technical papers that describe the best practices in deploying solutions on this combination that are
based on the VMware Cloud Foundation version available at the time of publication. This Technical paper provides validated and comprehensive
details—including prerequisites, step-by-step configuration, and best practices—for the customers to upgrade to the latest version of the
solution along with the compatible infrastructure management software, drivers, and firmware for HPE ProlLiant Servers in online mode.

OVERVIEW

This technical paper describes the method to upgrade VMware Cloud Foundation to 5.2 on HPE ProLiant Servers. This paper only describes the
method to upgrade the VMware Cloud Foundation components when the SDDC Manager has access to the internet. For an overview of the
upgrade process, refer to VMware by Broadcom documentation “Upgrading VMware Cloud Foundation to 5.2".

Lifecyle of VMware Cloud Foundation

SDDC Manager internally has Lifecycle Management (LCM) enabled, which sequences automated updates on VMware Cloud Foundation
components such as SDDC Manager and its internal services and VMware components such as NSX® for vSphere®, vCenter Server® VMware
ESXi™, and VMware Aria Suite Lifecycle. SDDC Manager is configured to communicate with the Broadcom Support portal provided the SDDC
Manager has internet access, and the VMware depot credentials are valid.

High Level Workflow

High-level update workflow is as follows:
. Receive notification of update availability on SDDC Manager.
. Download all update bundles for core VCF Stack that includes SDDC Manager, Center Server® NSX, and VMware Aria Lifecycle Suite.
. Run prechecks on SDDC Manager to check for any compatibility issues with upgrade of SDDC Manager, vCenter Server, and NSX.

1

2

3

4. Select update targets and schedule upgrade of SDDC Manager.

5. To update Aria Lifecycle Suite Manager and its components, upload Aria upgrade bundles to Aria Suite Lifecycle Manager.
6

. Run precheck on Aria Suite Lifecycle Manager and its products to check for any compatibility issues with upgrade of Aria Suite Lifecycle
Manager.

~

Perform upgrade of Aria Lifecycle Manager and its products by selecting the appropriate upgrade bundle in Aria Lifecycle Suite Manager.
8. On SDDC Manager, perform upgrade of NSX Datacenter by selecting appropriate upgrade targets followed by upgrade of vCenter Server.

9. When HPE OneView and HPE OneView for vCenter(OV4VC) client plug-in is being used to perform ESXi server firmware updates, it is
recommended to check OneView and OV4VC versions prior to the ESXi upgrade. For VCF 5.2, upgrade OneView and the OV4VC plug-in as
per the versions recommended in software firmware matrix, https://www.hpe.com/psnow/doc/a50011482enw.

10.0n SDDC Manager, perform upgrade of ESXi hosts by selecting appropriate upgrade targets.


https://docs.vmware.com/en/VMware-Cloud-Foundation/5.2/vcf-lifecycle/GUID-C82BB0D4-FD52-4CC9-A6BB-3A6CF35E380E.html
https://www.hpe.com/psnow/doc/a50011482enw
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FIGURE 1. High level upgrade workflow

Software Bill of Materials
VMware Cloud Foundation 5.1.1 BOM
The following VMware Cloud Foundation Software Component BOM represents the expected starting point for the in-place upgrade:

TABLE 1. VMware Cloud Foundation 5.1.1 BOM

Software component Version Build number

. _____________________________________________________________________________________________________________________________________________________|
SDDC Manager 511 23480823

VMware NSX 4123 23382408

VMware vCenter Server Appliance 8.0 Update 2b 23319993

VMware ESXi 8.0 Update 2b 23305546

VMware Aria Suite Lifecycle 816 23251571
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VMware Cloud Foundation 5.2 BOM

The table shows the VMware Cloud Foundation 5.2 BOM after the upgrade is complete.

TABLE 2.\/Mware Cloud Foundation 5.2 Software Components

Software component Version Build number
____________________________________________________________________________________________________________________________________________________|]
SDDC Manager 5.2 24108943

VMware NSX 4.2 24105817

VMware vCenter Server Appliance 8.0update 3 24091160

VMware ESXi 8.0update 3 24022510

VMware Aria Suite Lifecycle 8.18 24029603

UPGRADE PREREQUISITES

Before upgrading VMware Cloud Foundation, make sure that the following prerequisites are met.
1. Take a backup of the SDDC Manager appliance to an external SFTP server.

2. Before you upgrade a vCenter Server, take a file-based backup of vCenter Server.

3. Ensure no domain operations are in progress. Domain operations include creating VI workload domains, expanding a workload domain
(adding a cluster or host), and shrinking a workload domain (removing a cluster or host).

4. Download the relevant bundles for the upgrade from SDDC Manager using the ‘Bundle Management’ option.

NOTE
To perform ESXi upgrade, HPE custom ISO image should be used. HPE OEM Custom image can be downloaded from
https://www.hpe.com/us/en/servers/hpe-esxi.html.

5. Make sure that there are no failed workflows in your system and none of the VMware Cloud Foundation resources are in activating or error
state.

6. Ensure that passwords for all VMware Cloud Foundation components are valid.
7. A temporary IP Address for vCenter within the management network is required during the vCenter Server Migration-based upgrade task.

A multi-product diagnostic tool named ‘VCF Diagnostic Tool for vSphere’ can be run directly on a vCenter Server appliance to know the accurate
state of system configuration. This tool executes a series of checks on the system configuration and will report issues making it easier to detect
inconsistencies. Similarly, a diagnostic tool named ‘VCF Diagnostic Tool can be run on SDDC Manager that runs a series on checks on system
configuration and reports any inconsistencies found.

To know more about these diagnostic tools, refer to https://knowledge.broadcom.com/external/article/344917/using-the-vcf-diagnostic-tool-for-
vspher.html

Precheck - HPE Servers

This section describes the procedure to validate the HPE Servers hardware’s firmware and software with the compatibility matrix.

1. Validate existing HPE Servers firmware and software versions with HPE Firmware and Software Compatibility Matrix for VMware Cloud
Foundation on the HPE ProLiant Server.

2. Validate the VMware Cloud Foundation version that you are upgrading to is supported by relevant drivers and firmware.

3. Evaluate any critical alerts and warnings that might have been raised on the resources suggesting any recommended actions.

For more information on updating firmware, refer to https://www.hpe.com/us/en/servers/smart-update.html.

—



https://www.hpe.com/us/en/servers/hpe-esxi.html
https://knowledge.broadcom.com/external/article/344917/using-the-vcf-diagnostic-tool-for-vspher.html
https://knowledge.broadcom.com/external/article/344917/using-the-vcf-diagnostic-tool-for-vspher.html
https://www.hpe.com/us/en/servers/smart-update.html
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UPGRADE TO VMWARE CLOUD FOUNDATION 5.2 - MANAGEMENT DOMAIN

The first step is to download the required bundles for each VMware Cloud Foundation component that requires an upgrade. After all the bundles
are downloaded in SDDC Manager, upgrade the management domain and then VI workload domains. Figure 2 shows the upgrade workflow to
the management domain components of the VMware Cloud Foundation. Upgrade starts with SDDC Manager, followed by Aria Suite Lifecycle

Manager and it’s products, NSX, vCenter server, and ESXi hosts.

Download all update bundles
for core VCF stack

Download and upload HPE
customn ESXi 1SO to SDDC
manager

Modify ESXi custom SO JSON
on SDDC Manager to point to
custom ESXi image

—-

Upgrade the SDDC manager

Upgrade management domain
vCenter Server

Upgrade management
domain ESXi hosts

FIGURE 2. Upgrade workflow for VCF management domain using vSphere Lifecycle Manager Baselines

Download Bundles Using SDDC Manager

To download upgrade bundles, connect SDDC Manager to your Broadcom Support Portal account. And then select the bundles to download.

1. Configure SDDC Manager to connect to the Broadcom support portal

a. Inthe navigation pane, click Administration>Online Depot.

b. Click Authenticate.

c.  Type your Broadcom support portal username and password.

d. Click Authorize.

—

P

Upgrade Aria Suite Lifecycle
Manager and its products

Upgrade management domain
NSX
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Online Depot

If SDDC Manager has access to the Internet, you can connect it to the VMware online depot to access installation and upgrade bundles. After this connection is configured,

SDDC Manager automatically polls the depot to access the bundles. You receive a notification when a bundle is available and can then download the bundle

@ You have successfully connected to the VMware Customer Connect online depot. x

VMware Customer Connect Depot

VMware Customer @ Active

Connect Depot

VMware Customer

Connect Username

EDIT DISCONNECT

FIGURE 3. Connect to Online Depot with Broadcom support portal credentials

2. In the navigation pane, click Lifecycle Management > Bundle Management.

3. Click the Bundles tab to view available bundles.

NOTE
If you just connected SDDC Manager to the Broadcom support portal, it could take some time for bundles to appear.

4. For the bundle you want to download, do one of the following:
Click Download Now for an immediate download. The bundle download begins right away.
OR
Click Schedule Download to schedule a download. Select the date and time for the bundle download and click Schedule.

5. Click the Download History tab to see the downloaded bundles.

The management domain must be upgraded before upgrading VI workload domains in the environment. Upgrade the components in the
management domain in the following order:

SDDC Manager and VMware Cloud Foundation services
Aria Suite Lifecycle Manager and its products

NSX Data Center.

vCenter Server.

ESXi.

S

Precheck - Management Domain
Precheck is necessary before applying an update or upgrade bundle o ensure that the environment is ready for the update.

For an ESXi bundle, the system performs a bundle level precheck in addition to the environment precheck.

1. Inthe navigation pane, click Inventory > Workload Domains.

2. On the Workload Domains page, click the management domain where you want to run the precheck.

—


https://docs.vmware.com/en/VMware-Cloud-Foundation/4.5/vcf-lifecycle/images/GUID-D150EF6D-5EA8-4FC1-83A5-F115300DD411-high.png
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3. On the domain summary page, click the Updates/Patches tab.

& vef-mot =

« Precheck

FIGURE 4. Management domain Updates/Patches tab

4. Click Precheck to validate that the environment is ready to be upgraded. After the precheck begins, a message appears indicating the fime at
which the precheck was started.

5. Click View Status to see detailed tasks and their status.

/A Upsreding to the next verskon af YMware Clasd Foundaton Read the cial Kiformion on upgrackog [oPen oacumenTaTion | X

vmw Cloud Foundation ) ©) administr

£ Dashboard
< BACK TO UBDATES

Precheck

T Solutions

4 Inventory v

Results Completed on Aug 22, 2024, 113113 AM

196 Passed @ 1Errors £l 9 Warnings 1 0 silenced
E: Lifecycle Management >

€ Administration > RETRY ALL FAILED RESOURCES

& Network Setiings

Report

Resource Name Description Health Status Error Descriptien Impact Remeaiation

© security e

FIGURE 5. Management domain precheck results

6. To see details for a task, click the Expand arrow.

If a precheck task failed, fix the issue, and click Retry Precheck fo run the task again. You can also click Precheck Failed Resources to retry
all failed tasks.

The precheck result is displayed at the top of the Upgrade Precheck Details window. If you click Exit Details, the precheck result is displayed
at the top of the Precheck section in the Updates/Patches tab.

Ensure that the precheck results are green before proceeding. A failed precheck may cause the update fo fail.

—
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SDDC Manager
Apply the VMware Cloud Foundation Upgrade Bundle. The VMware Cloud Foundation Upgrade bundle upgrades the SDDC Manager appliance
and VMware Cloud Foundation services.

Prerequisites
e Ensure the VMware Cloud Foundation update bundle is downloaded for your target release.

e Ensure you have a recent successful backup of SDDC Manager to an external SFTP server.
e Ensure you have taken a snapshot of the SDDC Manager appliance.
e Ensure you have recent successful backups of the components managed by SDDC Manager.

Procedure
In the navigation pane, click Inventory > Workload Domains.

On the Workload Domains page, click the management domain.
On the domain summary page, click the Updates/Patches tab.

1

2

3

4. In the Available Updates section, select the target release.

5. Click the Select Cloud Foundation Version drop down button.
6

. Select Cloud Foundation 5.2.0.

[, Uparacing 10 the next version of VMware Cloud Foundation? Read the Critcal information on Upgracing. OPEN DOCUMENTATION | X

vmw Cloud Foundation 1 administrator@vsphere.c

7 Dashboard

} Solutions
VIEW DETAILS
& Inventory -
2 Workload Domair

~ In-Progress Updates
O Host

Lifecycle Management >

5 Administration v
v Scheduled Updates

~ Available Updates
Seurce version arget version Bunales Appiied

5.1.1.0 > 5200 0of 4

[rean uremae | [[view sumores |

ion Update 5.2.0.0
SCHEDULE UPDATE
y fixes. Fe s o it UPDATE NOW
tohtpsie ——— |

2 security - bannvo i -

VMware Cloud Fous

Cloud Foundation 5.2 contains features, critical

L, VMware CEIP

FIGURE 6. Select the update Version

7. Review the Upgrade plan and click CONFIRM.
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Plan Upgrade for VMware Cloud Foundation @

Select a version of VMware Cloud Foundation to upgrade this workload domain.

‘ (D) To activate or deactivate compatibility checks on the target version, see KB 90074.

| VMware Cloud Foundation 5.2.0.0

Upgrade Summary @

Software Component Source Yersion Source Build Target Version
SDDC Manager 5110 23480823 5200
Wiware ESX 5.0.2 23305546 B.03
Whware NSX 41230 23382408 42000
WVMware vCenter Server Appliance B.0.2.00200 23319993 8.0.3.00100
vRealize Suite Lifecycle Manager B.16.0 3377566 8180

By confirming, you are selecting a target version for this workload domain which will o

any time until an upgrade Is run or scheduled. For more information, review

Target Build

24108243

24022510

24105317

2409M60

24029603

rerride your current target version

and upgrade path. Mo upgrades will be performed until you schedule an upgrade. You can change yvour target version at

CONFIRM

FIGURE 7. Management domain upgrade plan

8. This lists the SDDC Manager upgrade bundle. Download the bundle if not already downloaded.
Q. After the download is complete, click UPDATE NOW.

Dasnbowry

i ewersory

« In-Progress Updates

~ Scheduled Updates

« Avaliable Updates

rovenn Dot | ses e
5110 > 5200 oota
T [Cvweonouss |

FIGURE 8. SDDC Manager Update

—
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10.The VMware Cloud Foundation Update Status window displays the components that will be upgraded and the upgrade status. Click View
Update Activity to view the detailed tasks. After the upgrade is completed, a green bar with a check mark is displayed.

VMware Cloud Foundation Update Status

( ostemmsces i CANCEL
WMware Cloud Foundation Update 52.0.0
Released Jul 22, 2024 2 GB

The upgrade bundle for vMware Cloud Foundation 5.2 contains features, critical bugs and security fixes. For more information, see hrips:/docs vmware com/en/vMware-Cloud
Jr cloud-foundat 5 html For VMware Cloud Foundation Skip Upgrade Dependency on WCP, refer to

hitps://kb vmware com/s/article/88962

VIEW UPDATE ACTIVITY

Updating
' SDDC MAMAGER - Wiware Cloud Foundstion Upaate 5.20.0 511023480823 3~ 520024108943
SDDC MANAGER URGRADE (i Pragress

FIGURE 9. SDDC Manager Update progress

W ANy

11.Click FINISH after the upgrade is complete.

VMware Cloud Foundation Update Status

FINISH
VMware Cloud Foundation Update 5.2.0.0
Released Jul 22, 2024 2 GB
The upgrade bundle for vMware Cloud Foundation 5.2 contains features, critical bugs and security fixes. For mere information, see htips://docs vmware com/en/vMware-Cloud
2fr on-52-rel dex html. For VMware Cloud Foundation Skip Upgrade Dependency on WCP, refer 1o
hitps://kb.vmware.com/s/article/86962

<l

© Upaste sppliea 3t Aug 22, 2024 115525 AM - Elapsad Time * 14 minutes 49 s2conas

VIEW UPDATE ACTIVITY

' SDDC MANAGER - Vhware Cloud Foundation Update 5200 511073480823 3  — 520024108943

 SDDC MANAGER UPGRADE v Upastes @

set Applisnce Pstforn v

Validste Services Betore Upgrade v

fe v

cages Pre Upgrade

o AN

FIGURE 10. SDDC Manager Upgrade Completion
Aria Suite Lifecycle Manager
TABLE 3.Aria Lifecycle Suite and Components
Component Update From Upgrade to
Avria Lifecycle Suite 8.16(23377566) 8.18(24029603) & VRLCM 8.16.0 PSPACKS5.pspak
VMware Aria Operations 8.16.0(23251571) With CP 8.18.0(24025141)

—



Technical White Paper

Component Update From Upgrade to
VMware Aria Automation 816.1(23373968) 8.18(24024333)
VMware Aria Operations for logs 8.16(23364779) 8.18(24021974)
VMware Aria Operations for Networks 6.12.1(1707992545) 6.13(1717138317)

Prerequisite
1. Take a snapshot of the VMware Aria Suite Lifecycle virtual appliance. If you encounter any problems during upgrade, you can revert fo this
snapshot.

2. Verify that no critical fasks are currently in progress in VMware Aria Suite Lifecycle Manager. The upgrade process stops and starts VMware
Aria Suite Lifecycle services and reboots the VMware Aria Suite Lifecycle virtual appliance, which might corrupt tasks that are in progress.

3. If you are upgrading VMware Aria Suite Lifecycle through a repository URL or CD-ROM, ensure that you download the VMware Aria Suite
Lifecycle upgrade binary from the Broadcom Support Portal in advance. The file name is something like VMware-Aria-Suite-Lifecycle-
Appliance-8. X X XX-XXXXXXXX-updaterepo.iso.

4. The downloaded ISO should be attached to VMware Aria Suite Lifecycle VM as a virtual CD-ROM drive. To do this, you can either upload the
ISO in a content library of the vCenter server hosting VMware Aria Suite Lifecycle or you can upload in a data store that the VMware Aria
Suite Lifecycle VM has access fo. After uploading, you must aftach the ISO fo the VMware Aria Suite Lifecycle VM as a CD-ROM device by
editing the VM's hardware configuration from the VMs ‘Actions’ option in vCenter inventory.

Upgrade process:
1. Login into VMware Aria Suite Lifecycle Manager VM by using- https://<IP_Address_or_FQDN_of_Lifecycle_Manager> or IP.

NOTE
You cannot use the VMware Aria Automation Easy Installer ISO file for a VMware Aria Suite Lifecycle upgrade. You must use the VMware Aria
Suite Lifecycle upgrade ISO file.

From the My services dashboard, click Lifecycle Operations and click Settings.
Click System Upgrade.
Select ‘CDROM '’ as the ‘Repository Type'.

L

Click ‘Check for Upgrade'.

NOTE
Before Upgrading VMware Aria Lifecycle Manager from 8.16 to 8.18, you need to update product support pack to VRLCM 8.16.0
PSPACKS5.pspak.

To Update Product Support Pack, log in to VMware Aria Suite Lifecycle Manager VM > Settings > Product Support Pack > Upload > Select
the support pack file > Import > Chose ‘click here’ to see the status of the file being uploaded > Install.

. After a few minutes, VMware Aria Suite Lifecycle displays a message indicating if there are updates available.

6
7. Click ‘Create Snapshot’ and provide vCenter server credentials and ‘Submit’.

8. In the prerequisites section, click the Product snapshots check box and then click Next.

Q. Click Run Precheck. When the pre-check validation is finished, download the report to view the checks and validation status.

10.Click Upgrade after a successful pre-check validation.

11. After a few minutes, log in to the VMware Aria Suite Lifecycle Ul and click Settings > System Upgrade to check for the upgrade status
message.

—
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12.When the upgrade is finished, VMware Aria Suite Lifecycle displays the upgrade completion message. If you do not see this message, wait for
a few minutes and refresh the Ul.

Home > Seftings > System Details

System Details A
@ Create Environment -
System Information REBOOT SYSTEM | | exeno srorace

[ Datacenters

i Environments

) Beguests

Name VMware Ana Suite Lifecycle Apphance Total Storage 148GB
& Settings

Paten version Remaining Storage aaca

Product Support Pack Build Number 24029603

Note: -5% space is used by the internal file syster

Network Information

FIGURE 11. Aria lifecycle Suite version

VMware Aria Operations
1. An Assessment Tool PAK will be used to perform pre upgrade validation of Aria Operations. Download the Assessment Tool PAK and Aria
Operations_Manager_With_CP-XXXXX.PAK file from Broadcom Support Portal fo your local machine.

On Broadcom support portal, search for APUAT or VMware Aria Operations - Upgrade Assessment Tool.

Open a browser and navigate to the VMware Aria Operations administrator console: https://<primary_node_IP>/admin.
Then log into the administrator user interface with the user ID admin and the associated password.

In the left pane of the administration home page, click Software Update.

Click Install a Software Update at the top of the screen, The Add Software Update workspace appears.

Click the Browse link and navigate to the PAK file you downloaded in Step 1.

A check mark appears next to the statement: The selected file is ready to upload and install. Click UPLOAD to continue.

O o N o s NN

Ensure to select the check mark next to the statement: Install the PAK file even if it is already installed.

10.Click the UPLOAD link.

11.The PAK file is uploaded from your local machine to VMware Aria Operations. Uploading may fake a few minutes.
12. After the PAK file is uploaded, click NEXT.

13.The End User License Agreement appears.

14.Select the check box next to the statement: | accept the terms of this agreement.

15.Click NEXT. The Important Update and Release Information screen appears.

16.Review the release information and click NEXT.

17.At the Install Software Update screen, click INSTALL.

18. After the installation is complete, we can see the added assessment PAK file under ‘Software Update’.

19. After Assessment Tool PAK is successfully installed, repeat steps 4 to 16 to upload the “Aria Operations_Manager_With_CP-XXXXX.PAK* file.

20. After the installation is complete, we can see updated version of Aria Operations as shown in Figure 12.

—
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VMware Aria Suite Lifecycle Lifecycle Operations

Operations

TOPOLOGY ‘ | UPGRADE PLANNER

l@ VMware Aria” is the new brand name for vRealize Products.Re

VMware Aria Operations

8180

+ ADD COMPONENTS

E) EXECUTE SCRIPT

(@ irany aetats are missing then t couia e due to inventory not being up to date. Trigger inventory sync from product actions to update the

ventory in VMware Aria Suite Lifecycle

[ Requests Product

% Settings Product References

Primary, Replica, Witness

Product Details

vrops-cluster - Controller Type:

vrops-cluster - FQDN

Load Balancer FQDN.

Primary VMware Identity Manager

FQDN

Operations Admin Password:
NTP Servers

Integrate with Identity Manager
Anti-Affinity / Affinity Rule:
Deactivate TLS Version

Latest Patch Version:

DRS Anti-Affinity Rules Types

FIPS Compliance Mode:

NSX_T

uat-vropst.uat.local

uat-vropsl.uat.local

uat-vidml.uat.local

Aria
20.20.20.201
true

false
TLSV1,TLSVIL
8.18.0-24025145
true

false

FIGURE 12. VMware Aria Operation version
VMware Aria Automation

Prerequisites:

Upgrade Process:

Click Environments to display all Aria components.

O ® N o s W

Click VMware Aria Suite Lifecycle on Left top corner.

Log info VMware Aria Suite Lifecycle Manager VM by using IP or FQDN.

Select ‘VMware Aria Automation (v8.16.1) and click View Details> Upgrade.
Click Trigger Inventory SYNC then Proceed and Submit.

Add the upgrade bundle in binary mapping option seen under Settings.

VMware Aria Automation 8.18 software should be downloaded from Broadcom support portal.

Upload the downloaded software to a temporary location on the Aria Suite Lifecycle Manager VM.

10.To add the upgrade bundle in binary mapping: Go to Dashboard > Lifecycle Operations > Settings >Binary Mapping > Add Binaries.

11.Under Base Location, provide the absolute path fo the folder where the software is uploaded on Aria Suite Lifecycle Manager VM.

12.Click Discover.

13.Select the right upgrade bundle version and click Add.

14.Select Click Here to check the status of the soffware being uploaded.

15.Binary Mapping screen should show the software after it's successfully uploaded.

—
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Home > Settings > Binary Mapping

i Lashooarg 0 Binary Mapping

@ wironment

Product Binaries  PaichBinaries  Patched Product Binaries
Datacenters e
i Envrorenante | @ Download VMwar he Brt m S lly or use NFS to make them available
F] Request:
¥ Requests Add and map preduct binaries in VMware Aria Suite Lifecycle to use it for deploying products.
[ 40D BivariEs | [ DELETE UNSUPPORTED BINARIES |
Product Name v | Product version v  Product Binary Type Product Binary Companent Name Location Type v
s Aut 818 3 relude_VA-8.1 70 defau LocAL
24024333 updaterepa isc
ons for 8180 upgrade jota =
o

FIGURE 13. Binary Mapping

16.Click VMware Aria Suite Lifecycle on Left top corner.

30t 38

17.Go to Environments > VMware Aria Automation( v8.16.1) > Upgrade > Click Proceed.

Proceed to Upgrade

It is advisable to perform an inventory sync of the product before starting this operation.
Sometimes there will be a drift or change in the environment outside VMware Aria Suite Lifecycle
and for VMware Aria Suite Lifecycle to know the current state of the system, its inventory needs

to be up-to-date.

recommendation and proceed

[ TRIGGER INWVENTORY SYNC

If product inventory is already synced/up-to-date and above steps are taken care of you can ignore the

CANCEL > PROCEED

FIGURE 14. Proceed to Upgrade

18.Verify the product version then click NEXT.
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fome > En VRA > Upgrads VMware A Automation

® Upgrade VMware Aria Automation A
& Create Environment

& select Version

Select Version

l‘(’/\

N cick nere to view supported product versions for Upgrade.

Automation
Required fields are marked witk
R T © Viware Aria Suite Litecycle Repostory () Repositary UBL
Product Version * 8180

Repository URL

VIEW COMPATIBILITY MATRIX

FIGURE 15. Upgrade VMware Aria Automation Screen

19.Select the ‘Take product Snapshot’ check box and again select ‘Retain the taken product snapshot’.

20.Click Next and click Run Recheck.

NOTE
Aria Automation upgrade will error out due to insufficient memory asking user to increase the VM Memory from 48GB to 54 GB for all Aria
Automation VMs. Ensure to increase the VM memory to 54GB to overcome this issue and to proceed with upgrade.

21.Make sure there are no errors during precheck then click NEXT.

() Dashboara @ Upgrade VMware Aria Automation
eate Environment

B Datac @ solect version © s @ Procheck

Precheck

Last updated on 8/27/24, 6:03 AM

FIGURE 16. \/Mware Aria Automation Validation

22.Click Submit. It will take some time to complete the upgrade.

—
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VMware Aria Operations for Logs
Prerequisites:
1. VMware Aria Operations for Logs 8.18 software should be downloaded from Broadcom support portal.

2. Upload the downloaded software to a temporary location on the Aria Suite Lifecycle Manager VM.

Upgrade process:
1. Log info VMware Aria Suite Lifecycle Manager VM by using IP or FQDN.

. Click VMware Aria Suite Lifecycle on Left top corner.
. Click Environments to display all Aria components.
. Select 'VMware Aria Operations for Logs (v8.16) and click View Details > Upgrade.

. Click Trigger Inventory SYNC then Proceed and Submit,

. To add the upgrade bundle in binary mapping: Go to Dashboard > Lifecycle Operations > Settings > Binary Mapping > Add Binaries.

2

3

A

5

6. Add the upgrade bundle in binary mapping option seen under Settings.

7

8. Under Base Location, provide the absolute path to the folder where the software is uploaded on Aria Suite Lifecycle Manager VM.
9

. Click Discover.
10.Select the right upgrade bundle version and click Add.
11.Select Click Here to check the status of the software being uploaded.

12.Binary Mapping screen should show the software after it's successfully uploaded.
13.Click VMware Aria Suite Lifecycle on Left top corner.
14.Go to Environments > VMware Aria Operations for Logs (v8.16) > Upgrade > Click Proceed.

15.Verify the product version then click Next.

16.Select the Take product Snapshot check box and again select ‘Retain the taken product snapshot'.
17.Click Next and click Run Precheck.

18.Make sure there are no errors during precheck then click Next.

19.Click Submit. It will take some time to complete the upgrade.

VMware Aria Operations for Networks
Prerequisites:
. VMware Aria Operations for Networks 6.12.1 software should be downloaded from Broadcom support portal.

. Upload the downloaded software to a temporary location on the Aria Suite Lifecycle Manager VM,
. Upgrade process:

. Login into VMware Aria Suite Lifecycle Manager VM by using IP or FQDN.

1
2
3
4
5. Click VMware Aria Suite Lifecycle on Left top corner.
6. Click Environments to display all Aria components.

7. Select “VMware Aria Operations for Networks (v6.12.1) and click View Details > Upgrade.
8. Click Trigger Inventory SYNC then Proceed and Submit.

9. Add the upgrade bundle in binary mapping option seen under Settings.

10.To add the upgrade bundle in binary mapping: Go to Dashboard >> Lifecycle Operations >> Settings >> Binary Mapping >> Add
Binaries.

11.Under Base Location, provide the absolute path to the folder where the software is uploaded on Aria Suite Lifecycle Manager VM.

E—
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12.Click Discover.
13.Select the right upgrade bundle version and click Add.

14.Select Click Here to check the status of the software being uploaded.

15.Binary Mapping screen should show the software after it's successfully uploaded.

16.Click VMware Aria Suite Lifecycle on Left top corner.

17.Go to Environments >> VMware Aria Operations for Networks (v6.12.1) >> Upgrade >> Click Proceed.
18.Verify the product version then click next.

19.Select the ‘Take product Snapshot’ check box and again select ‘Retain the taken product snapshot’.

20.Click Next and click Run Precheck.

21.Make sure there are no errors during precheck then click Next.

22.Click Submit. It will take some time fo complete the upgrade.

NSX - Management Domain
Upgrading NSX Manager involves the following components:

» Upgrade coordinator (This is a self-contained web application that orchestrates the upgrade process of hosts, NSX Edge cluster, and NSX
Management plane)

« NSX Edge clusters
» Host clusters
« NSX Manager cluster

Prerequisites
o Ensure the upgrade bundle for NSX is downloaded in the SDDC Manager.

Validate that the NSX Manager password is valid.

e Back up the NSX Manager configuration and download the technical support logs.

o Ensure that the appropriate communication ports are open between the NSX Edge nodes and NSX Manager.
o Ensure there are no active alarms on hosts or vSphere clusters using the vSphere Client.

Procedure
1. In the navigation pane, click Inventory > Workload Domains.

2. On the Workload Domains page, click the management domain that is upgrading and then click the Updates/Patches tab.
3. Click Precheck to run the upgrade precheck. Resolve any issues before proceeding with the upgrade.

4. In the Available Updates section, click Update Now next to the VMware Software NSX bundle.
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vmw Cloud Foundation

administrator@vsphere local

;B
o

jons

&% Inventory v v In-Progress Updates

v Sched

S Lifecycle Management >

& Administration v

Target Version (i) Progress (@)
5.2.0.0 10of 4 steps done

SCHEDULE UPDATE
to run the NSX Upgrade Evaluation Tool. For more information, see hitng:/d
| UPDATE NOW |

© security - . > Available Configuration Updates @

FIGURE 17. NSX Update

NOTE

If you don’t see the bundle listed, click Plan Upgrade > Confirm. If any error messages regarding inferoperability and compatibility are found,

review the messages and if appropriate, bypass the SDDC compatibility checks using the following steps as recommended in this VMware by
Broadcom KB article, https://knowledge.broadcom.com/external/article?legacyld=90074.

e SSH into SDDC Manager appliance with the ‘vcf user and su to root.

o Edit the file: /Jopt/vmware/vcf/lcm/Icm-app/conf/compatibility.flag

» Update the property vcf.compatibility.controllers.compatibilityCheckEnabled to false
 Save and close the file.

 Restart Lifecycle Management by running the command:

#systemctl restart Icm

5. By default, all NSX Edge clusters are upgraded. To select specific NSX Edge clusters, select the Upgrade only NSX Edge clusters checkbox
and select the Enable edge selection option. Then select the NSX Edges you want to upgrade.

6. Click NEXT.


https://knowledge.broadcom.com/external/article?legacyId=90074
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Schedule Update NSX Edge Clusters & %
Select NSX Edge clusters to be upgraded. You can upgrade all NSX Edge clusters at once, or select specific NSX Edge clusters to
1 NSX Edge Clusters be upgraded
@ All NSX Edge clusters must be upgraded before upgrading host clusters. x

2 Host Clusters

3 Upgrade Options (7] Upgrade only NSX Edge clusters @

4 Review

NEXT

FIGURE 18. NSX Schedule Update — NSX Edge Cluster

7. By default, all vSphere cluster's NSX components across all workload domains are upgraded. If the management domain has more than one
cluster, then you may want to select specific vSphere clusters to be upgraded, furn on the Enable Host Cluster Selection option. Host
clusters are upgraded after all Edge clusters have been upgraded.

8. Click NEXT.

Schedule Update Host Clusters @ %

Select host clusters to be upgraded. You can upgrade all host clusters at once, or select specific host clusters to be upgraded.
1 NSX Edge Clusters
(I Enable host cluster selection @

2 Host Clusters & Host clusters across all associated workload domains will be upgraded. It is recommended to plan your maintenance window accordingly. x

3 Upgrade Options

4 Review

| BACK | NEXT

FIGURE 19. NSX Schedule Update — Host Cluster

—
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9. On the Upgrade Options dialog, select the upgrade optimizations and click NEXT. By default, Edge clusters and host clusters are upgraded
in parallel. You can enable sequential upgrade by selecting the relevant checkbox.

Schedule Update Upgrade Options & %

Select options to optimize your upgrade experience
1 NSX Edge Clusters

@ By default, NSX Edge clusters will be upgraded in parallel. Once all NSX Edge clusters are upgraded, host clusters will also be upgraded in parallel. >

2 Host Clusters

D Enable sequential upgrade of NSX Edge clusters (@)
3 Upgrade Options

D Enable sequential upgrade of host clusters
4 Review

| BACK | NEXT

FIGURE 20. NSX Schedule Update — Upgrade Option

10.0n the Review page, review your settings and click FINISH.

Schedule Update Review & X

1 NSX :dge Clusters @ NSX Managers will be upgraded after all host clusters have been upgraded.

2 Host Clusters v NSX Edge Clusters
NSX Edge Clusters All NSX Edge clusters
3 Upgrade Options
v Host Clusters
4 Review Host Clusters All Clusters
v Upgrade Options

NSX Edge Cluster Sequential Upgrade Disabled

Host Cluster Sequential Upgrade Disabled

| BACK ‘ FINISH

FIGURE 21. NSX Schedule Update - Review

11.The NSX upgrade begins, and the components are displayed.

—
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12. When all NSX workload components are upgraded successfully, a message with a green background and check mark is displayed.

vCenter - Management Domain
The upgrade bundle for VMware vCenter Server is used to upgrade the vCenter Servers managed by SDDC Manager. Upgrade vCenter Server in
the management domain before upgrading vCenter Server in VI workload domains.

Prerequisites
Take a file-based backup of the vCenter Server appliance before starting the upgrade. See Manually Back up VCenter Server.

NOTE
After taking a backup, do not make any changes to the VMware vCenter Server inventory or settings until the upgrade completes successfully.

Procedure
1. In the navigation pane, click Inventory > Workload Domains.

2. On the Workload Domains page, click the domain you are upgrading and then click the Updates/Patches tab.
3. Click Precheck to run the upgrade precheck. Resolve any issues before proceeding with the upgrade.

4. In the Available Updates secfion, click UPDATE NOW next fo the vCenter upgrade bundle.

A\ Upgrading to the next version of VMwars Ci Read the

wmw Cloud Foundation

tnd

& Dashboard ~ Available Updates @

Target Version Progress (D

@
5.2.0.0 2 of 4 steps done ACTION:

£ Lifecycle Management >

@ Administration ~

~ Avallable Configuration Updates

| @ The recent configuration

uedale successiully completed. pleas

| (@ Apply Configuration Upaates is Cisabied OUE 10 1850UICe s locked, check Back in a few minutes x |

G, VMware CEIP ~ Current Versions

FIGURE 22. vCenter Update

5. Click FINISH on Review page and wait for the upgrade to complete.

6. When vCenter server is upgraded successfully, a message with a green background and check mark is displayed.


https://docs.vmware.com/en/VMware-Cloud-Foundation/5.2/com.vmware.vcf.vxrail.doc/GUID-E7D707F7-96C1-4228-8DDA-283345184AFC.html
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FIGURE 23. vCenter update completion

ESXi - Management Domain - vLCM Method

For the management domain using vSphere Lifecycle Manager Images, ESXi can be upgraded by creating a vSphere Lifecycle Manager image
using the vSphere client. If vSphere Lifecycle Manager cluster image is enabled during the deployment of the management domain, HPE
OneView and HPE OneView for VMware vCenter hardware plug-in can be used to update firmware on the vSphere cluster by including the new
SPP in the vLCM cluster image.

HPE OneView and a hardware support manager called ‘HPE OneView for vCenter (OV4VC) configured as a client-plugin in vCenter help with
updating firmware on ESXi hosts along with the software updates. When HPE OneView and HPE OneView for vCenter(OV4VCQ) is being used to
perform ESXi server firmware updates, it is recommended o check OneView and OV4VC client plug-in prior to the ESXi upgrade.

For VCF 5.2, upgrade OneView and the OV4VC plug-in as per the versions recommended in software firmware matrix,
https://www.hpe.com/psnow/doc/a50011482enw.

To know more about upgrading the OV4VC, refer to HPE OneView for VMware vCenter 11.6.0 Installation Guide.

The section describes upgrading ESXi hosts in workload domains that use vSphere Lifecycle Manager Images. vSphere Lifecycle Manager image
is created for upgrading ESXi hosts using the vSphere Client. During the creation of the image, ESXi version and vendor add-ons, are defined and
can also optionally add components, and firmware. After you extract the vSphere Lifecycle Manager image intfo SDDC Manager, the ESXi image
will be available for host upgrade of the management domain.

Prerequisites
« Validate that the ESXi passwords are valid.

o Ensure that the domain for which you want to perform cluster-level upgrade does not have any hosts or clusters in an error state. Resolve the
error state or remove the hosts and clusters with errors before proceeding.

o NSX and vCenter Server must be upgraded before ESXi hosts can be upgraded with a vSphere Lifecycle Manager image.

e Toinclude firmware in the vSphere Lifecycle Manager image, HPE OneView and HPE OneView for VMware vCenter must be installed and
integrated with the vCenter.

TABLE 4.Cluster Image Components

Component Update From
VMware-ESXi-8.0.3-24022510-HPE-803.0.0.11.7.0.23-Jun2024 8.0.3 (24022510)
HPE AddOn HPE-803.0.0.11.7.0.23

—


https://www.hpe.com/psnow/doc/a50011482enw
https://support.hpe.com/hpesc/public/docDisplay?docId=sd00004296en_us&docLocale=en_US
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Create a new cluster image
1. Log in to the management vCenter Client with SSO credentials.

2. In the vSphere Client, select the VCF Management Domain Datacenter and select ACTIONS > New Cluster.
3. Provide the cluster name. Click NEXT.
4

On the Review page click FINISH.

New Cluster Basics X
Location B mOl-deOl
@ vsphere DRS »
@ vsphere HA »
VSAN a»

These services will have default settings - these can be changed later in the Cluster Guickstart workflow.

Manage all hosts in the cluster with a single image (D

CANCEL m

FIGURE 24. New Cluster — Basics

5. Select the new cluster created and open Updates > Images tab.

6. Click SETUP IMAGE.

vSphere Client

i [ ESXi-Image-Upgrade-Workload }ACTIONS

|: = = & Summary Maonitor Configure Permissions Haosts WMs Datastores Metworks Updates
m B = ¥ g

Haosts v

Baselines Manage with a single image

SETUP IMAGE IMPORT IMAGE

FIGURE 25. Setup Image

7. Select the ESXi Version and Vendor Addon. Click Validate.
8. Click SAVE.

Q. Click Yes, Finish Image Setup on the dialog box.

—
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Import the new cluster image to SDDC Manager
10.Log in to SDDC Manager Ul with SSO credentials.

11.From the left navigation pane, expand Lifecycle manager and select Image Management.
12.In the Import Image tab, under Option 1, for the Select Workload Domain choose the “VCF Management Domain” name from the drop down.

13.Choose the cluster that was created in the previous step for Select Cluster.

14.Provide Cluster Image Name.

15.Click Extract Cluster Image as shown in Figure 26.

Image Management

Available Images

2 inventory v

cluster image? Navigata to the managsm

Go to Management vCanter X
Domains

I /as updated in vCer
2 Lifecycle Management ~
5 so0c Manager D) Select Workioad Domain ~ HpE
Select Cluster LEM_wiid
@ To view cluster image detsis, go 1o vSphere. View VM widdDetals X
D Image Managsment
1uster Image Name cm-wil-ssximage
@ Administration v harermos Here
[ EXTRACT CLUSTER IMAGE

FIGURE 26. Extract cluster Image

16.Extracted cluster image is shown as an available image in SDDC Manager.

wvmw Cloud Foundation

Image Management

Avalable Images  Import Image

& Inventary v Search Image Name Q) Search & Filler By Version  A¥ESi versions  Filter By Vendor  anvendors

Firmware/Driver Addon

Firmware/Driver
N/A

@ Administration v

& Network Setting

FIGURE 27. Available Images

Upgrade ESXi hosts with the new vLCM cluster image
1. Loginto SDDC Manager Ul using SSO credentials.

2. Navigate fo Inventory > Workload Domains. Click the workload domain.

—
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3. Navigate to Update/Patch tab. It displays the available patches.
4. Click Configure Update.

5. Click NEXT on Introduction and Select Clusters page.

Configure Update Introduction @ v

. Applying cluster images to clusters will madify the components, add-ons and firmware on hosts within a cluster.
1 Introduction

vLCM Cluster Hardware Compatibility and Compliance Check LEARN MORE

Upgrading vLCM ESXi clusters is a two-step process:

1. Configure the update and specify update options. After you complete the configuration, a hardware compatibility and
compliance check will run on the selected clusters to detect any potential incompatibilities with the assigned images.

2. After you review and remediate the hardware compatibility and compliance check results, you can then schedule the

cluster update.

l@ ESXi needs to be relicensed after the upgrade x

NEXT

FIGURE 28. Configure Update — Infroduction

Configure Update Select Clusters @ %

By default, all clusters within the workload domain will be upgraded. You can select individual clusters to upgrade by enabling
1 Introduction
cluster-level selection

C’ Enable cluster-level selection
2 Select Clusters

el

FIGURE 29. Configure Update - Select Clusters

6. In Assign Image page, select the workload clusters to be updated in step 1 and choose the imported image in step 2.

7. Click Apply Image and then click NEXT.

—
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Configure Update Assign Images @

(‘?-.‘ You must assign a cluster image to all selected clusters before proceeding

1 Introduction
(_step1 ) Select a cluster or multiple clusters of the same vendor to assign a cluster image.

2 Select Clusters

Selected Clusters Target image Hardware Vendor Current HSP Target HSP

3 Assign Images
mol-ciol N/A N/A

1 Cluster perpage 10 1-10 of O clust
{ step2 Select a cluster image to assign 1o the selected clusters. If there are no applicable cluster images, go to Image
. J g g P g¢s. g g
Management to import or create a new cluster image

Cluster Image @ vSpheres

Firmware and Drivers Addon (Optional) (D Select Firmware and Drivers Addon v

No Firmware Addor

ESXi Version Vendor Addon (@ Components (D) Firmware/Driver Addon (D)

APPLY IMAGE -

FIGURE 30. Configure Update — Apply Image

Firmware and Driver Addon should be selected to verify if an upgrade is required for the server’s firmware and drivers. The firmware upgrade
requires HPE OneView and HPE OneView for VMware vCenter integration to be configured in vCenter server.

8. Based on your workloads, take note of the following options during upgrade.

By default, the selected clusters are upgraded in parallel. If you selected more than ten clusters to be upgraded, the first ten are upgraded in
parallel and the remaining clusters are upgraded sequentially. Select Enable sequential cluster upgrade, to upgrade all selected clusters
sequentially.

Enable Quick Boot is an option that allows Update Manager to reduce the upgrade time by skipping the physical reboot of the host. Quick
Boot should not be enabled if there is an SPP update needed to happen at the same time.

Evacuate offline VMs generally refers to moving or shut down of virtual machines (VMs) fo a safe state or location to allow for maintenance
or upgrades of the underlying hardware or software without risking data loss or VM downtime. Selecting Evacuate Offline VMs is not
necessary if the VMs are not powered on as it adds a significant amount of time to the process for an offline VM

click NEXT on Upgrade Options tab.
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Schedule Update Upgrade Options @ .

Select options to optimize your upgrade experience
1 Select Clusters :

[C] Enabie sequential cluster upgrade (D)
[C] Enable Quick Boot (@
] Evacuate Offiine VMs (@

2 Upgrade Options

BACK NEXT

FIGURE 31. Configure Update — Upgrade Options

Q. Click FINISH on the Review tab.

Configure Update Review @

1 Introduction

q) A vLCM cluster hardware compatibility and compliance check will be run automatically on the assigned clusters after you click

L%}

Select Clusters

3 Assign Images
. =2 Selected Clusters Target image Hardware Vendor Current HSP Target HSP
4 Upgrade Oplions
mol-c N/A - I
5 Review
AL P DO ) 1-10 of O chuste
w Upgrade Options
Sequential Cluster Upgrade
Enable Quick Boot Disab
Evacuate Offline VMs Disabled

FIGURE 32. Configure Update - Review

10.Cluster image hardware compatibility and compliance check will start automatically. Resolve any reported issues before proceeding.

—
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11. After the pre-check is successful, click Schedule Update o begin update. Click NEXT on Review tab.

Schedule Update Review @
1 Review
Selected Clusters Target image Hardware Vendor Current HSP Target HSP
mol-cion

Cluster per page

“ Upgrade Options
Sequential Cluster Upgrade Disabled

Enable Quick Boot

Evacuate Offline VMs

NEXT

FIGURE 33. Schedule Update — Review

12.Select Upgrade Now radio button and click FINISH to complete the ESXi host upgrade.

Schedule Update Schedule Update @ X
Select the maintenance window to begin the update
1 Review
Maintanance Window
2 Schedule Update © Unorade Now

(O schedule Update

& Errors or warnings were detected during the cluster image hardware compatibility and compliance check. Acknowledge that
you have reviewed the results and want to apply the cluster images despite the errors.

I have reviewed the hardware compatibility and compliance check result and have verified the clusters images are safe to apply

BACK FINISH

FIGURE 34. Schedule Update

—
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This completes the Management domain upgrade of VMware Cloud Foundation 5.2. Figure 35 and 36 shows the updated components of
the VMware Cloud Foundation management domain.

A\ Upgrading ta the next version of VMware Cloud Foundation? Read the critical information on upgracing. | OPEN DOCUMENTATION x

vmw Cloud Foundation ]

~ Current Versions

, SDDC Manager

4t Inventory v

@ uat-mOTveOl.uatlocal
B Hosts

S Lifecycle Management >
" B uat-vrsicm.uat.local £3 uat-vidm1.uat.local f uat-vROPSL1.uatlocal uat-vropsl.uat.local
1731C £16.0-23364779

@ uat-vra.uat.local

@ Security v - -

FIGURE 35. Management Domain updated components

My VAN Siage
66.01 o 795.83 697

Regicn & ehogien

FIGURE 36. Updated VMware Cloud Foundation version

UPGRADE TO VMWARE CLOUD FOUNDATION 5.2 - VI WORKLOAD DOMAIN

The management domain in your environment must be upgraded before you upgrade VI workload domains. Within a VI workload domain,
components must be upgraded in the following order as orchestrated by SDDC Manager workflow.

1. NSX
2. vCenter Server.
3. ESXi.

—
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Upgrade workload domain Upgrade workload domain Build the new cluster image
NSX — vCenter Server — on the management domain

vCenter Server

Upgrade the workload !mpon‘ the created cluster
domain ESXi hosts ¢ image to SDDC manager

FIGURE 37. Workload domain Upgrade Workflow

Precheck - Workload Domain
You must perform a precheck before applying an update or upgrade bundle to ensure that the environment is ready for the update.

1. In the navigation pane, click Inventory > Workload Domains.

2. On the Workload Domains page, click the workload domain where you want to run the precheck.

3. On the domain summary page, click the Updates/Patches tab.

[\ Upgracing 10 the next version of VMware Cioud Foundation? Read the critical information on upgraaing. OPEN DOCUMENTATION

Foundation

@ Dashboard

] solutions
VIEW DETAILS
& Inventory v

~ In-Progress Updates

[ Ho:
R R Shwivcnenet. Mo updates in progress
© Administration v

& Network Settings

& Storage Settings No ups

Eg*Licensing
~ Available Updates
&3 single sign on

B Praxy

35

Seurce Version Target Version Bundles Appiied

£ Griine Depot 5110 - 5200 oof4

PLAN UPGRAD! VIEW BUNDLES
. [ N !
@ VMware Aria Suite VMware Cloud Foundation Update 5.2.0.0
SCHEDULE UPDATE
& Backup S
un Clo n: " g UPDATE NO

&, vMware CEIP ; o

© security v o =

FIGURE 38. Workload domain Update/Patches tab
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4. Click PRECHECK to validate that the environment is ready to be upgraded. After the precheck begins, a message appears indicating the time
at which the precheck was started.

5. Click View Status to see detailed tasks and their status.

A\ Upgracing to the next version of VMware Cloud Foundation? Read the critical information on upgrading OPEN DOCUMENTATION | X

vmw Cloud Foundation ™ ¢ administrator@vsphere.jocal

# Dashboard
< BACK TO UPDATES

Precheck

%I solutions
4% Inventory v
Restits Completed on Aug 22. 2024, 113113 AM
2 Hosl
@ 196 Passed @ 1Erors /N 9 Warnings 1) 0 Silenced
) Lifecycle Management >

% Administration v RETRY ALL FAILED RESOURCES

Repart

FIGURE 39. Precheck resulfs

6. To see details for a task, click the Expand arrow.

e. If a precheck task failed, fix the issue, and click Retry Precheck to run the task again. You can also click Precheck Failed Resources o
refry all failed tasks.

f. After Lifecycle Management is restarted, run the precheck again.

7. Click Exit Details to go back fo Update/Patches tab.

NSX - Workload Domain

Upgrading NSX Data Center involves the following components:
» Upgrade Coordinator

» NSX Edge clusters

» Host clusters

o NSX Manager cluster

Prerequisites
e Ensure the upgrade bundle for NSX Data Center is downloaded in the SDDC Manager.

» Validate that the NSX Manager password is valid.

e Back up the NSX Data Center configuration and download the technical support logs.

» Ensure that the appropriate communication ports are open between the NSX Edge nodes and NSX Manager.
e Ensure there are no active alarms on hosts or vSphere clusters using the vSphere Client.

Procedure
1. In the navigation pane, click Inventory > Workload Domains.

2. On the Workload Domains page, click the workload domain that is upgrading and then click the Updates/Patches tab.

—
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3. In the Available Updates section, Click Plan Upgrade.

4. Select Cloud Foundation 5.2.

Plan Upgrade for VMware Cloud Foundation @

Select a version of VMware Cloud Foundation te upgrade this workload domain

@ To activate or deactivate compatibility checks on the targel

[VMware Cloud Foundation 5.2.0.0

Upgrade Summary @

software Component Source Version source Build

Target Build

CONFIRM

FIGURE 40. Plan Upgrade for VMware Cloud Foundation workload domain

5. Review the Upgrade plan and click CONFIRM.

6. Inthe Available Updates section, click UPDATE NOW next to the VMware Software NSX bundle.

vmw Cloud Foundation i @) administrator@y

o upastes schece
Lo v Available Updates @

solutions

Target Varsion (@ Progress ()
4k Inventory v 52.0.0 0 of 3 steps done ACTIONS ~

 Worldoad Domains [Crew oerans |

B H

SCHEDULE UPDATE
& Uifecycle Management v
T i r e Eval T i g e
ew Details
0 Bundle Manax .
v Available Configuration Updates

D image Managemer,

4 Administration o @ The recent configuration upaate suCCeSSNUlly compieted, PIEase CNECK UPgrade Tetalls wiew Details X

-1

rork Settings

S Storage settngs

ent Versions

FIGURE 41. NSX Update
7. By default, all NSX Edge clusters are upgraded. To select specific NSX Edge clusters, select the Upgrade only NSX Edge clusters checkbox

and select the Enable edge selection option. Then select the NSX Edges you want to upgrade.

8. Click NEXT.

—
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Schedule Update NSX Edge Clusters @

g

ect NSX Edge clusters to be upgraded. You can upgrade all NSX Edge clusters at once, or select specific NSX Edge clusters
1 NSX Edge Clusters -

e upgraded.
[@ All N5X Edge clusters must be upgraded before upgrading host clusters, X]
|® MSX needs to be relicensed after the upgrade x]

: Upgrade only NSX Edge clusters (O

NEXT

FIGURE 42. NSX Schedule Update — NSX Edge Clusters

9. By default, all vSphere clusters NSX components across all workload domains are upgraded. If you want to select specific vSphere clusters to
be upgraded, turn on the Upgrade all host clusters setting. Host clusters are upgraded after all Edge clusters have been upgraded.

10.Click NEXT.

Schedule Update Host Clusters @ 4

Select host clusters to be upgraded. You can upgrade all host clusters at once, or select specific host clusters to be upgraded.
1 NSX Edge Clusters

() Enable host cluster selection @

2 =i EsoeE N\ Host clusters across all associated workload domains will be upgraded. It is recommended to plan your maintenance window accordingly. x

BACK NEXT

FIGURE 43. NSX Schedule Update — Host Clusters

11.0n the Upgrade Options dialog, select the upgrade optimizations as required and click NEXT. By default, Edge clusters and host clusters are
upgraded in parallel. You can enable sequential upgrade by selecting the relevant checkbox.

—
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Schedule Update Upgrade Options @

Select options to optimize your upgrade experience
1 NSX Edge Clusters > d P ¥ Pg p

‘@ By default, NSX Edge clusters will be upgraded in parallel. Once all NSX Edge clusters are upgraded. host ciusters will also be upgraded in parallel X

2 Host Clusters s
__| Enable sequential upgrade of NSX Edge clusters (@

3 Upgrade Options ] Enable sequential upgrade of host clusters (@

BACK NEXT

FIGURE 44, NSX Schedule Update — Upgrade Options

12.0n the Review page, review your settings and click FINISH.

Schedule Update Review &

1 NSX Edge Clusters ‘@ NSX Managers will be upgraded after all host clusters have been upgraded l

‘@ NSX needs to be relicensed after the upgrade

2 Host Clusters

3 Upgrade Options *~ NSX Edge Clusters

NSX Edge Clusters All NSX Edge clu
4 Review
“~ Host Clusters
Host Clusters All Clusters
~ Upgrade Options

NSX Edge Cluster Sequential Upgrade Disabled

Host Cluster Sequential Upgrade Disabled

Ses m

FIGURE 45. NSX Schedule Update — Review

13.The NSX Data Center upgrade begins, and the upgrade components are displayed.

14. When all NSX Data Center workload components are upgraded successfully, a message with a green background and check mark is
displayed.

—
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vCenter - Workload domain
The upgrade bundle for VMware vCenter Server is used to upgrade the vCenter Servers managed by SDDC Manager. Upgrade vCenter Server in
the management domain before upgrading vCenter Server in VI workload domains.

Procedure
1. Login to the SDDC Manager Ul using https://<sddc-manager -hostname> with SSO credentials.

2. In the navigation pane, click Inventory > Workload Domains.
3. On the Workload Domains page, click the domain you are upgrading and then click the Updates/Patches tab.
4. Click Precheck to run the upgrade precheck.

5. Resolve any issues before proceeding with the upgrade.

/Iy URAraing 15 the et uersion of UNWArS CISUS FeURCiation? Resd the Crieal nfarmation an upsracing | GPEN DOCUMENTATION X

vmw Cloud Foundation

VIEW DETAIL
« In-Progress Updates
o upcates in progress
€ Lifecycle Management >
@& Administration ~ ~ Scheduled Updates

1o udiates schecuisd
v Available Updates @
Target version (D) Progress (T

5.2.0.0 10f 3 steps done ACTIONS v

N DETALS

SCHEDULE UPDATE

BDATE NOW |

S—— . |

@ Security v -

FIGURE 46. \Workload Domain vCenter Server upgrade

6. In the Available Updates section, select the target release.
7. Click Update Now next to the vCenter upgrade bundle.

8. After the upgrade is completed, a green bar with a check mark is displayed.

vmw Cloud Foundation A ©) pherelocal v

No updates scheduled.

ZRasiboa v Available Updates

Solutions

& Inventory v is domain

ATCHING

@ A version of VMware Cloud Foundation that is newer than the Selected target version is available. Lear more in the Release Notes x

B Lifecycle Management v

[ SDDC Manager (ED
v Available Configuration Updates

@ The recent configuration update successfully completed, please check upgrade details. View Detals X
D Image Management

@ Administration v
No Available Updates.

ork Settings
v Current Versions

@ uat-wOlvcOl.uat.local

0.2.00200-23319993

88 Proxy Settings

FIGURE 47. Workload Domains upgrade completion
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ESXi - Workload domain - vLCM Method

For VMware Cloud Foundation workload domain using vSphere Lifecycle Management Image, ESXi can be upgraded by creating a vSphere
Lifecycle Manager image using the vSphere client. vSphere Lifecycle Manager images can also be used to perform firmware updates on the ESXi
hosts in a cluster. Using a vSphere Lifecycle Manager image simplifies the host update operation by updating both the software and the firmware
in a single operation.

HPE OneView and a hardware support manager called ‘HPE OneView for vCenter (OV4VC) configured as a client-plugin in vCenter help with
updating firmware on ESXi hosts along with the software updates. When HPE OneView and HPE OneView for vCenter(OV4VQC) is being used to
perform ESXi server firmware updates, it is recommended to check OneView and OV4VC client plug-in prior to the ESXi upgrade. For VCF 5.2,
upgrade OneView and the OV4VC plug-in as per the versions recommended in software firmware matrix,
https://www.hpe.com/psnow/doc/a50011482enw

To know more about upgrading the OV4VC, refer to HPE OneView for VMware vCenter 11.6.0 Installation Guide The section describes
upgrading ESXi hosts in workload domains that use vSphere Lifecycle Manager Images.

Create a vSphere Lifecycle Manager image for upgrading ESXi hosts using the vSphere Client. During the creation of the image, ESXi version and
vendor add-ons can be defined, and can also optionally add components, and firmware. After you extract the vSphere Lifecycle Manager image
info SDDC Manager, the ESXi image will be available for host upgrade of the relevant VI workload domains.

TABLE 5. Cluster Image Components

Component Version
|
VMware-ESXi-8.0.3-24022510-HPE-803.0.0.11.7.0.23- 8.0.3 (24022510)
Jun2024
HPE Add-on HPE-803.0.0.11.7.0.23
Prerequisites

« Validate that the ESXi passwords are valid.

» Ensure that the domain for which you want to perform cluster-level upgrade does not have any hosts or clusters in an error state. Resolve the
error state or remove the hosts and clusters with errors before proceeding.

« NSX and vCenter Server must be upgraded before ESXi hosts can be upgraded with a vSphere Lifecycle Manager image.

e Toinclude firmware in the vSphere Lifecycle Manager image, HPE OneView and HPE OneView for VMware vCenter must be installed and
integrated with the vCenter..

Create a new cluster image
1. Log in to the management vCenter Client with SSO credentials.

2. Inthe vSphere Client, select the VCF Management Domain Datacenter and select ACTIONS > New Cluster.
3. Provide the cluster name. Click NEXT.
4

. On the Review page click FINISH.


https://www.hpe.com/psnow/doc/a50011482enw
https://support.hpe.com/hpesc/public/docDisplay?docId=sd00004296en_us&docLocale=en_US
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New Cluster Basics X
Ep—
Location B mO1-deOl
@ vsphere DRS >
@ vSphere HA »
VvSAN ()

These services will have default settings - these can be changed later in the Cluster Quickstart workflow.

Manage all hosts in the cluster with a single image (@

CANEEL m

FIGURE 48. New Cluster — Basics

5. Select the new cluster created and open Updates > Images tab.

6. Click SETUP IMAGE.

vSphere Client

3 i ESXi-image-Upgrade-Workload

[[3] E a 19 Summary Monitor Configure Permissions Hosts ViMs Datastores Metworks Updates

Hosts w

Baseln Manage with a single image

-Image-Upgrade-

FIGURE 49. Setup Image

7. Select the ESXi Version and Vendor Addon. Click Validate.
8. Click SAVE.
Q. Click Yes, Finish Image Setup on the dialog box.

Import the new cluster image to SDDC Manager
1. Loginto SDDC Manager Ul with SSO credentials.

2. From the leff navigation pane, expand Lifecycle manager and select Image Management.

3. In the Import Image tab, under Option 1, for the Select Workload Domain choose the “VCF Management Domain” name from the drop
down.

4. Choose the cluster that was created in the previous step for Select Cluster.

5. Provide Cluster Image Name

—
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6. Click Extract Cluster Image as shown in Figure 41.

orting an image.

(D Nesd to creste a new cluster image? Navigate to the managsment daman's vCanter to craate G0 to Managsment uCenter X

cluster that was updated in vCenter
S Lifecycle Management ~
0C Manager QI
= ers Select Cluster LOM_wkidt
@ To view cluster image details, go to vSphers. View i CM wddd Detals X
D Image Managemer
morkld-ssxi-image

Cluster Image Name

@ Administration ~

S Do S [ EXTRACT CLUSTER IMAGE

= ter image from an external vCenter
% Proxy Se

&) Depot Set

FIGURE 50. Exfract cluster Image

7. Extracted cluster image is shown as an available image in SDDC Manager.

vmw Cloud Foundation

Image Management

@ Dashboard

Available Images  Import image
Solutions S
JY ey " search Image Name Q_s: < Fiter By Version Al Esxi Ve  Filter By Vendor Al v

G Workload Domains vLem_cluster_Image  image-management-images-imported  Created by

() Hosts ESXi Version @ Vendor Addon @ Components @ Firmware/Driver Addon @
8.0.2-23305546 HPE Customization for HPE Servers No component N/A
& Lifecycle Management v
[5 SDDC Manager GD viem-wkid-esxi-image  image-management-images-imported ~ Created by
*= Release Versions ESXi Version @ Vendor Addon @ Components @ Firmware/Driver Addon
8.0.3-24022510 HPE Customization for HPE Servers No component N/A

© Bundle Management

D Image Management
@ Administration v

& Network Settings

g storage Settings

53 Proxy Settings

2 Depot Settings

FIGURE 51. Available Images

Upgrade ESXi hosts with the new vLCM cluster image
1. Login to SDDC Manager Ul using SSO credentials.

2. Navigate to Inventory > Workload Domains. Click the workload domain.
3. Navigate to Update/Patch tab. It displays the available patches.
4. Click Configure Update.

5. Click NEXT on Introduction and Select Clusters page.

—
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Configure Update Introduction @ X

. Applying cluster images to clusters will modify the components, add-ons and firmware on hosts within a cluster.
1 Introduction

vLCM Cluster Hardware Compatibility and Compliance Check LEARN MORE

Upgrading vLCM ESXi clusters is a two-step process:

1. Configure the update and specify update options. After you complete the configuration, a hardware compatibility and
compliance check will run on the selected clusters to detect any potential incompatibilities with the assigned images.

2. After you review and remediate the hardware compatibility and compliance check results, you can then schedule the

cluster update

l@ ESXi needs to be relicensed after the upgrade x

NEXT

FIGURE 52. Configure Update — Infroduction

Configure Update Select Clusters @ %

1 inboduct By default, all clusters within the workload domain will be upgraded. You can select individual clusters to upgrade by enabling
ntroduction
cluster-level selection

(I Enable cluster-level selection
2 Select Clusters

BACK ‘ NEXT

FIGURE 53. Configure Update — Select Clusters

6. In Assign Image page, select the workload clusters to be updated in step 1 and choose the imported image in step 2.

7. Click Apply Image and then click NEXT.
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Configure Update Assign Images @

‘ & You must assign a cluster image to all selected clusters before proceeding

1 Intreduction

Select a cluster or multiple clusters of the same vendor to assign a cluster image.
2 Select Clusters
Selected Clusters Target Image Hardware Vendor Current HSP Target HSP
3 Assign Images
wO1-clol N/A N/A
Cluster per page 1° 1-10 of O cluster

Select a cluster image to assign to the selected clusters. If there are no applicable cluster images, go to Image

Management to import or create a new cluster image.
Cluster Image @ vSpheres

Firmware and Drivers Addon (Optional) Select Firmware and Drivers Addon ~

ESXi Version Vendor Addon (@ Components @) Firmware/Driver Addon ()
8.0.1-21813344 HPE-Custom-AddOn 0 Components No Firmware Addon
Show Details

APPLY IMAGE
v

FIGURE 54. Configure Update — Apply Image

Firmware and Driver Addon should be selected to verify if an upgrade is required for the servers’ firmware and drivers. The firmware upgrade
requires HPE OneView and HPE OneView for VMware vCenter integration to be configured in vCenter server.

8. Based on your workloads, take note of the following options during upgrade.

By default, the selected clusters are upgraded in parallel. If you selected more than ten clusters to be upgraded, the first ten are upgraded in
parallel and the remaining clusters are upgraded sequentially. Select Enable sequential cluster upgrade, to upgrade all selected clusters

sequentially.

Enable Quick Boot is an option that allows Update Manager to reduce the upgrade time by skipping the physical reboot of the host. Quick

Boot should not be enabled if there is an SPP update needed to happen af the same time.

Evacuate offline VMs generally refers to moving or shut down of virtual machines (VMs) to a safe state or location to allow for maintenance
or upgrades of the underlying hardware or software without risking data loss or VM downtime. Selecting Evacuate Offline VMs is not
necessary if the VMs are not powered on as it adds a significant amount of time to the process for an offline VM

9. Click NEXT on Upgrade Options tab.
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Schedule Update Upgrade Options @ X

Select options to optimize your upgrade experience
1 Select Clusters :
[C] Enabile sequential cluster upgrade @
[[]) Enabie Quick Boot (@

] Evacuate Offiine VMs (D)

2 Upgrade Options

BACK NEXT

FIGURE 55. Configure Update — Upgrade Options

10.Click FINISH on the Review fab.

Configure Update Review @

1 Introduction

are compatibility and compliance check will be run automatically on the assigned clusters after you click
Select Clusters Finish

)

w

Assign Images

] Selected Clusters Target image Hardware Vendor Current HSP Target HSP
4 Upgrade Options
w01-cl01 vSphere8 N/A 1Y N/A
5 Review
Cluster per page 0 1-10 of O cluster

~ Upgrade Options

Sequential Cluster Upgrade

Enable Guick Boot

Evacuate Offfine VMs

BACK FINISH

FIGURE 56. Configure Update — Review

11.Cluster image hardware compatibility and compliance check will start automatically. Resolve any reported issues before proceeding.

12. After the pre-check is successful, click Schedule Update to begin update. Click NEXT on Review fab.

—
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Schedule Update

1 Review

Selected Clusters Target Image Hardware Vendor Current HSP Target HSP

v Upgrade Options

Sequential Cluster Upgrade

Enable Quick Boot

Evacuate Offline VMs

Cluster per page 10 1-10¢

NEXT

FIGURE 57. Schedule Update — Review

13.Select Upgrade Now radio button and click FINISH to complete the ESXi host upgrade.

Schedule Update Schedule Update @ %
Select the maintenance window to begin the update
1 Review
Maintanance Window
2 Schedule Update © Unorade Now

(O schedule Update

& Errors or warnings were detected during the cluster image hardware compatibility and compliance check. Acknowledge that
you have reviewed the results and want to apply the cluster images despite the errors.

I have reviewed the hardware compatibility and compliance check result and have verified the clusters images are safe to apply

FINISH

FIGURE 58. Schedule Update
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POST CHECKS

Supportability and Serviceability Utility Health Check

These SoS commands are used for checking the health status of various components or services, including connectivity, compute, storage,
database, workload domains, passwords, certificates, and networks.

1. Log in to the SDDC Manager appliance by using a Secure Shell (SSH) client as user ‘vcf.

2. Swifch to the root user by running the su command and entering the root password.

3. The health status of the components could either be one of three statuses described below.
* GREEN: No atfention required, health status is NORMAL

» YELLOW: Might require attention, health status is WARNING

» RED: Requires immediate aftention, health stafus is CRITICAL

4. Perform all available health checks by executing the following command.

/opt/vmwace/sddc-suppoct/sos --health-check --domain-name ALL

T T T T

FIGURE 59. Health Check Status

5. OQutpufts the results of any health check as a JSON file to the specified directory, JSONDIR.
/opt/vmwarce/sddc-suppoct/sos --json-output-dic JSONDIR --domain-name ALL

System configuration check using VCF Diagnostic Tool

A multi-product diagnostic tool named ‘VCF Diagnostic Tool for vSphere’ can be run directly on a vCenter Server appliance to know the accurate
state of system configuration. This tool executes a series of checks on the system configuration and will report issues making it easier to detect
inconsistencies.

Similarly, a diagnostic tool named ‘VCF Diagnostic Tool’ can be run on SDDC Manager that runs a series on checks on system configuration and
reports any inconsistencies found.

To know more about these diagnostic tools, refer to https://knowledge.broadcom.com/external/article/344917/using-the-vcf-diagnostic-tool-for-
vspher.html



https://knowledge.broadcom.com/external/article/344917/using-the-vcf-diagnostic-tool-for-vspher.html
https://knowledge.broadcom.com/external/article/344917/using-the-vcf-diagnostic-tool-for-vspher.html
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RESOURCES AND ADDITIONAL LINKS

HPE Reference Architectures, hpe.com/info/ra

HPE Servers, hpe.com/servers
HPE Storage, hpe.com/storage

HPE Networking, hpe.com/networking

HPE GreenlLake Advisory and Professional Services, https://www.hpe.com/us/en/services/consulting.html

The valid vLCM combination document mapping the HPE custom OEM image, HPE vendor add-on and Service Pack for ProLiant can be found
at https://vibsdepot.hpe.com/customimages/Valid-vL CM-Combos.pdf

Upgrade the Management Domain to VMware Cloud Foundation 5.2
https://docs.vmware.com/en/VMware-Cloud-Foundation/5.2/vcf-lifecycle/GUID-9QA7BCB83-0E67-49B3-8808-
FC7A9B360120.html#:~text=Upgrade%20the%20Management%20Domain%20t0%20VMware%20Cloud%20Foundation,VMware%20Cloud%20Foundation%20in
%20a%20Federated%20Environment%20

To help us improve our documents, please provide feedback at hpe.com/contact/feedback.

© Copyright 2024 Hewlett Packard Enterprise Development LP. The information contained herein is subject to change
without notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty
statements accompanying such products and services. Nothing herein should be construed as constituting an additional
warranty.

Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions contained herein.

VMware Cloud Foundation, VMware vCenter, VMware ESXi, VMware vSAN, VMware NSX. Aria Operations Manager, Aria
: Automation, Aria Log Insight are the trademark of VMware by Broadcom. Intel Xeon are trademarks of Intel Corporation or its
subsidiaries in the US. and/or other countries. All third-party marks are property of their respective owners.
Hewlett Packard 350011549
Enterprise
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