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Overview

The Tandem® iTP" Certificate Security Solution is a service-oriented integrated solution that includes
professional services and support. This offering is delivered by Tandem services or in conjunction with the
customer's technical staff or through Tandem authorized and trained service deliverers.

Description

Tandem's iTP Certificate Security Solution is a family of security products that ensure the authenticity, privacy
and integrity of information routed over public and private data networks. This solution, based on industry-
proven, public-key infrastructure technology, supports the security needs for all players in the emerging
electronic commerce community: users at workstations, application in servers and the certification authorities.
The iTP Certificate Security Solution includes iTP Certificate Manager, iTP Application Services and iTP
Certificate Directory.

STANDARD CONFIGURATIONS

. iTP Certificate Manager: Any system running the Microsoft Windows NT operating system

. iTP Certificate Application Services: Workstation running Windows, Windows NT or Windows 95 operating
systems; Compaq NonStop™ Himalaya” server running Compaq NonStop Kernal system software
(Release D43 or later)

- iTP Certificate Directory: NonStop Himalaya server running NonStop Kernal system software
(Release D43 or later)

iTP Certificate Manager

iTP Certificate Manager provides for registration of iTP Certificate Security Solution users, security officers and
administrators, secure distribution of digital certificates, renewal and revocation of certificates, and key recovery
services. This product implements cross-certification, making it possible to establish trust among certification
authorities. It provides cryptographic services (encryption, decryption, hashing, signing and verification) and uses
secret- and public-key cryptography, taking advantage of both. iTP Certificate Manager supports many popular
algorithms, including RSA, CAST, RC2, Digital Signature Algorithm (DSA) and Data Encryption Standard (DES).
This product maintains an audit log that records all security-related events that occur. Flexible distribution of iTP
Certificate Manager functions allow for the distribution of administrator workstations anywhere on the iTP
Certificate Manager server's network, which provides excellent support for large, geographically dispersed
organizations.

iTP Application Services

iTP Certificate Application Services allows users of iTP Certificate Security Solution software to encrypt and
digitally sign files and messages and interface automated key management services. It is ideally suited for
organizations that support a high volume of transactions and that need 7 x 24 availability. High-level application
program interfaces enable developers with limited security expertise to integrate services with both file-oriented
and session-oriented applications. If no programming is desired, iTP Security Client-a ready-to-use application—
can be used to send and receive encrypted messages via electronic mail. iTP Certificate Application Services
provides cryptographic services (encryption, decryption, hashing, signing and verification) and uses secret- and
public-key cryptography, taking advantage of the benefits of both. Like iTP Certificate Manager, it supports many
popular cryptographic algorithms, including RSA, DSA, DES, CAST, RC2, MD5 and SHA. The cryptographic
kernel has been validated according to Federal Information Processing Standards Publication 140-1.

iTP Certificate Directory

iTP Certificate Directory is a repository for digital certificates. This product lists certificates that have been
revoked and other data associated with iTP Certificate Security Solution. Compliant with ITU-T X.500
recommendation, the iTP Certificate Directory can be used to store information from other directories that
comply with that standard. The product supports X.509 extensions. With the capability of supporting more than a
million users, iTP Certificate Directory manages certificates for a large number of users; only Tandem offers
scalability of this magnitude.

How TO PURCHASE
Contact your representative for details.
For more information, access the Tandem’s home page on the World Wide Web at http://www.tandem.com.

Send Internet e-mail messages to info@tandem.com. For sales offices worldwide, access Compaq’s website
at http://www.compag.com.

Tandem Computers Incorporated
World Headquarters
19333 Vallco Parkway

Cupertino, CA 95014-2599, USA
+1 (408) 285-6000

Tandem has offices, distributors and other agents throughout the world.

DA-10212-00A-003 — 01.26.2000



