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Enterprise Security Key Manager

Enterprise Security Key Manager (ESKM) manages and safeguards encryption keys across environments. It
integrates with HPE servers to provide comprehensive key management and encryption services.

Features of ESKM

— Provides centralized control over encryption key lifecycle management

— Ensures that sensitive data is protected and comply with security regulations
— Ensuring integration with various applications and services

— Enables enforcement of encryption policies and audit key usage

— Ensures streamlining of key management processes

ESKM and HPE Servers

— This section describes the benefits of ESKM within an HPE server environment.

— Centralized key management: ESKM acts as a centralized repository for encryption keys allowing HPE servers to
retrieve and manage keys from a single source. This centralization simplifies key management and ensures
consistent application of encryption policies across the server infrastructure.

— Integration with HPE security features: ESKM integrates with HPE's built-in security features, such as HPE's
Trusted Platform Module (TPM), HPE StoreOnce, and enhances data protection. The integration ensures the
encryption keys used by the security features are securely managed and rotated as per the standards.

— Secure key storage and retrieval: ESKM securely stores encryption keys and provides a secure mechanism for
HPE servers to retrieve the keys when needed. This ensures that sensitive data processed or stored on HPE
servers is always encrypted with the required keys.

— Key lifecycle management: ESKM manages the entire lifecycle of encryption keys, including creation, distribution,
rotation, and retirement. This lifecycle management is crucial for maintaining the security and integrity of
encrypted data on HPE servers.

— Compliance and auditing: ESKM provides detailed auditing capabilities that track key usage and access. This
helps organizations using HPE servers to comply with regulatory requirements and internal security policies by
offering transparent reporting and monitoring.

— Seamless integration: ESKM integrates with HPE server management tools and APIs which allows automated key
management and simplified configuration. This integration helps streamline operations and ensures that the
encryption key management is aligned with the server’s overall security strategy.

— By leveraging ESKM with HPE servers, organizations can enhance their data security posture, ensure effective key
management, and maintain compliance with security standards and regulations.
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Supported Key Managers

HPE iLO supports the following key managers:

— Utimaco Enterprise Secure Key Manager (ESKM) 8.53 and later

— Thales CipherTrust Manager 2.2.0, K170v (virtual) and K570 (physical) appliances

— Thales TCT KeySecure for Government G350v (previously known as SafeNet AT KeySecure G350v 8.6.0)

— Thales KeySecure K150v (previously known as SafeNet KeySecure 150v 8.12.0)

Note: If iLO is in CNSA security mode, key manager is not supported for Utimaco.

Supported Storage Controllers

— HPE SR932i-p Controller
— HPE NS204i-u SED Boot Device
— HPE MR416i-p and HPE MR416i-0 Controller

— Intel® VROC (Supports only Remote Key Management)

Configuring HPE iLO 6 Remote Key Management Server Using CTM

Hewlett Packard Enterprise recommends using CTM version 2.19.0 or later. Before configuring HPE iLO 6 Remote
Key Management Server using CTM, the following steps must be completed:

Procedure

1. Creating a user

2. Creating a group

3. Assigning user to group and assigning privileges to a user

Creating a user

1. Click Access Management in the navigation tree

THALES CipherTrust Manager © (6] API 2 roovadmin&

2a Access Management v

FAY
awesy
£ Keys S @

< CA v

O Alarms Data Discovery and Classification Cloud Key Manager Transparent Encryption

Find Sensitive Data in your Systems Manage and bring your own keys to Transparently Encrypt Data at Rest,

= Records v the cloud On-premise and in the Cloud

) Quorums

2 L 2

Database Protection ProtectFile & Transparent KMIP
«“ - . Encryption UserSpace
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2. Click Users. The Users page appears
3. Click Add User

iii  THALES CipherTrust Manager O ©® am @ rotadmng

B Products

Users

S Access Management A

Users Username  Q Sear + Add User
Groups

Client Hub
Username Full Name Email Source  Created Updated D
Client Profiles
Connections Monday, Wednesday,
LDAP August 18th September
admin admin admin@local local 2055 (402 352025 local|37cc7ab8-b7f7-40ct ~ Copy (N
OpeniD Connect B a2,
pm 3:13:47 pm
Registration Tokens
~ Wadnard s Wadmaerda
4. Enter username and Password
Add User
Connection Type Allowed Client Type @
@ Local Account oipc LDAP Unregistered Public Confidential
Full Name
Username * Email
Password Policy *
Password * Password Match *

Require user to reset password on next login Set Account Expiration Date

d

Allow user to login using CipherTrust web app

K

Allow user to login using password
Allow user to login using certificate

Require user to login using Two-Factor Authentication ©

Las

We

S}
20

prr

Wi

Creating a group

1. Click Access Management > Groups in the navigation tree. The Groups page appears.
2. Click Create New Group
3. Click Add Group

Remote Key Management Server Configuration for Drive Encryption
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222 THALES CipherTrust Manager (€] ® API a2 root/admin,

B Products

Groups
2a Access Management ~
Users
Name Q 4 Create New Group

Groups
Client Hub
N Ereil Name v Defined By No. of members Description
Client Profiles
admin Systermn 1
All Clients Systemn
£ Keys Application Data Protection Admins Systern
O A v Application Data Protection Clients System
L Alarms
Audit Admins System
i= Records v
Augog User
& Quorums
Backup Admins Systermn
Lo Admin Settings v
CA Admins Systermn

Create New Group

° General Info o Assign Members o Review

o Please Review
Before adding the group, review all details. Once the group is added, certain features will no longer be editable.

2o GENERAL INFO Edit
Name test_group
Description

222 ASSIGN MEMBERS Edit

Name User ID

ilo-5ced8c317400 local | fc923d55-561b-441d-8796-3e522542c672

Back Add Group

Assigning users to group and assigning privileges to a user

1. Click Access Management > Groups in the navigation tree. The Groups page appears

2. Click Add Member

3. Enter Group Membership details. Use the Search Members option to search and add the following require three
groups
— CA Admins

— Key Users

— User Admins
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THALES CipherTrust Manager ® @ API 5] root/admin& @

< Groups
B8 Products
test_group
2a Access Management
No. of members. 1 Description

Groups

Expand Al

 GENERAL INFO

222 MEMBERS
Q
Membel
O CA v
Name User ID
A Alarms
ilo-5ced8c317400 local| fc923d55-561b-441d-8796-ae522542c672 -
i= Records v
©) Quorums 1Member 10 per page ~
Qs Admin Settings v
THALES CipherTrust Manager () ® API [E] root/admin® @
8 Products Full Name ilo-5ced8c317400  Created 045ep2025,13:117  LastLogin 04 Sep 2025, 16:07
Email ilo-5ced8c317400@local  Updated 045ep 2025, 16:07  Logins 16
Source local 1D local[fc..2542c672  Last Failed Login N/A
Expires At
Client Hub
Expand All
& GENERAL INFO
282 GROUP MEMBERSHIPS
Q
Add Group
(e v
Name Description
2 Alarms
CA Admins .
i= Records v
Key Users
) Quorums
Se Admin Settings v User Admins

Configuration of Master Key

1.  Add Master Key in ESKM
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2. Configure Master Key as shown below and click Next
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Configure the Remote Key Manager Server
@ Administration - Key Manager ® & w» @ 9w A
ser Adminisiration Directary Groudpd Baot Order Licensing Key Manager Langusge Fairwane Verdfication

a ey Manager Confsguration sethings hinve been sived

Key Manager Servers #  Key Manager Configuration #

Brimary Koy Server Addoess e r—— Account Hame i
Primary Key Server Port 000 Account Greup io_qa_ind_grp
% dary Key Server Add HA Key Mansger Locsl CA Certificabe Mame [Mot 2]
Sacondary Key Sarver Port LT
Require Redwsdancy Diabled

(Optional) Configure the Remote Key Manager server details using Redfish
Use PATCH method using below URI to configure ESKM
"https://<iLOIP>/redfish/v1/Managers/<index>/SecurityService/ESKM/"
Payload:

{

"PrimaryKeyServerAddress": ",

"PrimaryKeyServerPort":,

"SecondaryKeyServerAddress":"",

"SecondaryKeyServerPort":,
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"KeyManagerConfig": {

"AccountGroup": ",
"ESKMLocalCACertificateName": ",

"LoginName™: "",
"Password": "

}
}

Perform GET operation on the below Redfish URI to see the Key manager config details

https://<iLO IP>/redfish/v1/Managers/<index>/SecurityService/ESKM/

1. Navigate to RBSU -> System Utilities -> System Configuration -> BIOS/Platform Configuration (RBSU) - Server
Security ->Device Encryption Options

o~ 7

Sy e "__... bt [ o s o 0 G

Dawice Enl:i-c:n COptions
[ P P S— T

2. Change Key Management option to Remote

Remote Key Management Server Configuration for Drive Encryption 10



HPE LD &
5 pass 32 Administration - Key Manager w“= 9 € 2 7
AOLAE. IO L8 Fireeans Variicatio
tomma e b n System Configuration
More Forrs ‘- MO e v s [ FERELI _\) Barver Bemaniy ) Dwvos Sncrywien OwSena /
Device Encryption Options

HPE
ProLiant DL345 Gani1
2

3. Click F 10 to navigate to Intelligent Provisioning.
4. Launch the Smart Storage Administrator and enable Controller Encryption

Note:

— If the boot devices do not need to be encrypted, then skip to step 10
— From BIOS: This option is needed if boot devices are raided logical drives and those logical drives need to be encrypted.

— Create a logical drive and install OS on logical drive. This logical drive can be encrypted from OS

Pl el Proliant DL3565 Gendl

Intelligent Provisioning

[ reciaseroe W periorm Mainienance
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e Bty Packard ProlLiant DLE&S Gendld
Enterpris.s

Perform Maintfenance

o

5. From OS after installing Smart Storage Administrator (SSA) utility, select configure->Choose encryption
method as “Controller based encryption.”

Bl s cuage Ackwerndiabes = | =

H = s . g i T e .

L en g - i Encryprion Manager

Y

s BT F N € el el L
Y "D AR it Flieate Choose G Sl el et i :

Ceaniroiier Dy e

| vl Chpvtve
I gy

=y iy e ——— SN D OO =|
v ¥ —T = mauniarng brren g
o N | et feray
o e —_— =
o T ra e ey [ . ST I E. DO . B - - .
rail > o
e

Note:

Provide the Password and the Master Key which is configured in Step 3 in Controller Based encryption setup
page. Reboot the server after accepting the license and finishing the setup
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S TECTVENICN Ph——— Controller-Based Encryption (0BE} Setup
Setup Type - .
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6. After rebooting verify the Encryption state.
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7. Click the Unassigned Drives in the navigation tree.

8. Select the desired drive(s) and create a logical array.

— =

® ==
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9. Click Logical Devices and verify that the created logical drive is encrypted.

[ * ] Astiony

]

10. Verify Key Manager Events in iLO GUI

Agdemimbiaiatindm - Key MMamaged o |’_":} = - 2 =i} L J

1

Clasr Koy Mansges Lag

1. (Optional) Verify Key Manager Events using Redfish:

Perform GET operation on the below Redfish URI to see the Key manager events
https://<iLO IP>/redfish/v1/Managers/<index>/SecurityService/ESKM/

Example Response
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12. Verify Logical drive Encryption status from the Storage page in iLO GUI.

System Infermatien - Storage informatien @ © & »* @ W 5 7

[T

Storage Summary

Entity Count

Shorage Controlion

1
Wb (s z
Storage Enclosures 2
bt b ]

Volumes

[FEEIY Sratus
Logical Dirtve 1 & Lratied
SR Volume 177 B Frubiled

Logical Drive 1

Bk S By I O

Srorage

Haalth Susramany

LR
S ox
o oK
& o

Capacity

&4 TR

% TH

RAID Type

FRANDD a o

Pl ] @

13. (Optional) Verify Logical drive Encryption status using Redfish:

Logical Drive 1

Crtails

Dlplay Harne S0P Made b nat:
1

L ol Dhiiee 4

oK

Erabled

£ 05 e L 0L o e L LN
MAA

True

el Adsdn b
ARO1TLVIVOTRG

512

131072

1310732

bimgaral Do 1

= rE - s e BRI
Trum

on

Perform GET operation on the below Redfish URI to see the drive encryption status

https://<iLO IP>/redfish/v1/Systems/<index>/Storage/<controller ID>/Volumes/<index>

Example Response:

I

"Conditions®: []

"Identifiers": [

1.

"Encrypted":

i

"DurableName™ :

"DurableNameFormat":

true,

"EncryptionTypes": [
"ControllerAssisted"

1.

TNAA "

Remote Key Management Server Configuration for Drive Encryption
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Configuring HPE iLO 6 Remote Key Management Server Using Utimaco

SwsSsTtTerrm: Searmm e Sy

P rocluecits Enterprise Secure Key hdanascger L1
rrwi e N - — - -
Harcwroare P latformm: Wl wrirtuaal P lat o
Softvware wWersion: [ 2 53 0 (vESKra = 5= |
L= (=Tl e T =T e =
Wirwwes VOGS
WErRe S aeanees Erecliia T arve
Sy sterry Uiptirrne: As days, 230532
Licenses: =]
i e L =

Procedure
1. Configuration of user and Group for Utimaco
2. Master Key Configuration
3. Configure the Remote Key Manager Server
4. Create Logical drives and verify for encrypted state

Configuration of user and Group for Utimaco

Create a group and add iLO-Mac user to the respective group. For iLO users, license type is “Server” and the
users which are configured whose license type should be KMS.

Key Manag utimaco’
Device Help +  LogOut
User and Group Configuration

Local Users Heio @

T ]
—— — E—
= = = - ——
2 = s = ===
2 S ] = D
S ] ] = Dozt
2 3 2 = e
2 2 2 == T
[»%
Master Key Configuration
] - = -
et prise e Key utimaco
h Key and Policy Configuration

[—— [— [T rrer—— ey Vermacr.

Key Properties

Configure the Remote Key Manager Server

1. Perform cold boot from RBSU for changes to take effect.

Remote Key Management Server Configuration for Drive Encryption
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ager Servers =

Kew Manager Configuration =

Imported C

Click Remote option from RBSU

s Manager Servers -

Eoy Manager Configuration -

Imported Certificas

B

e e Bystarm Confligurat
My iy S -
ey Hay Bes e

- o g s o omas maem—ga >
——————

Full setup
F MMamac - -

e et 4 8 e

Configure and provide master key.

ails .

[ S lha
ool bant DL 340 Clant Y

e E gt & —— 0 - —

A a

n_merT e

Check for Key Manager Events for configured Master Key in Key manager configuration
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Key Manager Configuration = Imported Certificate Details 42
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Key Manager Events

-
2
2
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Create Logical drives and verify for encrypted state

1. Reboot system and check encryption status

i

f
¥
H
i
0

= - o, Encryption Mansger

= g 2

T T — -

Fay W g . =
Frrr———
wrriitie s

2. Create logical Drives

Contiguee - - - 11
= Yz HPE SR9321-p Genl

Setected Contromer
| » L S e ® = Actions Status Messages

PIENS—— m - - e A

& e D ‘.-.;-..’ — oy o e g iyt o] -._'_ — - - - o
- T o —— = m—— — Cantroller Configuration Summarny
Create Arvays sith BAID O - O Dt Sy
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¥ ook . =
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3. Check whether logical devices are displayed as encrypted.
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4. Perform Cold boot of host and check keymgr events

Key Manager Events

L

o 28 17:18
2025-04-28 17:00
2025-04-28 1706

Kay Manager s
Retrreved nfo on key #omaster

HPE iLO 7 Remote Key Management Server for Drive Encryption and

Decryption

Procedure for Drive Encryption

1. Configure the Remote Key Manager using iLO 7 GUI

Y S

2. Navigate to RBSU -> Device Encryption Status and verify no drives are encrypted
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HPE iLO 7 HTMLS IRC 1.15.00 pass 8 Jun 03 2025 | R&D Server |

Capture Screen X Record Screen > Piay w” Full Screen Lock Aspect Ratio

Systerm Configuration

Dt o Sy g H ey €3 g 8 oy

Device Encryption Status
NVMe dgrive Box 1 Bay 7 MNot Encryptod

ST S— ;

1024 x 768 POST Code 0040 o ® ® O

3. (Optional) Configure the Remote Key Manager using in Redfish:
Apply patch operation to set keylocation to Remote

PATCH:- /redfish/v1/Managers/1/SecurityService
{
"KeyLocation": "Remote",

}

Verify keylocation is updated to Remote using redfish GET URI
GET : /redfish/v1/Managers/1/SecurityService

4. Navigate to RBSU - Server Security = Device Encryption Options=> Unencrypted Device,
5. Select drive and enable encryption operation

HPE iLO 7 HTMLS5 IRC 1.15.00 pass 8 Jun 03 2025 | R&D Server |

3] Capture Screen X Record Screen > Play «” Full Screen Lock Aspecct Ratio

Dewvice Encryption Options

Lo o z o o tes |
T - P

Devics Encryption Status
Encr

Frovert Opol drives to factory defoault

1024 x 768 POST Code 0040 O e ® O B ®
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Procedure for Drive Decryption

1. Go to Encrypted Devices. Select the device and disable encryption option and start operation

HIFE L 7 HTHLS 1RC 1, B B s 0 s O 20 O s e

MR Capberr Svwee CF) S S O ey ™ P S rme TR —

s TR gl TNy
Bl irme v e By g - Wbrmenes Err ey e
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S T P ——————
e % A e ——
e T PEr—

o

-

Ty fcarrriam ticars

S e a— S ——

I::_l\.l'll:l (-r.r-m__; {-_-n-n_-'j .;':_- _-3,.:""_. R Bl et e BN LG g

P PO Cote OO0 £ - = A 1

2. Verify keymgr events after encryption and decryption operation. After encryption, imported events will be

logged. After decryption export event will be logged as shown below:

R o T W s '’
o Ay
Famate Key Manager T Teat Coi
Evnts [ -,
e s

Similar verification can be checked from IML logs also.
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HPEILO 7 1.15.00 pass 8 Jun 03 2025 | R&D Server |

“ ILO Settings / Troubleshoot

Integrated Management Log

(=% hrg Actions v

Bitems
D+ Severiry Class Description Last Updare Count Caregory
Encryption for Self Encrypied Drive

8 [@ Informarional UEFI (SED) a location : [ MVMe drive Box  Jan 1, 2001, 3:16:36 AM UTC
1 Bay 7 1= disabled.

Firmware,
Maintenance

Encryption for Self Encrypied Drive
7 [@ informarional UEFI (SED) ar location : [ MVMe drive Box  Jan 1, 2001, 3:14:01 AM UTC
1Bay 71

Firmware,
Maintenance

PCle Slot 15 failed ta train at Gen 4 Hardware,
o Caution JEFI Jun &, 2025, 936:05 AM UTC 1
speed and x16 widih. Configuration
Caution UEFI Jun 4, 2025, 9:35:37 AM UTC 1 Firmware

Secure Boot security settings may

be lost.
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