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Enterprise Security Key Manager 
Enterprise Security Key Manager (ESKM) manages and safeguards encryption keys across environments. It 
integrates with HPE servers to provide comprehensive key management and encryption services. 

Features of ESKM 
— Provides centralized control over encryption key lifecycle management 

— Ensures that sensitive data is protected and comply with security regulations 

— Ensuring integration with various applications and services 

— Enables enforcement of encryption policies and audit key usage 

— Ensures streamlining of key management processes 

ESKM and HPE Servers 
— This section describes the benefits of ESKM within an HPE server environment. 

— Centralized key management: ESKM acts as a centralized repository for encryption keys allowing HPE servers to 
retrieve and manage keys from a single source. This centralization simplifies key management and ensures 
consistent application of encryption policies across the server infrastructure. 

— Integration with HPE security features: ESKM integrates with HPE’s built-in security features, such as HPE's 
Trusted Platform Module (TPM), HPE StoreOnce, and enhances data protection. The integration ensures the 
encryption keys used by the security features are securely managed and rotated as per the standards. 

— Secure key storage and retrieval: ESKM securely stores encryption keys and provides a secure mechanism for 
HPE servers to retrieve the keys when needed. This ensures that sensitive data processed or stored on HPE 
servers is always encrypted with the required keys. 

— Key lifecycle management: ESKM manages the entire lifecycle of encryption keys, including creation, distribution, 
rotation, and retirement. This lifecycle management is crucial for maintaining the security and integrity of 
encrypted data on HPE servers. 

— Compliance and auditing: ESKM provides detailed auditing capabilities that track key usage and access. This 
helps organizations using HPE servers to comply with regulatory requirements and internal security policies by 
offering transparent reporting and monitoring. 

— Seamless integration: ESKM integrates with HPE server management tools and APIs which allows automated key 
management and simplified configuration. This integration helps streamline operations and ensures that the 
encryption key management is aligned with the server’s overall security strategy. 

— By leveraging ESKM with HPE servers, organizations can enhance their data security posture, ensure effective key 
management, and maintain compliance with security standards and regulations. 
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Supported Key Managers 
HPE iLO supports the following key managers: 

— Utimaco Enterprise Secure Key Manager (ESKM) 8.53 and later  

— Thales CipherTrust Manager 2.2.0, K170v (virtual) and K570 (physical) appliances 

— Thales TCT KeySecure for Government G350v (previously known as SafeNet AT KeySecure G350v 8.6.0) 

— Thales KeySecure K150v (previously known as SafeNet KeySecure 150v 8.12.0) 

Note: If iLO is in CNSA security mode, key manager is not supported for Utimaco. 

Supported Storage Controllers 
— HPE SR932i-p Controller 

— HPE NS204i-u SED Boot Device 

— HPE MR416i-p and HPE MR416i-o Controller 

— Intel® VROC (Supports only Remote Key Management) 

Configuring HPE iLO 6 Remote Key Management Server Using CTM 
Hewlett Packard Enterprise recommends using CTM version 2.19.0 or later. Before configuring HPE iLO 6 Remote 
Key Management Server using CTM, the following steps must be completed: 

Procedure 

1. Creating a user 

2. Creating a group 

3. Assigning user to group and assigning privileges to a user 

Creating a user 

1. Click Access Management in the navigation tree 
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2. Click Users. The Users page appears 

3. Click Add User 
 

 

4. Enter username and Password  
 

 

Creating a group 

1. Click Access Management > Groups in the navigation tree. The Groups page appears. 
2. Click Create New Group 
3. Click Add Group 
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Assigning users to group and assigning privileges to a user 

1. Click Access Management > Groups in the navigation tree. The Groups page appears 
2. Click Add Member 
3. Enter Group Membership details. Use the Search Members option to search and add the following require three 

groups 
— CA Admins 

— Key Users 

— User Admins 
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Configuration of Master Key 

1. Add Master Key in ESKM 
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2. Configure Master Key as shown below and click Next 
 

 

 

 

 

 

 

 

 

 

Configure the Remote Key Manager Server 

 

 

 

 

 

 

 

 

 

(Optional) Configure the Remote Key Manager server details using Redfish 

Use PATCH method using below URI to configure ESKM 

"https://<iLOIP>/redfish/v1/Managers/<index>/SecurityService/ESKM/"  

Payload: 

{ 

"PrimaryKeyServerAddress": "", 

"PrimaryKeyServerPort": , 

"SecondaryKeyServerAddress":"", 

"SecondaryKeyServerPort":, 
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"KeyManagerConfig": { 

"AccountGroup": "", 

"ESKMLocalCACertificateName": "", 

"LoginName": "", 

"Password": "" 

} 

} 

Perform GET operation on the below Redfish URI to see the Key manager config details  

https://<iLO IP>/redfish/v1/Managers/<index>/SecurityService/ESKM/ 

 

1. Navigate to RBSU -> System Utilities -> System Configuration -> BIOS/Platform Configuration (RBSU) – Server 
Security ->Device Encryption Options 

 

 

 

 

 

 

 

 

 

 

 

2. Change Key Management option to Remote 
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3. Click F 10 to navigate to Intelligent Provisioning. 
4. Launch the Smart Storage Administrator and enable Controller Encryption 
 
Note: 

— If the boot devices do not need to be encrypted, then skip to step 10 

— From BIOS: This option is needed if boot devices are raided logical drives and those logical drives need to be encrypted. 

— Create a logical drive and install OS on logical drive. This logical drive can be encrypted from OS  
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5. From OS after installing Smart Storage Administrator (SSA) utility, select configure->Choose encryption 
method as “Controller based encryption.” 

 

 

 

 

Note: 

Provide the Password and the Master Key which is configured in Step 3 in Controller Based encryption setup 
page. Reboot the server after accepting the license and finishing the setup  
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6. After rebooting verify the Encryption state. 

 

 

7. Click the Unassigned Drives in the navigation tree. 

8. Select the desired drive(s) and create a logical array. 
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9. Click Logical Devices and verify that the created logical drive is encrypted. 

 

10. Verify Key Manager Events in iLO GUI 

 

 

 

11. (Optional) Verify Key Manager Events using Redfish: 

Perform GET operation on the below Redfish URI to see the Key manager events  

https://<iLO IP>/redfish/v1/Managers/<index>/SecurityService/ESKM/ 

Example Response 
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12. Verify Logical drive Encryption status from the Storage page in iLO GUI. 

 

 

 

13. (Optional) Verify Logical drive Encryption status using Redfish: 

Perform GET operation on the below Redfish URI to see the drive encryption status 

https://<iLO IP>/redfish/v1/Systems/<index>/Storage/<controller ID>/Volumes/<index> 

Example Response: 
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Configuring HPE iLO 6 Remote Key Management Server Using Utimaco 

 

Procedure 

1. Configuration of user and Group for Utimaco 
2. Master Key Configuration 
3. Configure the Remote Key Manager Server  
4. Create Logical drives and verify for encrypted state 

Configuration of user and Group for Utimaco 

Create a group and add iLO-Mac user to the respective group. For iLO users, license type is “Server” and the 
users which are configured whose license type should be KMS. 

Master Key Configuration 

 

 

Configure the Remote Key Manager Server 

1. Perform cold boot from RBSU for changes to take effect. 
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2. Click Remote option from RBSU 
 

 
 

3. Configure and provide master key.  
 

 

 

4. Check for Key Manager Events for configured Master Key in Key manager configuration  
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Create Logical drives and verify for encrypted state 

1. Reboot system and check encryption status  

 

2. Create logical Drives 

 

 

 

 

3. Check whether logical devices are displayed as encrypted. 
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4. Perform Cold boot of host and check keymgr events  

 

HPE iLO 7 Remote Key Management Server for Drive Encryption and 
Decryption 

Procedure for Drive Encryption 

1. Configure the Remote Key Manager using iLO 7 GUI 

 

2. Navigate to RBSU -> Device Encryption Status and verify no drives are encrypted 
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3. (Optional) Configure the Remote Key Manager using in Redfish: 
Apply patch operation to set keylocation to Remote 

PATCH:- /redfish/v1/Managers/1/SecurityService 

{  

 "KeyLocation": "Remote", 

} 

Verify keylocation is updated to Remote using redfish GET URI 
GET : /redfish/v1/Managers/1/SecurityService 
 

4. Navigate to RBSU  Server Security  Device Encryption Options Unencrypted Device, 
5. Select drive and enable encryption operation 
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Procedure for Drive Decryption  

1. Go to Encrypted Devices. Select the device and disable encryption option and start operation 
 

 

2. Verify keymgr events after encryption and decryption operation. After encryption, imported events will be 
logged. After decryption export event will be logged as shown below: 

 

Similar verification can be checked from IML logs also.
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