HPE Compute

Protect every
link in the chain

From silicon to software, from

factory to cloud, and from generation
to generation, HPE Compute builds
fundamental, uncompromising security
into our server DNA.
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. Supply chain security
|__L§L_I “E” Mitigate risks from tampering, unauthorized access, or malicious

6 components during manufacturing, distribution, and deployment.
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HPE trusted supply chain Chassis intrusion detection switch
The first line of defense against cyberattacks Detects and logs physical intrusions
I |
Server configuration lock Platform certificates
Protects against tampering Detailed configuration of the server, as built by HPE

HPE Platform Certificate Verification Tool
Verifies the server matches the platform certificate

Zero Trust Security approaches

Demand constant authentication and authorization for all
entities and devices interacting with your systems and data.

Silicon root of trust from HPE
Secures the chip with an immutable fingerprint Securely stores authentication artifacts

Unauthorized access prevention

Multilayer security that includes authentication,
authorization, data infegrity, and security keys

Secure boot
Validates boot components

SPDM authentication Persistence-enabled attack protection
Verifies and authenticates components Protects against unauthorized users

HPE iLO firewall for ROM
and HPE iLO firmware

Prevents unauthorized access

DeviD
Uniquely identifies and authenticates servers

Communication security

Maintains a strict communication hierarchy between
HPE iLO and server blades or compute modules

*  Physical access protection

AN Restrict unauthorized individuals from gaining
\ access to crifical infrastructure.

Rack and power security

Provides physical and electronic lock options and
locking power cords

System maintenance switches
Conftrols security functions and configurations

USB security

Protects UEFI system utilities
and the HPE iLO service port

Bezel lock
Protects against external access

Chassis intrusion detection switch
Detects and logs physical intrusions

Management tools

Streamline and automate security with platforms
for configuring, managing, and monitoring servers.

HPE GreenLake for Compute
Ops Management

A consistent, secure cloud experience that scales
elastically and unifies compute management

HPE Intelligent Provisioning

Enables rapid deployment, firmware updates,
and system diagnostics

HPE iLO HPE OneView

Delivers standard to advanced security features Centralized monitoring and management
for server firmware of HPE servers, storage, and networking

HPE InfoSight for Servers

An Al-driven cloud-based platform that predicts and
prevents problems across the infrastructure stack
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. Other security features
O O Round out your security posture with additional security features.
/
UEFI System Utilities Encryption and key Secure decommission
security features management and repurpose
« Configures the server » UEFI-managed encryption » One-button secure erase
configuration lock » Self-encrypting drives * System erase and reset
* Manages server settings « Controller-based encryption
and behavior » Remote key management
« Configures supported
third-party solutions

Supported third-party
security solutions

Leverage support security solutions
from trusted HPE partners.

Intel® Software Guard Intel Trusted Execution
Extensions (SGX) Technology (TXT)

Protects against Protects against modifying
privileged malware the system configuration

Microsoft Secured-core AMD memory encryption
server for Windows Server Secure memory encryption,

Protects against malware fransparent SME, and secure
and rootkit security exploits encrypted virtualization

Learn more at

Intel processor
AES-NI support

Accelerates data encryption
and decryption

Pensando™ Distributed
Services Platform (DSP)

Boosts network and
security performance
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