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EU NIS 2 Directive

The EU NIS 2 Directive on cybersecurity is to be implemented by Member States by October 2024 at the latest. For 

example, in Germany, Network and Information System 2 (NIS 2) will lead to a significant expansion of the entities 

covered and an extension of the power of national competent authorities. In addition to the operators of critical 

infrastructures (CRITIS) in certain sectors, there will be essential entities (large enterprises with > = 250 employees 

and/or turnover > = €50 million) and important entities (starting from medium-sized enterprises with > = 50 employees 

and/or turnover > = €10 million). For some 30,000 a�ected companies in Germany that go beyond classical critical 

infrastructure, the security obligations are increasing.

Risk management and measures

Companies must take appropriate, proportionate, and e�ective technical and organizational measures to protect the 

IT and processes of the services they provide, avoid disruptions, and minimize the impact of security incidents. The 

measures to be implemented by operators and entities must be based on a cross-hazard approach and should consider 

European and international standards. The measures shall cover at least the following topics (NIS 2, Article 21):

•	Risk analysis and security of information systems

•	Management of security incidents

•	Maintenance and restoration, backup management, crisis management

•	Supply chain security, interinstitutional security, security of service providers

•	Security in development, procurement, and maintenance

•	Evaluation of the e�ectiveness of cybersecurity and risk management

•	Vulnerability handling and disclosure

•	Cybersecurity and hygiene training

•	Cryptography and encryption

•	Human resources security, access control, and asset management

•	Multifactor authentication and continuous authentication

•	Secure communication (voice, video, and text)

•	Secure emergency communication

Figure 1. The various sectors of critical infrastructure
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HPE Service portfolio elements supporting the measures

At Hewlett Packard Enterprise, we are aware that a variety of aspects have to 

be taken into account when selecting a technology support provider. We know 

from our customers that security requirements in particular play a central role. 

As a manufacturer, we can also provide special support to meet the next NIS 2 

requirements.

Maintenance and restoration

Recover and optimize the systems

HPE Tech Care Service is the new product support experience for HPE 

products. Reimagined from the ground up to support a customer-centric 

and digitally enabled customer experience, it represents a shift in the role of 

support from Fix my hardware to help me get the most from my HPE product 

and drive my business forward. The service is personalized to anticipate 

needs, enables faster access to specialized expertise, and includes general 

technical guidance to drive innovation.

HPE Complete Care Service is a modular, edge-to-cloud IT environment 

service that provides a holistic approach to optimizing your entire IT 

environment and achieve agreed-upon IT outcomes and business goals 

through a personalized and customer-centric experience. All are delivered by 

an assigned team of HPE experts. 

With HPE Complete Care Service, you can:

•	Personalize: HPE Complete Care Service is modular and personalized to 

adapt to your individual needs and goals.

•	Optimize: HPE Complete Care Service lets you do more for less by 

optimizing your time, your tech, and your decision-making.

•	Transform: HPE Complete Care Service approaches your entire environment 

and delivers success.

With HPE Complete Care Service — ITOps, you get a hybrid ITOM platform 

that delivers total observability across on‑premises, cloud, and cloud-native 

environments. It centralizes infrastructure monitoring and event management 

of business-critical services and optimizes operations through AIOps-driven 

automation and integration with existing ITOM and ITSM toolsets. 

HPE Lifecycle Services

Get the help of HPE experts and our global network of partners for 

project‑based, per event expertise at any stage of the IT lifecycle. Our portfolio 

includes predefined services designed to reduce IT project timescales and shrink 

time to value, as well as custom services to meet the most demanding customer 

needs. Our services may be a good fit if you’re looking to do any of the following: 

•	Deploy IT infrastructure

•	Establish procedures for periodic reviews to assess potential risks and 

improve IT performance

•	Optimize the environment for changing workloads

•	Manage projects such as data center consolidation, moving o�ices, or 

moving to or from a hosted environment

https://www.hpe.com/us/en/services/tech-care.html
https://www.hpe.com/us/en/services/complete-care.html
https://www.hpe.com/psnow/doc/a00134891enw?from=app&section=search&isFutureVersion=true
https://www.hpe.com/us/en/services/lifecycle-services.html


HPE Multivendor Services

All IT environments are multivendor. Workloads run on servers, storage, 

networking and operating software from many vendors. It may be 

time‑consuming to manage multiple vendors, and costly to your business if issues 

can’t be resolved quickly — there may be interoperability issues and so much 

more. HPE Multivendor Services can help manage your entire IT environment. 

We act as one accountable partner, typically resolving issues ourselves 

but with access to deep resources from our partners if needed. This helps 

manage both administrative and operational costs, save time with one 

partner to work with, as well as simplify your complex environment.

Backup management

Meet the right security standards

Managing your data and applications across on-premises data centers, 

hybrid cloud services, and workforces at the edge requires a new way of 

thinking about security. You need to achieve the right level of security 

required to combat threats and protect your expanding IT estate. 

Protect your data continuously

Consistent data protection helps ensure continuous data integrity, availability, 

backup, and recovery. By identifying where ransomware and other security 

gaps exist, you can modernize data security and protection for your IT estate. 

Continuous data protection reduces your overall data risks and exposure.

Supply chain security

HPE trusted supply chain

At HPE, we have designed a high-performing and trusted supply chain 

ecosystem with our partners, suppliers, customers, and employees to provide 

a foundational line of defense against cybersecurity risk and cybercriminals. 

HPE is committed to providing a highly secure supply chain as an important 

step toward reducing cybersecurity risks for our customers as they 

modernize their hybrid cloud environments.

Trust in security

You need solutions with hardened security features to help you securely 

configure, monitor, and update your servers from anywhere. This gives you 

the benefit of consistent insight into server health and operations. It improves 

performance and security that’s initiated in the supply chain and anchored in 

the silicon root of trust, giving you the confidence you need.

How HPE is Leading Supply Chain Security

Report by independent analyst InfusionPoints

Information security

HPE in Germany is ISO 27001 certified. The certification complements the 

HPE Global Privacy Policy and HPE corporate standards.

https://www.hpe.com/us/en/hpe-multivendor-services.html
https://www.hpe.com/us/en/solutions/security/secure-data.html
https://www.hpe.com/us/en/solutions/security/secure-data.html#tab3
https://www.hpe.com/psnow/doc/a00134892enw?from=app&section=search&isFutureVersion=true
https://www.hpe.com/us/en/solutions/security/secure-data.html#tab2
https://www.hpe.com/psnow/doc/a00115845enw?from=app&section=search&isFutureVersion=true


Security in development, procurement, and maintenance

Enterprise Security and Digital Protection Services

Services for enterprise security and adaptive digital protection that fortifies your data’s confidentiality, integrity, and 

availability in hybrid cloud and at the edge.

Application of the Zero Trust Framework

Introducing a Zero Trust approach to security improves data protection and recovery and can help prevent 

cyberattacks before they a�ect your business. Design and implement a Zero Trust strategy and architecture to 

centralize all aspects of business access security. By implementing and expanding your Zero Trust approach, you can 

reduce security risk and increase compliance across your entire hybrid cloud environment.

Trusted security by design — Silicon root of trust

Security is fundamental

HPE Compute Security Reference Guide

HPE Compute security features are designed to meet security challenges by continually improving the hardware 

and firmware security of Gen10, Gen10 Plus, and Gen11 platforms and related hardware environments. The security 

features help ensure that every link in the chain of security provides e�ective protection.

Zero Trust Security for NIS 2 compliance: What you need to know

HPE Aruba Networking makes it easier for companies to adapt Zero Trust.

Vulnerability handling and disclosure

With HPE Managed Security

Security vulnerabilities are identified, assessed, prioritized, and remediated in a timely manner. 

https://www.hpe.com/us/en/services/consulting/security.html
https://www.hpe.com/us/en/solutions/security/secure-data.html
https://www.hpe.com/psnow/doc/a00134884enw?from=app&section=search&isFutureVersion=true
https://support.hpe.com/hpesc/public/docDisplay?docId=a00018320en_us&page=GUID-B7329B70-9931-4EF7-88D4-CE5D7C2C04E5.html
https://blogs.arubanetworks.com/solutions/zero-trust-security-for-nis2-compliance-what-you-need-to-know/
https://www.hpe.com/us/en/hpe-managed-security.html


Cybersecurity and hygiene training

Cybersecurity training and certification

Reduce the risk for your business with our innovative 

cybersecurity training. 

Learn how to identify and avoid cyber threats.

Our cybersecurity curriculum is based on three pillars: security 

awareness, cloud security, and the National Institute of Standards 

and Technology Cybersecurity Framework (NIST-CSF). Our courses 

cover key cybersecurity concepts, including risk assessment and 

management, threat detection, compliance, governance, and 

management of your information. We also o�er training courses to 

prepare you for multiple cybersecurity certifications. 

Elevate ransomware protection and disaster recovery with Zerto, 

a Hewlett Packard Enterprise company

Empowers customers to run an always-on business by simplifying 

the protection, recovery, and mobility of on‑premises and cloud 

applications. The simple, software-only solution uses continuous data 

protection at scale to converge recovery, backup, and data mobility.

Cryptography and encryption 

Data security can be increased by encryption during media life. Data security 

remains important even when the media have reached the end of their lifecycle: 

Keep sensitive data safe — HPE Defective Media Solutions

Today, business-critical data often resides in places other than a drive. Extend 

your protection and maintain regulatory compliance with HPE Defective 

Media Retention (HPE DMR) and HPE Comprehensive Defective Material 

Retention (HPE CDMR). 

HPE Data Sanitization Storage and Server Services

HPE Data Privacy Services brings your organization the necessary 

infrastructure support to help you protect and optimize sensitive data across 

the entire IT lifecycle while accelerating business innovation and complying 

with data security regulations.

HPE Asset Upcycling Services

Rethink how you retire your end-of-use tech with HPE Asset Upcycling 

Services. Data security is a critical part of every asset retirement process, 

and HPE can provide the service to help ensure that the information is either 

overwritten or the media destroyed.

Based on customer requirements, that is done in one of three ways, either at 

your site or at our HPE Technology Renewal Centers:

•	Cleared using industry-standard data eradication methods

•	Destroyed using high-powered magnetic degaussing (hard disks)

•	Destroyed using physical shredding of recording media (hard disks and SSDs)

https://education.hpe.com/ww/en/training/portfolio/cybersecurity.html
https://education.hpe.com/ww/en/training/portfolio/zerto.html
https://education.hpe.com/ww/en/training/portfolio/zerto.html
https://www.hpe.com/psnow/doc/4AA1-8067ENW?from=app&section=search&isFutureVersion=true
https://www.hpe.com/us/en/collaterals/collateral.5981-9510enw.html
https://www.hpe.com/us/en/hpe-asset-upcycling-services.html


Human resources security

In case of sabotage protection requirements, HPE Services is able to operate with appropriately checked on-site 

sta� at customer locations in many countries.

Moreover, HPE also provides products, services, and consulting services that might support when implementing 

NIS 2 requirements. 

For further information and questions, contact your HPE sales representative.

Chat now (sales)
Learn more at
HPE.com/us/en/services
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