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INTEGRITY DETECTIVE FOR
HPE NONSTOP

|
Highlights
24x7 monitoring of Guardian and OSS

files, all Safeguard objects, Persistent
Processes, NetBatch, Pathway, and more

No additional hardware required—HPE
NonStop hosted and protected by
Guardian/Safeguard

Fully customizable user permissions and
full auditing of user actions

Comprehensive reporting and alerting.
Integrate with your enterprise security
incident and event management (SIEM)
(via syslog), Event Management System
(EMS), or both

Designed and engineered by

HPE NonStop system and security
administrators with ease of setup and
use as top priority

Real-time and 24x7 monitoring of files, objects, and
subsystem configurations in your mission-critical
HPE NonStop environment

If something changes and your system is compromised, an alert is generated, and
you’ll be able to take immediate action

OVERVIEW

Integrity Detective (ID) is a feature-rich, 24x7 (real-time), file and subsystem integrity monitoring
solution available foday on the HPE NonStop servers. It offers a comprehensive set of standard
features, hosted, and protected by your fault-tolerant servers, the HPE NonStop system while
having the enterprise connectivity and view that your business requires.

Integrity monitoring—helping ensure sensitive files, folders, and system objects are not
tampered with—is a key component of any Payment Card Industry Data Security Standard
(PCI DSS) compliance effort, but it is also just plain common sense for any organization that
runs a secure system. ID was designed and written specifically for HPE NonStop systems
and can monitor files (both Guardian and Open System Services [OSS]), the configuration
of subsystems such as Safeguard, Pathway, secure shell (SSH), NetBatch, and even some
third-party utilities. Any change to an item is detected, and highly configurable alerts can be
directed where needed.

Benefits

« File infegrity monitoring (FIM) of critical system and configuration files is mandated by
PCI DSS (requirements 11.5 and 12.10.5) and provides a vital layer of file, data, and
application security while also aiding in the acceleration of incident response.

e Detect illicit activity and pinpoint unintended changes. Often, file changes are made
inadvertently by an admin or another employee. Sometimes the ramifications of these
changes can be huge, creating security backdoors or dysfunction with business operations
or confinuity. FIM simplifies forensics by helping you zero in on the errant change, so you
can roll it back or take other remediation.

« ID provides 24x7 monitoring, eliminating any safe windows in schedules for intruders to
make any undetected changes.


https://www.hpe.com/us/en/servers/nonstop.html
https://www.hpe.com/us/en/servers/nonstop.html
https://www.hpe.com/psnow/collection-resources/a50004936ENW
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KEY FEATURES

Monitoring—files and subsystems
e Guardian and OSS files

« Kernel-managed processes (persistent processes) properties

» NefBatch jobs and aftachment sets

» Pathway server and Pathmon properties

» SSH monitoring for hundreds of parameters

« Folder watching: Detect files added or deleted from watched subvolumes or subdirectories

« Safeguard objects: All Safeguard objects can be monitored. This includes access control
lists CACLs) for discs, files, processes, devices, and such. Also, it monitors Safeguard Groups,
Object Types, Security Event Exit Processes (SEEPs), and Globals

» COM program output monitoring: ID can monitor the configuration of any HPE NonStop
utility (such as OSS filesets) or third-party subsystems (for example, data replication tools,
Spooler, HPE NonStop SSL/TLS, BASE24 NCPCOM, Secure Tape and more) which have a
command line inferface

Auditing
« Full auditing of actions (baselining of files or subsystems, control parameter changes, state
fransitions), and EMS alerts

Infrastructure and database
e The database is HPE NonStop based—no extra server hardware or technology required

« Database stored on HPE NonStop has the capability for full protection via Safeguard

Security
« Inbuilt security defining what each user can see or do within ID

e Fully customizable user permissions

Alerting
e 24x7 monitoring generates real-time alerts. Instantly, it sends alerts to SIEM (via syslog),
EMS, or both. Alerts will also be displayed in the GUI

» Found values—ID captures a mismatched value and displays it in the GUI. User can see the
should-be and actual values immediately

e The setftings are fully configurable

Change detection

If a file (or subsystem parameter) is changed and then changed back again to its baselined
value, ID raises an amber alert, indicating that something may be amiss and should be
checked

Hashing
SHA-256 hashing for integrity monitoring fingerprinting—This is a strong algorithm in
compliance with PCI DSS

Documentation
Context-sensitive help (F1 key) and comprehensive user guide

Reporting
» Comprehensive reporting on objects: Report output can be directed to a file, a spooler, or
back to the GUI

* Reports on FIM files can be automatically produced either at the end of a checking cycle or
on a schedule. These can be sent to a file server fo integrate with legacy enterprise FIM tools
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Usability

e It is quick fo set up, easy to configure
« You can add multiple files from a subvolume or multiple subvolumes simultaneously
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» Notes can be used fo track changes and activity within ID. Users can tag a note against
every object monitored. With the correct procedural discipline, this allows history to be
built up over time showing what has happened to an object and what remedies were
actioned. This can reference change documents or trouble tickets so that auditors can see

that the alleged (documented) processes actually took place

» Most of the screens have a built-in print function. PDF prints can be useful offline or as

audit evidence
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Note: All alerting from Integrity Detective is customizable and can be set to be verbose or transition only
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Make the right purchase decision.
Contact our presales specialists.

Chat Email Call
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Hewlett Packard
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We're confident you'll find ID to have the right security and user-friendly features you need.

Ordering information

Product ID Description
BE267AC HPE NonStop Infegrity Detective for L-series
QSN61 HPE NonStop Integrity Detective for J-series

Best-of-breed integrity monitoring

ID is designed and engineered in direct collaboration with the HPE NonStop system admins
and security admins who actually use it. It ensures any defects and deficiencies they've
experienced over the years with other FIM solutions or compliance checkers are not present
in ID.

LEARN MORE AT

hpe.com/info/nonstop
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