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The Rise of AI-Powered Networking Platforms 
The rise of AI-powered capabilities has been one of the most important 
advancements in networking in recent years. IDC survey research and 
consulting engagements indicate that organizations across all world 
regions, vertical industries, and company sizes are advancing their 
expectations for and the use of AI to enhance the engineering and 
operations of their network infrastructure. Various factors are 
contributing to the rise of AI-powered networking, including:  

» Network complexity: Disparate management of network domains 
(e.g., enterprise campus, branch, datacenter, and edge/WAN), 
combined with a heterogeneous mix of technologies and vendor 
solutions, makes efficient and effective network operations 
difficult. Match these complications with the lack of skilled staff to 
optimize the network end-to-end and within specific domains, and 
the IT organization faces overwhelming challenges. 

» Manual operations: The heavy reliance on cumbersome and ad 
hoc management tools and tasks for network engineering and 
operations leads to operational inefficiency, service constraints, delayed innovation, and potential security 
vulnerabilities. Human error and inconsistent design and execution increase the chances of issues arising that 
impact network resiliency and responsiveness and, ultimately, the digital experiences for end users and smart 
devices.  

  

IDC research indicates organizations are increasingly keen to leverage AI-powered 
network engineering and operations capabilities. But what are the core, foundational 
components and functions that drive AI-powered networking platform success?  

KEY STATS 
Key findings on AI-powered networking 
(source: IDC's AI in Networking Special Report, 
2024; n = 1,209): 

• 48% of respondents prefer AI-powered 
network management that both determines 
and executes automated actions for 
problem remediation and optimization. 

• 79% of respondents believe that AI 
capabilities must fuel their network 
automation efforts. 

• 83% of respondents indicate business 
executives fully expect AI to bolster 
network support for digital business 
initiatives. 

• 75% of respondents believe their 
networking staff are excited — not 
threatened — by AI-powered solutions. 

AT A GLANCE 
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» Growing interest in using AI-powered networking: IDC's 2024 AI in Networking Special Report gathered the 
following statistics:  

■ 83% of business executives expect AI to bolster network support for digital business initiatives. 

■ 79% of respondents agree or strongly agree with the statement: "My efforts in network automation 
must be fueled by AI capabilities." 

■ 78% of respondents agree or strongly agree that AI capabilities should heighten the productivity and 
value of networking staff. 

This IDC Spotlight paper outlines the key elements necessary for an AI-powered network platform and showcases IDC 
research outlining the key use cases and benefits of adopting AI-powered networking. 

What Is an AI-Powered Network Platform? 
A key aspect directly related to the rise of AI-powered networking is the concurrent trend of network platforms seeing 
increased criticality and maturity. IDC defines a network platform as an integrated system of hardware and software with 
an intuitive UI, cloud-based management, and native AI capabilities.  

IDC research indicates organizations are increasingly utilizing platform-based approaches 
to networking. In IDC's AI in Networking Special Report, 78% of respondents agreed or 
strongly agreed with the statement: "I am moving to an AI-powered platform approach 
for networking." Another question found that 64% of respondents prefer a platform-
based approach when implementing a technology stack inclusive of networking, 
compute, storage, and observability for GenAI workloads versus 36% who report 
preferring a "best of breed" approach of technology solutions from different providers.  

The rise of AI-powered capabilities is directly linked to the platform approach to 
networking. Network platforms enable more integrated management within and across 
network domains (e.g., across wired and wireless LAN, LAN and WAN, campus and 
datacenter, private on-premises systems, and public cloud services). Network platforms 
provide a richer, more comprehensive data set for fueling AI capabilities compared with 
disparate systems. These intelligent network platforms also transfer certain burdensome IT responsibilities (e.g., systems 
integration, management automation, and ecosystem management) to network platform providers. With the potential 
gains in network service levels and capabilities, staff productivity, and budget savings, support for platform-based 
approaches to networking with native AI capabilities is accelerating. 

The Graduating Elements of an AI-Powered Network Platform  
There are a series of critical elements that build off one another to create an AI-powered network platform. These 
elements include:  

» Data: Having the right tools to collect and process the right data in the right places is essential. Data source volumes 
and variety are critical, as is real-time collection and secure storage, access, and processing capabilities.  

78% of 
respondents 
agreed or strongly 
agreed with the 
statement: "I am 
moving to an AI-
powered platform 
approach for 
networking." 
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» Analytics: Distilling a firehose of data into streamlined, intuitive information is another key element of AI-powered 
network platforms. Examples of AI-enhanced analytical capabilities include trend analysis, anomaly detection, and 
root cause determination of problems within the network. 

» Actions: AI-powered platforms create automated workflows based on data analysis. Two categories of AI-powered 
actions exist, namely, recommended and automated: 

■ Recommended actions: These suggested actions (or series of actions) facilitate improvements, 
optimizations, and repairs. More advanced systems include the ability for single-click execution, which 
IT practitioners can initiate, and assurance capabilities to confirm successful completion. 

■ Automated actions: These facilitate the programmatic execution of actions based on predefined 
guidelines, proactive remediation of foreseen problems before they impact service levels, and AI-
powered activity log recording, enabling a self-driving network. IDC's AI in Networking Special Report 
indicates that organizations are aggressively pursuing a more autonomous network infrastructure. 
Almost 50% of respondents want the network to determine and execute network management 
actions, without direct staff involvement. This percentage has risen dramatically, as AI-driven 
automation is proving very useful — and trustworthy — in other IT and business areas. 

These are the core, foundational elements of an AI-powered network platform; however, various other factors require 
consideration when deploying AI-powered networking solutions (see Figure 1). Top-ranked responses include the quality 
of network data collection and analysis, the ability to perform predictive analysis and detect anomalies, and the execution 
of management automation. 
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FIGURE 1: Top-Ranked AI Capabilities Powering the Network 
Q When evaluating AI-powered capabilities that support engineering and operations across your 

network, rate the importance of each of the following focal points. 

 

n = 1,209 

Source: IDC's AI in Networking Special Report, 2024 

Key Use Cases for AI-Powered Networking  
There are a variety of network engineering and operations use cases that organizations are keen to apply AI-powered 
capabilities to. Data from IDC's AI in Networking Special Report shows that network security is a top focus area, ranking in 
the top 3 use cases alongside operations and management. Key AI-powered network security functions include AI-
powered user and device profiling to aid in zero trust network designs, AI-powered network detection and response, AI-
powered root cause analysis, and guided or automated remediation of network security incidents. Other top-rated focal 
areas for AI-powered networking included network optimization, automation, and observability. 
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More broadly, AI-powered capabilities are particularly strong at analyzing 
network performance, including learning what is normal and abnormal 
behavior, the latter of which is a common harbinger of performance or security 
issues. Optimizing the network's management and performance is another 
broad category for AI-powered networking, including increasing network 
utilization and analyzing historical trends to predict future conditions. 
Remediating problems before they impact service levels and end users is 
another key area. When network problems do arise, organizations want to 
apply AI capabilities to reduce the mean time to identify and the mean time to 
repair network performance or security issues.  

Advice on How to Accelerate Your AI-Powered 
Networking Maturity Journey 
There are various factors to consider as organizations contemplate ways to leverage AI-powered network platforms for 
key use cases. Organizations will be at different maturity levels in their willingness and desire to use AI-powered 
capabilities within their network and across their broader IT infrastructure and digital business model. As such, IDC has 
the following advice on how to accelerate advancement and success along the AI-powered networking journey:  

» Assess AI's potential impact on the present capabilities and future requirements of networking systems, services, 
and staff. Identify key pain points and examine ways that AI-powered capabilities could alleviate challenges. 

» Examine the AI-powered network platform use cases that would be most valuable for your organization and 
consider those as priority areas for beginning or advancing implementations (e.g., data collation, current and 
predictive analysis, threat detection and response, performance optimization, and troubleshooting). 

» Prioritize network technology domains for AI-powered engineering and operations (e.g., LAN, WAN, datacenter, 
security, and cloud) and evaluate available tools to collect and analyze data and provide recommended or 
automated actions.  

» Establish data governance rules to ensure that the use of network data aligns with any internal or external 
regulatory or compliance requirements for your organization. Consider the needs and requirements for sharing 
data across IT teams and tools. Network data and analysis serve many IT domains (e.g., SecOps, DevOps, and SRE). 

» Leverage trusted partners to help start or advance your AI-powered networking journey. Raise the bar for 
networking supplier and cloud service provider support. Leverage managed services where necessary.  

Mist — Juniper's AI-Native Networking Platform  
Juniper Networks provides a wide range of network and security hardware, software, and services across enterprise 
campus, branch, datacenter, cloud, edge, and service provider networks. Core to the company's offerings is Mist, 
Juniper's AI-native networking platform, which uses the Marvis AI engine and is managed via a common cloud-based 
command center. 

  

IDC survey data 
indicates that network 
security is the top 
management function 
organizations are keen 
to apply AI-powered 
networking 
capabilities to. 
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Key components of the Mist platform include: 

» Marvis AI Assistant, a conversational, natural language processing-based interface that leverages the Marvis AI 
engine to ingest data and learn from network devices and applications (Armed with this intelligence, Marvis AI 
Assistant executes or guides proactive management actions that optimize network engineering and operations. 
Combined, the Marvis AI engine and Marvis AI Assistant enhance visibility, automation, and assurance across 
networks to provide secure, reliable connections with measurable key performance indicators.) 

» Marvis Minis, an end-user tool for digital twinning that proactively monitors real-time network conditions that 
impact the user experience (In May 2025, Juniper extended the capability of Minis to conduct digital experience 
monitoring beyond wired and wireless LAN and added the ability to monitor WAN and cloud environments, 
creating end-to-end, client-to-cloud views.) 

» Blueprint for AI-Native Acceleration, which provides free training, validated design guides, templated 
architectures, and advanced deployment and support services to aid customers in maturing their use of AI-native 
networking capabilities 

Juniper has a full range of wired and wireless LAN, WAN/SD-WAN, and integrated services, including domain-specific 
assurance tools, all using Marvis. Juniper's datacenter, security, and WAN management and tooling portfolio utilizes 
Junos OS, a cohesive OS with open programmability and real-time data streaming. Apstra, Juniper's intent-based, 
multivendor network automation tool, supports day 0 through day n operations of enterprise private cloud and hybrid 
cloud datacenters. Juniper has designed its PTX series of switches and routers, with high-density and scalable 100–800GE 
interface speeds, for mission-critical datacenter, WAN, cloud edge, and core functions. 

The Mist platform has built-in security. Juniper's Connected Security portfolio is a suite of on-premises and cloud-based 
security tools, including the SRX series of physical and virtual firewalls. The company also offers a secure services edge 
portfolio of tools, which can combine with its Session Smart Router SD-WAN to create a unified, single-vendor SASE 
architecture. Juniper's Access Assurance is a cloud-based network access control offering that enables organizations to 
establish zero trust network access policies for users and devices. In October 2024, Juniper announced the integration of 
its Connected Security portfolio into the Mist Cloud, expanding the scope of platform management. 

Challenges 

Juniper Networks is well-positioned to take advantage of the AI opportunity in networking, but it faces challenges as it 
looks to further engage with organizations across the globe. As noted, organizations are at varying levels in their network 
management maturity. IDC research shows great interest in organizations using AI-powered networking capabilities — 
just under half of respondents to IDC's AI in Networking Special Report (48%) reported they prefer AI-powered network 
management that determines and executes automated actions for problem remediation and optimization versus 36% 
who prefer AI-powered network management that guides staff remediation and optimization but does not execute 
actions automatically. And while hopes are high for AI-driven network automation, this same survey found that AI 
currently augments and enhances only 20% of wired and wireless LAN management tasks. The expected outlook is 
rather cautious, rising to only 25% in two years. This data shows the delta between the promise of AI and present and 
near-term real-world execution. Suppliers such as Juniper must advance toward the self-driving network ideal while 
meeting real-world network requirements through AI-powered networking capabilities. 
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Juniper has a unique opportunity to help organizations mature their use of AI-powered networking capabilities through 
its platform-based approach with native AI tools. Juniper's Blueprint approach with validated design guides, training, and 
flexible purchasing options is an important step in this direction. Other keys to Juniper's success include educating 
customers on the specific use cases and business benefits of AI-powered network platforms and having tools that meet 
customers where they are in their maturity journey. 

Conclusion 
It's an exciting time in the networking industry. The rise and mainstream adoption of AI-powered tools to aid in the 
engineering and operations of networks represent a transformational opportunity for how organizations deploy, 
operate, secure, troubleshoot, optimize, and evolve their network infrastructures. However, such a significant transition 
will not come to fruition overnight. There are important elements of AI-powered network platforms and key use cases 
that IT organizations, solution suppliers, and service providers can target for investment and advancement. Taking an 
aggressive, yet targeted, approach to leveraging AI capabilities for the network is a powerful way to overcome many of 
the challenges that have plagued network management and networking executives and staff for years. 
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Mark Leary, Research Director, Network Analytics and Automation 
Mark's core worldwide research coverage focuses on the advancement and adoption of network 
observability solutions, the development of network automation capabilities by both technology suppliers 
and enterprise organizations, and the innovation and impact associated with AI workloads and AI-powered 
capabilities on network solutions, engineering, and operations. 

Brandon Butler, Senior Research Manager, Enterprise Networks 
Brandon's research focuses on market and technology trends, forecasts, and competitive analysis in 
enterprise campus and branch networks. His coverage includes technologies used in local and wide area 
networking, such as Ethernet switching, routing/SD-WAN, wireless LAN, and enterprise network 
management platforms. 

MESSAGE FROM THE SPONSOR 

Juniper Networks believes that connectivity is not the same as experiencing a great connection. Mist, Juniper's AI-
native networking platform is built from the ground up to leverage AI to deliver exceptional, highly secure, and 
sustainable user experiences from the edge to the data center and cloud. 
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