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Before you can turn data into actionable insights, 
you need to get your data house in order. These 
five fundamental steps help turn data into insights.
For enterprises, intelligent data management is more crucial than ever. 
Training AI models to make accurate and useful predictions will drive 
business decision‑making in 2024 and beyond, and data remains the 
essential fuel that powers generative AI. But many large enterprises are still 
unable to take advantage of this transformative technology because their 
data isn’t ready for AI prime time.

Eight out of ten chief data officers believe embedding generative AI solutions 
into their operations will transform their businesses. But the majority (57%) 
have yet to prepare their data for ingestion into the large language models 
(LLMs) that power generative AI.1

There are several reasons for this. Many enterprises don’t really know how 
much data they have, where it’s kept, or what kinds of intelligence might 
be locked away inside it. The data might contain sensitive or proprietary 
information that could cause compliance headaches later. The data may 
be stored in incompatible formats across a range of locations or be of 
questionable quality.

Modernizing your data management strategy requires a different mindset 
and a new approach. Here are five fundamental steps enterprises must take 
before they can begin to turn their data into actionable intelligence.

1.	 Establish comprehensive data governance 
policies

According to Peter Moser, senior distinguished technologist at 
Hewlett Packard Enterprise, good governance is the key to an effective data 
strategy. But this strategy needs to be implemented across the organization, 
not on a department-by-department basis.

“Right now, most strategies are departmentalized, based on whoever the end 
user of record is for that system,” he says. “But if you want to be a data-driven 
company, you need policies around how your entire company is going to 
be driven by data. That means establishing common rules around data 
ownership, stewardship, access, and security frameworks.”

Before you can formulate a company-wide strategy, you first need to know 
what data you have, where it is, who has access to it, and how you plan to 
use it, says Glyn Bowden, lead architect of AI and observability information 
for HPE’s Office of the CTO.

1 �“CDO Agenda 2024: Navigating Data and 
Generative AI Frontiers,” Amazon Web 
Services, 2023

https://d1.awsstatic.com/psc-digital/2023/gc-600/cdo-agenda-2024/cdo-agenda-2024.pdf
https://d1.awsstatic.com/psc-digital/2023/gc-600/cdo-agenda-2024/cdo-agenda-2024.pdf
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“The very first step is understanding what data is in your ecosystem,” says 
Bowden. “That could be as simple as putting in a policy that says every piece 
of data must have an owner, and you must go through that owner before you 
get to leverage that piece of data.”

Yet, it’s not enough to simply know what’s in your data store. You also need 
to classify the data so you can identify whether it contains personally 
identifiable information, health data, intellectual property, proprietary code, 
or other sensitive materials. Data that falls under privacy regulations such 
as the European Union’s General Data Protection Regulation (GDPR), the 
U.S. Health Insurance Portability and Accountability Act, and the California 
Privacy Rights Act must be identified and treated differently.

“Getting the full narrative of that data allows you to be far more accurate 
in classifying what that data is and the value it generates for the business,” 
Bowden says. “That’s much more valuable than simply categorizing 
something as, for example, a video stream. It could be security camera 
footage, medical imaging, or something else entirely.”

Today, much of this work is done manually. That’s not going to scale as the 
volume and complexity of data increases, Bowden warns. Metadata tools are 
already essential to classify data automatically based on the format it’s in, the 
context in which it’s used, and other data adjacent to it.

2.	 Keep the right data in the right places

Enterprise data is everywhere. But that doesn’t necessarily mean your data 
is being maintained in the most efficient or cost-effective places. Where you 
store your data almost always comes down to which people or applications 
need access to that data, as well as the costs associated with data ingress 
and egress, explains Bowden.

“If there’s a single application using that data, the best place for that data 
is to sit right next to that app,” he says. “The cloud has value when the 
data stretches beyond that application and others need to start using it. 
Enterprises with the most mature environments tend to keep most of their 
data on-prem, where they have total control over the infrastructure and the 
data is easier and cheaper to access.”

The more frequently you need to access a particular data set, the more 
you’ll pay for that storage tier. “If you don’t tier that storage appropriately, it 
becomes very expensive to maintain,” says Moser. “You may want your most 
critical data — in ‘hot’ storage. But once that data has been capitalized on, 
you’ll want to move it to some kind of less expensive ‘cold’ storage.”
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3.	 Clean your data, but don’t delete it

Nearly 80% of chief data officers (CDOs) say that one of their most important 
responsibilities is improving the quality of their data.2 That’s difficult because 
data is inherently messy.

Typos, misspellings, inconsistent treatment of common terms or names, 
invalid entries, incorrect formatting, missing information, duplicate or 
incomplete records — there’s a lengthy list of things that can make good 
data go bad. And if you’re hoping to use this information to drive decisions, 
you’ll want clean, high-quality data.

“With AI and other advanced forms of analytics, it’s garbage in, garbage out,” 
notes Moser. “You really need to know what data you’re using and be able to 
trust that it’s of high quality.”

Several off-the-shelf tools can help organizations deduplicate information, 
eliminate inconsistencies between nearly identical records, and use 
synthetically generated data to fill in gaps where information is missing.

But cleaning data too thoroughly can sometimes change it in ways that lead 
to problems later, warns Bowden. A level of data cleaning that’s appropriate 
for one use case may damage it for use in other cases. For example, if you’re 
a financial institution looking into fraud, maintaining records of duplicate 
accounts or transactions may be necessary to complete investigations.

4.	 Modernize your data protection policies

Data security is always a high priority for enterprises. But the complexity 
of protecting sensitive data increases by orders of magnitude when it 
moves from one location to the next, is combined with other data sets, or is 
uploaded to public-facing LLMs.

“The more you move data, the greater the attack surface,” says Moser. “Think 
about the edge — retail stores, hospitals, factories, distribution centers, 
vehicles. These things typically don’t have the same security measures you 
have in your data center. And as that data moves from the edge back to the 
data center, it’s exposed even more.”

Much of the solution will come down to having modern data governance 
and protection policies that are flexible enough to adapt as use cases 
change, adds Bowden.

Increasingly, enterprises will want to keep their most sensitive data closer 
to home and train LLMs using their own data on-premises, says Moser. This 
can help avoid inadvertent data leaks, as well as the problem of generative AI 
bots making inaccurate predictions based on questionable training data.

2 �Ibid
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5.	 Create a data-driven culture

The goal of a modern data management strategy is to generate new insights 
and drive innovation. The dramatic rise in the capabilities of AI will go a long 
way toward making that possible, but it will also have an enormous impact 
on nearly every other aspect of the organization — from how it invests in 
innovative technologies to changes in business processes, skill acquisition, 
and staffing.

The biggest changes will be cultural, says Moser.

“Technology can only take you so far,” he says. “Not enough companies are 
thinking about the impact this will have on people and how disruptive it’s 
going to be when you start embedding AI into your workflows. There’s a 
huge structural component that must happen in parallel with the evolution 
in technology. If you don’t transform culturally and help people to see AI as 
an enabler to do their jobs better and faster, you won’t be able to reap the 
full benefits.”
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