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1. Introduction

The Hewlett Packard Enterprises, Inc. (HPE) iLO 7 is actively engaged in achieving DISA! STIG? compliance.
This document details compliance with the following STIGs and SRG3s in order to meet:

e Web Server SRG v4r3
e Network Device Management STIG v5r3

The iLO 7 is a Baseboard Management Controller,., which is an autonomous management processor built into the
server. It provides a Manager and Agent on either physical servers or virtual machines (VM).

HPE iLO 7 is a remote server management processor embedded on the system boards of supported HPE servers
and compute modules. iLO 7 enables the monitoring and controlling of servers from remote locations,
independent of the server OS or state of the server hardware. iLO 7 may be installed on the following HPE ProLiant
Servers:

e HPE ProLiant Compute ML350 Gen12
e HPE ProLiant Compute DL320 Gen12
e HPE ProLiant Compute DL340 Gen12
e HPE ProLiant Compute DL360 Gen12
e HPE ProLiant Compute DL380 Gen12
e HPE ProLiant Compute DL380a Genl12

1.1 Purpose

DISA RME* developed the above listed SRGs and STIGs to ensure secure deployment and configuration of products
within the Department of Defense Information Network (DoDIN). SRGs contain generalized requirements for
product types. Mapping the generalized requirements to a specific product to achieve compliance proves to be a
challenge. This guide provides configurations and mitigations for the HPE iLO 7 to meet the listed SRGs and STIGs
in Section 1. Use this document as a guiding document for installation and administration of HPE iLO 7 when
deployed within the DoDIN. Only refer to HPE documentation as directed within this document.

Table 1 below lists the guidance documents relevant to the installation and configuration of HPE iLO 7.

Table 1 — HPE iLO 7 Guidance Documents

Document Name Description

Setting up iLO A web page containing detailed steps for the basic preparation, installation, and maintenance of
the SUT, which can be found at
https://support.hpe.com/hpesc/public/docDisplay?docld=sd00005342en us&page=GUID-
092824C0-43C6-4F81-8A5B-331CD8EA5B7D.html

iLO 7 User Manual A web page containing detailed steps for proper usage and monitoring of the SUT, which can be
found at
https://support.hpe.com/hpesc/public/docDisplay?docld=sd00005342en_us&docLocale=en_US

1 DISA — Defense Information Systems Agency

2 STIG — Security Technical Implementation Guide
3 SRG - Security Requirements Guide

4 RME — Risk Management Executive

HPE iLO 7 V6.30
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1.2 Target Audience

The audience for this document consists of the end-user, the HPE development staff, and ISSM°s within the DoD.

1.3 Document Conventions

The following font conventions are used throughout this document:

e Bold text is used for general emphasis, selected elements, and HPE iLO 7 documentation sections.
o Bold text with the greater-than symbol, “>”, is used to separate navigation steps or selections.

e Jtalics font is used for document titles, references, and files on the system.

e Courier New fontisusedfor files,directories, and commands.

o All caps are used for user ROLES.

e Lower case is used for usernames.

1.4 HPE iLO 7 Deployment Scenario

HPE iLO 7 is deployed on a physical server. Throughout this document, configurations will be described in terms
of this deployment scenario.

1.5 Assumptions

The writers of this document assume the following:

e TheilO 7 is assumed to be physically protected in its operational environment and not subject to
physical attacks that compromise the security and/or interfere with the device’s physical
interconnections and correct operation. This protection is assumed to be sufficient to protect the device
and the data it contains.

e Deployment scenario:

o Physically secured in locked computer room
o Located behind the enclave firewall

1.6 Required Ports

Connections to the iLO 7 web interface are established via SSH or HTTPS. iLO 7 employs TLS® v1.2 or v1.3 to protect
the communication path to external entities.

All necessary ports are whitelisted in the firewalld service and unnecessary ports are closed by default. Any
deviation from the default must be defined in the Ports, Protocols, and Services Management (PPSM) Registry.

Please ensure your network’s firewall settings allow communications using the following ports:

51SSM — Information Systems Security Manager
5 TLS — Transport Layer Security

HPE iLO 7 V6.30
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Table 2 — HPE iLO 7 Required Ports

’ Description

September 2025

Port Protocol Service
22 TCP? SSH8 Provides encrypted connection to the iLO command line protocol
25 TCP SMTP AlertMail SMTP port
123 ubpP NTP NTP server access
161 ubpP SNMP SNMP client access
162 uDP SNMP SNMP monitoring applications (alerts/traps)
514 uDP SYSLOG Remote SYSLOG port
636 TCP LDAPS Secure Directory Server Connection

All ports not listed in Table 2 shall be closed to meet the following requirements:

e SRG-APP-000142-NDM-000245
e SRG-APP-000141-WSR-000075

7 TCP — Transmission Control Protocol
8 SSH — Secure Shell

HPE iLO 7 V6.30
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2. Installation Procedure

HPE provides guidance for how to properly install iLO 7 in the HPE iLO 7 User Guide located at
https://support.hpe.com/hpesc/public/docDisplay?docld=sd00005342en_us&doclLocale=en_US. When applying
the guidance provided in this guide, refer to the Setting up iLO section for additional guidance on these steps.

2.1 |Initial Preparation

The administrator should ensure the following items are acquired before installation:
e List of RAE® requirements (List which requirements that RAE component can meet by STIG ID):

o VMware ESXi Hypervisor v6.5 or later for in-band communication.
o Remote system connecting to iLO over HTTPS (Web GUI) or SSH (CLI) for out of band communication.

e Network Configuration details:

Syslog Server address

Active Directory configuration information
CRL address

DNS Server address(es)

NTP server addresses

O O O O O

2.2 Download and Verify Installation File

The system administrator must be able to verify that software components have been digitally signed prior to
installation to comply with the following requirement:

e SRG-APP-000131-NDM-000243
e SRG-APP-000516-NDM-000351
e SRG-APP-000131-WSR-000051
e SRG-APP-000131-WSR-000073

The HPE iLO 7 firmware is available to download online at the HPE Support Center located at:
https://support.hpe.com/connect/s/softwaredetails?language=en_US&softwareld=MTX_7c3c8b0885684896b9
e525b43b&tab=releaseNotes.

The installed version number may be verified on the banner of the iLO Web GUI.

To verify iLO 7’s digital signature, the results must be checked using the SHA-256 Checksum values published in
the installation instructions at the above HPE Support Center web link.

2.2.1 Configure DoD Banner

The STIG Compliance menu must be enabled to apply the mandatory DoD banner content, and the banner must
be explicitly acknowledged by the user. This is required in order to comply with the following requirements:

9 RAE — Required Ancillary Equipment
10 CRL — Certificate Revocation List

HPE iLO 7 V6.30
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SRG-APP-000068-NDM-000215
SRG-APP-000069-NDM-000216

To configure the DoD banner, perform the following procedure:

1.
2.

Log into the iLO 7 Dashboard with an Administrator account.

Click Security on the left navigation pane and click Login Security Banner.

The Login Security Banner page appears.

Click Set Login Security Banner.

The Set Login Security Banner window appears.

Select Display Security Banner on login screen check box.

To customize the security message, enter the following message in the Security Message text box:

"You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized
use only. By using this IS (which includes any device attached to this IS), you consent to the following
conditions: -The USG routinely intercepts and monitors communications on this IS for purposes
including, but not limited to, penetration testing, COMSEC monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE), and counterintelligence (Cl) investigations. -At any
time, the USG may inspect and seize data stored on this IS. -Communications using, or data stored on,
this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed
or used for any USG-authorized purpose. -This IS includes security measures (e.g., authentication and
access controls) to protect USG interests--not for your personal benefit or privacy. -Notwithstanding the
above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring of
the content of privileged communications, or work product, related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants. Such communications and work
product are private and confidential. See User Agreement for details."

HPE iLO 7 V6.30
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Set Login Security ®
Banner

‘ Display Security Banner on Login Screen

Security Message™

You are accessing a U.S. Government (USG) -
Information System (IS) that is provided for
USG-authorized use only. By using this IS

(which includes any device attached to this IS),

you consent to the following conditions: -The

USG routinely infercepts and monitors
communications on this IS for purposes

including, but not limited to, penetration

testing, COMSEC monitoring, network

operations and defense, personnel misconduct
A

202 bytes left

m Use Default Message

Figure 1 — Set Login Security Banner Content Box

6. Click Update.

The security message is displayed at the next login.

2.2.2 Secure unnecessary/nonsecure ports/protocols/services

All unnecessary ports must be disabled in order to comply with the following STIG:

SRG-APP-000142-NDM-000245
SRG-APP-000141-WSR-000075
SRG-APP-000383-WSR-000175
SRG-APP-000141-WSR-000076
SRG-APP-000141-WSR-000078
SRG-APP-000141-WSR-000080

To disable unnecessary ports, perform the following:

1. Click iLO Settings in the left navigation pane and click Access.
The Access page appears.

2. Click next to the Access settings category that you want to update.
The edit window appears.

3. Update the settings as needed and click Update.
Depending on the type of setting you changed, the following might happen:
iLO notifies you that the update is complete.
iLO notifies you that pending changes require a reset to take effect.

HPEiLO 7 V6.30
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4, Click to close the edit window.

If a reset is required and you are done updating access settings, click Reset iLO.
iLO prompts you to confirm the request.

6. Click Yes, reset iLO.
It might take several minutes before you can re-establish a connection.

IPMI

| (] 1PMI/DCMI over LAN

IPMI/DCMI over LAN Port

| 623

| IPMI over KCS

Figure 2 — Example Update Access Settings Category Dialogue Box

2.2.3 Disable Service Port

The iLO Service Port must be disabled in order to comply with the following STIG:
e SRG-APP-000142-NDM-000245
To disable the service port, perform the following:

1. Click Security in the left navigation pane
The iLO Service Port page appears.

2. Click next to iLO Service Port section.
iLO Service Port window appears.

3. Configure the following settings:

4. Clear the checkmark next to iLO Service Port.Click Update.
The updated settings take effect immediately, and information about the configuration change is logged
in the iLO event log.

HPEiLO 7 V6.30
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iLO Service Port

‘ |:| iLO Service Port

Mass Storage

USB Flash Drives

Require Authentication

Network

‘ USB Ethernet Adapters

Figure 3 —iLO Service Port Security Dialogue Box

The service port may be reenabled as necessary for emergency maintenance purposes.

2.2.4 Secure SNMP

A FIPS-validated Keyed-Hash Message Authentication Code (HMAC) must be used to authenticate SNMP messages
and protect the integrity of nonlocal maintenance and diagnostic communications in order to comply with the
following requirements:

e SRG-APP-000395-NDM-000310
e SRG-APP-000411-NDM-000330

In order to disable SNMPv1 and enable SNMPv3, perform the following procedure:

1. Click iLO Settings in the left navigation pane and click Alert & Logging.
The Alert & Logging page appears.

2. Click SNMP Settings.
The SNMP Settings page appears.

3. Click the edit icon (pencil) on SNMPv1 Settings section.
The SNMPv1 Settings window appears (see Figure 4

HPEiLO 7 V6.30
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4. Uncheck the boxes next to SNMPv1 Request and SNMPv1 Trap.
5. Click Update to disable SNMPv1.

SNMPv1 Settings

‘ SNMPv1 Request

‘ SNMPv1 Trap

Read Community 1

Read Community 2

Read Community 3

Figure 4 — SNMPv1 Settings Content Box

6. Click the edit icon (pencil) on SNMPv3 Settings section.

The SNMPv3 Settings window appears.
7. Check the boxes next to SNMPv3 Request and SNMPv3 Trap.

Click Update.

HPEiLO 7 V6.30

©2025 Hewlett Packard Enterprises, Inc.
Page 13 of 31



iLO 7HPE iLO 7 STIG Hardening Guide September 2025

3. System Configurations

Once installation is complete, administrators must perform additional configuration steps to ensure HPE iLO 7 is
operated in the compliant configuration. These additional configuration steps are described in the sections below.

3.1 FIPS Mode

This section refers to functionality currently undergoing development. A table listing the applicable STIG ID’s and
the release with which this functionality will be available may be found in Section Error! Reference source not f
ound..

3.1.1 Enable FIPS Mode

Ensure iLO 7 is operating in FIPS mode by performing the following procedure:
1. Click Security in the left navigation pane and click Encryption and Security.
The Encryption and Security page appears.
2. Click Update Security State.
The Overview window appears.
3. Select FIPS in the Security State menu and then click Update.
iLO prompts you to confirm the request.
4. To confirm the request to enable the FIPS security state, click Yes, apply and reset.

iLO reboots with the FIPS security state enabled. Wait at least 90 seconds before attempting to re-
establish a connection.

3.1.2 Install SSL Certificate

The default self-signed SSL certificate is not allowed when the FIPS security state is enabled. Previously installed
trusted certificates (either installed through Manual Import are deleted when you set iLO to use the FIPS security
state. To install a trusted certificate, perform the following procedure:

1. Navigate to the iLO Web GUI and log in using the Administrator account.
2. Click on Security in the left navigation panel.

3. Click on the SSL Certificate tab.

4. Click the Generate CSR or Regenerate CSR button.

To configure the Certificate Signing Request (CSR) and import the new certificate, follow the steps provided in the
“Generate CSR and Import an SSL Certificate” section of HPE iLO 7 User Guide.

3.1.3 Configure Access Settings

Disable the IPMI/DCMI over LAN Access, Anonymous Data, and SNMP Access options on the Access Settings page.

HPE iLO 7 V6.30
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IMPORTANT: Some iLO interfaces, such as the standards-compliant implementations of IPMI and SNMP, are
not FIPS-compliant and cannot be made FIPS-compliant.

3.2 HTTPS Configuration

iLO 7 must use a secure method for remote communication in order to comply with the following requirements:

SRG-APP-000412-NDM-000331
SRG-APP-000880-NDM-000290
SRG-APP-000014-WSR-000006
SRG-APP-000015-WSR-000014

To configure iLO 7 to use HTTPS, perform the following procedure:
Navigate to the iLO Web GUI and log in using the Administrator account.
1. Click on Host in the left navigation pane.
2. Click on Remote Console.
3. Inthe Security section, click the edit (pencil) icon.

The Security window appears (see Figure 5).

Security

Remote Console Computer Lock

| Disabled

Keyl

| IRC Requires a Trusted Certificate in iLO. ‘

Figure 5 — Security Settings Content Box

4. Check the block next to IRC requires a Trusted Certificate in iLO.
5. Click Update.

HPEiLO 7 V6.30
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Note: If a trusted TLS certificate is not imported into the TOE, enabling this setting will result in certificate
validation errors when launching iLO HTML5 Console

3.3 Configure TLS Certificate

A TLS certificate must be installed in order to comply with the following requirements:

e  SRG-APP-000014-WSR-000006
e SRG-APP-000015-WSR-000014
e SRG-APP-000439-WSR-000151

To install the certificate, perform the following procedure:
1. Navigate to the iLO Web GUI and log in using the Administrator account.
2. Click on Security in the left navigation pane and click TLS Certificate.
The TLS Certificate window appears.
Click the Configure Certificate button.
Under the Select a Strategy menu, click the button next to Import an SSL Certificate & Private Key.

Paste the X.509 certificate and private key into their respective text boxes.

o U ok~ w

Click Import, then click the X to close the SSL Certificate window.

3.4 Configure LDAP Server

LDAP centrally managed account services must be implemented with validated certificates configured to map to
unique user accounts in order to meet the following requirement:

e SRG-APP-000177-NDM-000263
e SRG-APP-000340-NDM-000288
e SRG-APP-000033-WSR-000169

Ensure the LDAP server is configured to identify and authenticate users by performing the following:

1. Navigate to the iLO Web GUI and log in using the Administrator account.

2. Click Security in the left navigation pane and click Authentication.

The Authentication page appears.

Click Directory & LDAP.

The Directory & LDAP page appears..

Click on the edit icon (pencil) in the Authentication Options menu.

For the LDAP Directory Authentication option, select Use HPE Directory Default Schema.

No v ksuw

To configure the Directory Server Settings section, follow the steps provided in the “Directory
authentication and authorization settings in iLO” section of the iLO 7 User Guide.

8. Click on the Update button.

3.4.1 LDAP Server CA Certificate Installation

To install the CA Certificate, perform the following procedure:

HPE iLO 7 V6.30
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1.

3.5

Click Security in the left navigation pane and click Authentication.
The Authentication page appears.

Click Directory & LDAP.

The Directory & LDAP page appeatrs.

In the Directory Server CA Certificate section, click the upload arrow.
Paste the X.509 Certificate into the text box.

Click Import.

CAC Authentication Settings

CAC/Smartcard authentication must be enabled in order to comply with the following requirement:

SRG-APP-000149-NDM-000247
SRG-APP-000033-WSR-000169

To configure CAC authentication, perform the following procedure:

6.

10.

11.
12.
13.

3.6

Click Security in the left navigation pane and click Authentication.
The Authentication page appears.

Click CAC/Smartcard

The CAC/Smartcard page appears.

Under Manage Trusted CA certificate, click Import.

This certificate is used to validate certificates that are presented to iLO. The certificate must be
compliant with the configured iLO security state.

Configure the following in the Settings under CAC/Smartcard page.
a) Enable CAC Smartcard Authentication.
b) Enable CAC Strict Mode.

Click Update to save the changes in CAC/Smartcard > Settings page .
iLO prompts you to confirm the request, which requires an iLO reset.
Click Yes, apply and reset.

Import a Certificate Revocation List (CRL) .

To check user certificates using the Online Certificate Status Protocol (OCSP), enter an HTTPS URL for the
OSCP URL field under CAC/Smartcard > Settings and click Update.

Network Server Configurations

The following network servers shall be configured to meet SRG and STIG requirements as noted throughout this

guide.
[ ]
[ ]

Syslog Server — instructions for syslog server configuration can be found in Section 3.8
NTP Servers —instructions for system clock alignment can be found in Section 3.7.

Active Directory Server — instructions for enabling SAML authentication and setting up identity providers
can be found in Section 3.4.
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3.7 Configuring SNTP settings

The following section applies to configuration modifications to the system clock alignment to meet the following
requirements:

SRG-APP-000116-NDM-000234
SRG-APP-000920-NDM-000320
SRG-APP-000925-NDM-000330
SRG-APP-000116-WSR-000066

In order to configure SNTP, perform the following procedure:
1. Navigate to the iLO Web GUI and log in with the Administrator account.
2. Click on iLO Date/Time in the General Information section of the dashboard.
3. Click on the edit icon (pencil) in the SNTP section.

The SNTP Settings Content Box appears (see Figure 6).

SNTP

‘ || Use DHCPv4 Time Settings

‘ Use DHCPv6 Time Settings

Stateless DHCPv6 is currently disabled. To use
DHCPvé Supplied Time Settings, enable Stateless
DHCPv6 in the IPvé tab first.

‘ \ \ Propagate NTP Time to Host

Primary Time Server

‘ 10.0.30.2

Secondary Time Server

Time Zone

‘ Bogota, Lima, Quito, Eastern Time(US & Ca ~ ‘

Changes to SNTP cenfiguration may a
require an iLO reset in order fo fake effect.
Primary Time Server, Secondary Time

Server, Time zone, and Time Propagation
settings are shared between all iLO

Network Ports. Also iLO source of time will

set to network and your local date and fime o

m Cancel

Figure 6 — SNTP Settings Content Box

9. Change the Use DHCPv4 Supplied Time Settings option to Disabled.
10. Ensure the Use DHCPv6 Supplied Time Settings option is set to Disabled.
11. Change the Propagate NTP Time to Host option to Enabled.
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12. In the Primary Time Server and Secondary Time Server text boxes, type the IP address of the SNTP
servers.

13. In the Time Zone dropdown list, select the current time zone.
14. Click Update to save the changes.

iLO notifies you that an iLO reset is required for one or more pending changes to take effect.
15. Click the Reset button.

It may take several minutes before a connection is reestablished.

16. Click the OK button in the pop-up message.

3.8 Syslog

The system must be configured to write application logs to two separate centralized log repositories to meet the
following requirement:

e SRG-APP-000515-NDM-000325
e SRG-APP-000516-NDM-000350
e  SRG-APP-000125-WSR-000071

In order to configure syslog, perform the following procedure:

1. Click Settings in the left navigation pane and click Alert & Logging.
2. The Alert & Logging page appears.
3. Click the ellipsis icon next to Remote Syslog and select Edit Settings.
The Remote Syslog Settings page appears.
Set the Enable iLO Remote Syslog option to enabled.
Enter the following information:
o Remote Syslog Port
o Two Separate Remote Syslog Server IP’s (separated with a semicolon in between)
Click Update to save the changes.
Click the X to close the window.

3.9 Configure User Roles

Roles must be configured to prevent non-privileged users from executing privileged functions. One local account
of last resort should be enabled. Multifactor authentication must also be implemented. These configurations are
necessary to comply with the following requirements:

e SRG-APP-000029-NDM-000211
e SRG-APP-000133-NDM-000244
e SRG-APP-000153-NDM-000249
e SRG-APP-000175-NDM-000262
e SRG-APP-000231-NDM-000271
e SRG-APP-000329-NDM-000287
e SRG-APP-000340-NDM-000288
e SRG-APP-000408-NDM-000314
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SRG-APP-000491-NDM-000316
SRG-APP-000516-NDM-000335
SRG-APP-000705-NDM-000110
SRG-APP-000820-NDM-000170
SRG-APP-000825-NDM-000180
SRG-APP-000148-NDM-000346
SRG-APP-000118-WSR-000068

1. Click iLO Settings in the left navigation pane and click User Management.

The User Management page appears.
2. Click Users.

September 2025

The Users page appears and the local user accounts details are displayed on the Local Users table.

3. Ensure only one administrator account is enabled.
Select the administrator account by clicking the check box next to the Login Name.

5. Click Edit User.

The Edit User window appears (see Figure 7).

In the Role section, select Custom from the drop down menu.

Click the check box next to Select All under Privileges.
Click Update, then the X to close the Edit User window.

Edit User

User Information

Login Name™

User Permissions
Role

| Administrator

| | Custom

User Name™

Privileges

| Administrator

| |:| Change Password

Select Al

-2] Login

=) Remote Console

(") Virtual Power and Reset
& Virtual Media

B Host BIOS

JB Configure iLO Settings
8@ Administer User Accounts
&, Host NIC

Host Storage

B, Recovery Set

Figure 7 — Edit User Content Box
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9. After adding the user, go back to Users -> Local Users and select the check box next to the user for whom
you wish to import a CAC/Smart Card Certificate.

10. Click Actions, then select Import CAC/Smart Card Certificate from the drop down menu.
The Import CAC/Smart Card Certificate window appears.

Import CAC/Smart Card
Certificate

SSL Certificate
Paste the base64-encoded X.509 Cerfificate™

Figure 8 — Import CAC/Smart Card Certificate Content Box

11. Paste the certificate for the selected user account in PEM encoded Base64 format in the Certificate box.
12. Click Import to import the certificate.
13. Click the X to close the Import CAC/Smart Card Certificate window.

3.10 Configure Password Settings

The network device must enforce a minimum 15-character password length and enforce password complexity
by requiring at least one of each of the following characters: uppercase, lowercase, numeric, and special.
These configuration settings are required in order to comply with the following requirements:

e SRG-APP-000164-NDM-000252
e SRG-APP-000166-NDM-000254
e SRG-APP-000167-NDM-000255
e SRG-APP-000168-NDM-000256
e SRG-APP-000169-NDM-000257
e SRG-APP-000860-NDM-000250
e SRG-APP-000865-NDM-000260

To configure iLO 7’s password settings, perform the following procedure:
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Navigate to the iLO Web GUI and log in with the Administrator account.

2. Click iLO Settings in the left navigation pane and click User Management.
The User Management page appears.

3. Click the edit (pencil) icon on the top right of the Settings section.

The Settings window appears (see Figure 9).

Increase the Minimum Password Length to 15.

Check the box next to Password Complexity.

Click Update.

Click the X to close the Settings window.

No vk

Settings
Authentication Failures Before Delay
‘ 1 Failure Causes No Delay

Authentication Failure Delay Times™

‘ 5 Seconds

Authentication Failure Logging

‘ Enabled - Every Failures

Minimum Password Length™

‘15

‘ ‘ ‘ Password Complexity

Idle Connection Timeout(minutes)

‘l 15
m Cancel

Figure 9 — User Management Settings Content Box

3.11 Session/Idle Timeout Configuration

.Network connections associated with a device management session must be terminated after five minutes of
inactivity in order to comply with the following requirement:

e SRG-APP-000190-NDM-000267
To configure iLO 7’s idle timeout settings, perform the following procedure:

1. Navigate to the iLO Web GUI and log in with the Administrator account.
2. Click iLO Settings in the left navigation pane and click User Management.
The User Management page appears.
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3. Click the edit (pencil) icon on the top right of the Settings section.
The Settings window appears (see Figure 9 above).

Click the down arrow under Idle Connection Timeout(minutes).
Select 5 from the drop down menu.

Click Update.

Click the X to close the Settings window.

No vk

3.12 Auditing Configuration

HPE iLO 7 includes the audit events in Table 3 as required by the SRGs and STIGs listed in Section 1, in order to
meet the following requirements:

e SRG-APP-000026-NDM-000208
e SRG-APP-000027-NDM-000209
e SRG-APP-000028-NDM-000210
e SRG-APP-000029-NDM-000211
SRG-APP-000080-NDM-000220
SRG-APP-000091-NDM-000223
SRG-APP-000092-NDM-000224
SRG-APP-000095-NDM-000225
SRG-APP-000096-NDM-000226
SRG-APP-000098-NDM-000228
SRG-APP-000099-NDM-000229
SRG-APP-000100-NDM-000230
SRG-APP-000101-NDM-000231
e SRG-APP-000319-NDM-000283
e SRG-APP-000343-NDM-000289
e SRG-APP-000374-NDM-000299
e SRG-APP-000375-NDM-000300
e SRG-APP-000381-NDM-000305
e SRG-APP-000495-NDM-000318
e SRG-APP-000499-NDM-000319
e SRG-APP-000503-NDM-000320
e SRG-APP-000504-NDM-000321
SRG-APP-000505-NDM-000322
SRG-APP-000506-NDM-000323
SRG-APP-000089-WSR-000047
SRG-APP-000092-WSR-000055
SRG-APP-000095-WSR-000056
SRG-APP-000096-WSR-000057
SRG-APP-000097-WSR-000058
SRG-APP-000098-WSR-000059
SRG-APP-000098-WSR-000060
e SRG-APP-000098-WSR-000061
e SRG-APP-000100-WSR-000064
e SRG-APP-000116-WSR-000066

HPE iLO 7 V6.30

©2025 Hewlett Packard Enterprises, Inc.
Page 23 of 31



iLO 7HPE iLO 7 STIG Hardening Guide

Log Requirement

e Account creation

Table 3 — Audit Events in HPE iLO 7

Audit Example

User CorsecAdmin added by: Administrator., Jul 15,
2025, 8:10:42 AM UTC

Notes

September 2025

e Account modification

User test modified by: Administrator., Jun 18, 2025,
7:10:12 AM UTC

e  Account disabled

User with Account Id 65545 is Disabled by
Administrator., Jul 15, 2025, 8:23:06 AM UTC

e  Account removed

User CorsecTest deleted by: Administrator., Jul 15,
2025, 8:25:28 AM UTC

. Login success

Browser login: Administrator - 10.0.10.24(DNS name
not found).

Login failure

Browser login failure from: 10.100.0.9(DNS name not
found).; Jul 15, 2025, 4:36:20 AM UTC

. System startup

Power restored to iLO., Jul 2, 2025, 8:45:35 AM UTC;
iLO network link up at 1000 Mbps., Jul 2, 2025,
8:45:46 AM UTC; APO: Restored power state to
standby., Jul 2, 2025, 8:46:18 AM UTC; Server reset.,
Jul 2, 2025, 8:46:24 AM UTC

System shutdown

Server power removed., Jul 2, 2025, 8:47:40 AM UTC

Privileged access
success

Power-On signal sent to host server by:
Administrator., Jun 24, 2025, 6:26:29 AM UTC

e  Full-text recording of
privileged commands

Account service setting -
AuthenticationFailureLogging modified by :
Administrator, The security state of "Authentication
Failure Logging" parameter on security dashboard is
"OK". State is "Enabled" and ignore option is "False".,
Jun 14, 2025, 2:28:49 AM UTC

° Session timeout

Browser logout: CorsecTest - 10.100.0.10(DNS name
not found). Jul 15, 2025, 8:23:24 AM UTC

e  Concurrent logons
from different
workstations

Sessions List: Local User : CorsecTest, 10.100.0.9, Jul
15, 2025, 8:10:52 AM UTC, 5m ago, Jul 15, 2025,
8:45:54 AM UTC, Web Ul; Local User : CorsecTest,
10.100.0.10, Jul 15, 2025, 8:15:46 AM UTC, Om ago,
Jul 15, 2025, 8:45:48 AM UTC, Web Ul

Start and end time of
user access

Browser login: Administrator - 10.0.10.24(DNS name
not found)., Jul 9, 2025, 3:10:48 AM UTC; Browser
logout: Administrator - 10.0.10.24(DNS name not
found)., Jul 4, 2025, 9:55:09 AM UTC

User ID of the user
responsible for log
event entry

iLO Security state changed to CNSA by:
Administrator, Jun 17, 2025, 7:58:11 AM UTC
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3.12.1

Applications categorized as having a moderate or high impact must provide an immediate real-time alert to the
SA and ISSO (at a minimum) for all audit failure events and audit processing failures, as well as when allocated
record storage volume reaches 75% of the repository maximum audit record storage capacity.

Audit Alerts

These alerts must be configured in order to comply with the following requirement:

SRG-APP-000360-NDM-000295
SRG-APP-000795-NDM-000130
SRG-APP-000108-WSR-000166

To configure syslog alerts, perform the following procedure:

1.
2.

Navigate to the iLO Web GUI and log in with the Administrator account.

Click iLO Settings in the left navigation pane and click Alert & Logging.

The Alert & Logging page appears.

Click SNMP Settings.

The SNMP Settings page appears.

Click on the edit icon (pencil) in the Overview section.

Configure the Trap Source Identifier by selecting iLO Hostname or OS Hosthame.

Configure the following values:

o

@)

@)

@)

@)

System Location

System Contact

System Role

System Role Detail
SNMPv3 Request
SNMPv3 Trap

Cold Start Trap Broadcast

Periodic HSA Trap Configuration

7. Click Update to save the configuration.

8. Click X to close the window.

3.13 Firmware Updates

Firmware updates must be performed on a consistent basis in order to comply with the following STIG:

SRG-APP-000457-NDM-000352

To manually update the iLO 7 firmware, perform the following:

1.

Obtain a server firmware or iLO firmware file.

2. Click Firmware in the left navigation pane and click Firmware Inventory > Update Firmware or
click Firmware > Update Firmware from the Quick Actions menu.
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10.

11.

12.

If the Update Firmware option is not displayed, click the ellipsis icon in the top-right corner of the
Firmware page.

The Update Firmware window appears.
Select the Local file option.

Depending on the browser you use, click Browse or Choose File in the Local file field, and then specify the
location of the firmware component.

Suspend or back up the drive encryption software that stores information on the TPM before initiating
the firmware update. Failure to do so could result in loss of data access.

Select the Confirm TPM override check box.
To start the update process, click Update.
Depending on the server configuration, iLO notifies you that:
o When you update the iLO firmware, iLO will reboot automatically.

o Some types of server firmware might require a server reboot, but the server will not reboot
automatically.

Click OK.
The iLO firmware receives, validates, and then flashes the firmware image.

iLO will reboot and close your browser connection. It may take several minutes before the connection is
re-established.

For iLO firmware updates only: To start working with the new firmware, clear the browser cache, and
then login toilO.

To confirm that the new firmware is active, check the firmware version on the Firmware Inventory page.
The iLO firmware version may also be confirmed on the Dashboard.
Click X to close the Update Firmware window.

iLO prompts you to confirm the request, which requires an iLO reset.
Click Yes, apply and reset.

Additional information on updating iLO 7 is available on the Installation and configuration web pages.
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Requirements Mapping

4.1 Requirements Inherently Met

Some requirements within the SRG and STIGs referenced in Section 1 are inherently met by the HPE iLO 7. Table
4 provides a list of those requirements.

Table 4 — STIG IDs that are Inherently Met by HPE iLO 7

STIG ID Rule Title/Confirmation

SRG-APP-000038-
NDM-000213

The network device must enforce approved authorizations for controlling the flow of management information
within the network device based on information flow control policies.

SRG-APP-000119-
NDM-000236

The network device must protect audit information from unauthorized modification.

SRG-APP-000120-
NDM-000237

The network device must protect audit information from unauthorized deletion.

SRG-APP-000121-
NDM-000238

The network device must protect audit tools from unauthorized access.

SRG-APP-000122-
NDM-000239

The network device must protect audit tools from unauthorized modification.

SRG-APP-000123-
NDM-000240

The network device must protect audit tools from unauthorized deletion.

SRG-APP-000153-
NDM-000249

The network device must be configured to authenticate each administrator prior to authorizing privileges based on
assignment of group or role.

SRG-APP-000171-
NDM-000258

The network device must be configured to store passwords using an approved salted key derivation function,
preferably using a keyed hash for password-based authentication.

SRG-APP-000172-
NDM-000259

The network device must transmit only encrypted representations of passwords.

SRG-APP-000178-
NDM-000264

The network device must obscure feedback of authentication information during the authentication process to
protect the information from possible exploitation/use by unauthorized individuals.

SRG-APP-000220-
NDM-000268

The network device must invalidate session identifiers upon administrator logout or other session termination.

SRG-APP-000223-
NDM-000269

The network device must recognize only system-generated session identifiers.

SRG-APP-000296-
NDM-000280

The network device must be configured to provide a logout mechanism for administrator-initiated communication
sessions.

SRG-APP-000297-
NDM-000281

The network device must display an explicit logout message to administrators indicating the reliable termination of
authenticated communications sessions.

SRG-APP-000329-
NDM-000287

If the network device uses role-based access control, the network device must enforce organization-defined role-
based access control policies over defined subjects and objects.

SRG-APP-000374-
NDM-000299

The network device must record time stamps for audit records that can be mapped to Coordinated Universal Time
(UTC) or Greenwich Mean Time (GMT).

SRG-APP-000375-
NDM-000300

The network device must record time stamps for audit records that meet a granularity of one second for a
minimum degree of precision.
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STIG ID Rule Title/Confirmation

SRG-APP-000378- | The network device must prohibit installation of software without explicit privileged status.
NDM-000302

SRG-APP-000915- | The network device must be configured to provide protected storage for cryptographic keys with organization-
NDM-000310 | defined safeguards and/or hardware protected key store.

SRG-APP-000001- | The web server must perform server-side session management.
WSR-000002

SRG-APP-000439- | The web server must employ cryptographic mechanisms (TLS/DTLS/SSL) preventing the unauthorized disclosure of
WSR-000151 information during transmission.

HPE iLO 7 V6.30

©2025 Hewlett Packard Enterprises, Inc.
Page 28 of 31



iLO 7HPE iLO 7 STIG Hardening Guide September 2025

4.2 Site Responsibility

The SRG/STIG requirements listed below in Table 5 are the responsibility of the site. While HPE iLO 7 supports the
functionality required to perform these functions, the site must ensure they are accomplished according to the
requirement:

Table 5 - Site Responsibilities by STIG ID

SRG-APP-000148-NDM-000346

SRG-APP-000357-NDM-000293

SRG-APP-000380-NDM-000304

SRG-APP-000435-NDM-000315

SRG-APP-000516-NDM-000317

SRG-APP-000516-NDM-000334

SRG-APP-000516-NDM-000341

SRG-APP-000457-NDM-000352

SRG-APP-000835-NDM-000200

SRG-APP-000840-NDM-000210

SRG-APP-000148-NDM-000346

SRG-APP-000016-WSR-000005

SRG-APP-000119-WSR-000069

SRG-APP-000120-WSR-000070

SRG-APP-000383-WSR-000175

SRG-APP-000516-WSR-000174

SRG-APP-000456-WSR-000187

SRG-APP-000231-WSR-000144
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5. Acronyms

This section defines the acronyms used throughout this document.

Table 6 — Acronyms

Acronym ’ Definition

APL ‘ Approved Products List

‘ Certificate Authority

‘ Center for Internet Security

‘ Certificate Revocation List

‘ Defense Information Systems Agency

] Department of Defense Information Network

] Federal Information Processing Standard

] General Purpose Computer

] Internet Protocol

’ Information System Security Manager

’ Lightweight Directory Access Protocol

’ Lightweight Directory Access Protocol (Secure)

’ Oracle Linux 8

’ Public Key Infrastructure

] Ports, Protocols, and Services Management

\ Required Ancillary Equipment

\ Risk Management Executive

\ Security Assertion Markup Language

‘ Secure Hash Algorithm

’ Structured Query Language

’ Security Requirements Guide

’ Secure Shell

’ Secure Sockets Layer

\ Security Technical Implementation Guide

\ Transmission Control Protocol

‘ Transport Layer Security

\ User Datagram Protocol

\ Virtual Local Area Network

’ Virtual Machine
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