
HPE Data Privacy and 
Security Addendum

1.	 This Data Privacy and Security Addendum (‘DPSA’) governs the privacy and security of personal data by 	
Hewlett Packard Enterprise (‘HPE’) (‘Processor’ or ‘processor’) in connection with the Services on Customer’s 
behalf and is made a part of the agreement between HPE and Customer, (‘Controller’ or ‘controller’) or if no 
agreement exists, HPE’s standard terms and conditions (the ‘Agreement’). Processor will process personal data 
on behalf of Controller within the meaning of Art. 28 of the Regulation (EU) 2016/679 (General Data Protection 
Regulation, ‘GDPR’).

2.	 This DPSA specifies the obligations of the Parties with regard to data protection, which derive from the 
processing activities of Processor described in detail in the Agreement and this DPSA. To the extent terms used 
in this DPSA are not otherwise defined, they have the meaning given in the GDPR. If this DPSA is used to govern 
privacy and security of personal data outside of the EU, the relevant privacy laws of the contracting jurisdiction 
shall apply.

3.	 The Parties shall at all times comply with their respective obligations under this DPSA and data protection laws 
that apply to their respective processing of personal data. In particular, this applies where business contact data 
is processed, including (i) contact information of the other party’s representatives for invoicing, billing, and other 
business inquiries, (ii) information on Controller’s usage of Services, and (iii) other information that the Parties 
collect and need to communicate with the other party.

4.	 The Parties shall at all times comply with their respective obligations under this DPSA and data protection laws 
that apply to their respective processing of personal data. In particular, this applies where business contact data 
is processed, including (i) contact information of the other party’s representatives for invoicing, billing, and other 
business inquiries, (ii) information on Controller’s usage of Services, and (iii) other information that the Parties 
collect and need to communicate with the other party.
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Schedule 2 – Specific Clause Options, Additional Clauses and Safeguards

1.	 In Clause 1 (a), Option 1 will apply.	
In Clause 7.7 (a), Option 2 will apply.	
In Clase 8 (c) 4, Option 1 will apply.	
In Clause 9.1 (b), Option 1 will apply.	
In Clause 9.1 (c), Option 1 will apply.	
In Clause 9.2, Option 1 will apply.

2.	 In addition to Clause 7.4.(a) and (b) of Schedule 1 – Standard Contractual Clauses (‘SCC’), the Parties agree to 
add the following paragraph as new subsection 7.4.(c):

‘Controller acknowledges that processor may change the security measures through the adoption of new or 
enhanced security technologies and authorises processor to make such changes provided that they do not 
diminish the level of protection. Processor shall make information about the most up to date security measures 
applicable to the services available to controller upon request.’

3.	 The Parties agree to add the following as new subsection 7.6.(f) to Schedule 1 – Standard Contractual Clauses 
(‘SCC’):

‘Upon request, processor agrees to respond, no more than once per year, to a reasonable information security 
questionnaire concerning security practises specific to the services provided.’

4.	 In addition to Clause 7.6.(d) of Schedule 1 – Standard Contractual Clauses (‘SCC’), the Parties agree to add the 
following sentence at the end of subsection 7.6.(d):

‘All audit rights will be generally exercised in consultation with processor, and in consideration of processor’s 
business processes and need for security and confidentiality.’

5.	 In addition to Clause 7.7.(a) of Schedule 1 – Standard Contractual Clauses (‘SCC’), the Parties agree to add the 
following at the end of subsection 7.7.(a):

The generally approved sub-processors will be listed in hpe.com/us/en/legal/customer-privacy.html. Controller 
will subscribe to processor’s notification tool at hpe.com/us/en/legal/customer-privacy.html, and in the event 
of changes to approved sub-processors, processor will notify controller via the notice subscription tool at least 
20 business days prior to sharing personal data with such new sub‑processor. Controller shall have ten (10) 
business days from receipt of the information on sub-processors to object to the appointment or replacement 
of a sub-processor, and the Parties shall use all reasonable endeavours to resolve controller’s objection. If the 
Parties fail to resolve controller’s objection within a reasonable period of time, the matter shall be addressed 
pursuant to the dispute resolution procedure in the Agreement. In case processor and controller fail to agree 
on an amicable resolution to the proposed sub‑processor change, processor or controller shall have a right to 
terminate the contract without further obligations.’

6.	 In addition to Clause 7.8.(a) and (b) of Schedule 1 – Standard Contractual Clauses (‘SCC’) the Parties agree to 
add the following paragraph as new subsection 7.8.(c):

a.	 Controller acknowledges that processor may process personal data in Relevant Countries in accordance 
with Clause 7.8.(b) or with this Clause 7.8.(c). ‘Relevant Countries’ means all countries that has not been given 
an adequacy finding pursuant to Article 45 of the GDPR, and all other countries that are not member of the 
European Union or EEA.

b.	Where the international transfer involves any of processor’s companies (affiliated or subsidiary) based in a 
Relevant Country and controller is established in the EU / EEA / UK the Parties will rely on processor’s BCR-P 
and the following applies cumulatively:

i.	 ‘BCR-P’ means the Intercompany Agreement and the applicable policies and procedures which form pro-
cessor’s Binding Corporate Rules for Processors as they apply to controller and as developed, amended or 
updated by processor from time to time in accordance with the applicable Working Documents adopted 
by the Article 29 Working Party (and subsequently the European Data Protection Board); ‘Intercompany 
Agreement’ means the agreements executed among the different processor affiliates and subsidiaries 
adhering to the BCR-P.
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ii.	A copy of the Intercompany Agreement will be made available by processor upon controller’s 	
written request.

iii.	 A copy of the documentation comprising the BCR-P, which is incorporated by reference and is an 	
integral part of this DPSA, will be made available by processor upon controller’s written request;

iv.	The BCR-P shall be binding to the controller by means of the third-party rights set out in Clause 4.1 of the 
BCR-P which shall include the right to enforce the BCR-P against processor or processor affiliates or sub-
sidiaries, including judicial remedies and the right to receive compensation; and

v.	Controller shall (a) ensure that if the transfer involves sensitive data, that data subjects have been informed 
of the transfer, or will be informed before the transfer, that sensitive data could be transmitted to Relevant 
Countries; and (b) inform data subjects regarding the existence of a processor outside of the EU/EEA and 
of controller’s reliance on the BCR-P and shall make available to the data subjects upon request a link to 
processor’s BCR Rights Notice at hpe.com/us/en/privacy/binding-corporate-rules.html.’

7.	 The Parties agree to add the following paragraph as new subsection 8.(e) to Schedule 1 – Standard Contractual 
Clauses (‘SCC’):

‘If controller requests cooperation or assistance, controller shall notify processor in writing of the requirements 
and formulate controller’s instructions. Processor shall respond within a reasonable period of time and provide 
controller with approximate time and fee estimates for the implementation of any changes necessary to 
accommodate controller’s compliance needs. To the extent that compliance constitutes a change to the scope 
of the services, the Parties shall, acting reasonably, agree on an appropriate change order.’

8.	 The Parties agree to add the following as new Clause 11 to Schedule 1 – Standard Contractual Clauses (‘SCC’): 
‘Data Quality, Retrieval and Destruction, Repair, or Replacement Service

a.	 To the extent that controller is not able to access controller personal data itself, processor shall on controller’s 
written request (i) update, correct, or delete controller personal data; and/or (ii) provide copies of controller 
personal data.

b.	With regard to the repair or replacement of data carriers (server, hard-disks, SSD, flash-disks, memory, etc.), 
controller will either purchase the optional (C)DMR Service or adequately wipe (following the NIST Standard) 
carriers prior to providing them to processor.’
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