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HPE Zerto Software vs. Rubrik

5 Reasons to Switch from Rubrik to HPE Zerto Software

Faster RTOs with HPE Zerto Software

“In the Rubrik world, to instantiate 30 VMs from a
blob target to compute would take 30 hours; with
HPE Zerto, 100 VMs took 15 minutes.”

- John Leitgeb, IT Director, Kingston Technology
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From the features of continuous data protection (CDP) and journal-based replication to the benefits of lower total
cost of ownership (TCO) and hardware freedom, there are many reasons to pick HPE Zerto Software over Rubrik for
ransomware resilience.

Here are the top five:
No Hardware Appliance Needed

Today’s IT strategies are dynamic, fast-paced, and moving to hybrid and multicloud models. Hardware-based
platforms and their associated infrastructure can become a burden, stagnating IT strategy and cloud adoption.
Unlike hardware-based platforms, HPE Zerto is a software-only cloud data management and protection solution. It's
flexible and can adapt fo wherever your IT strategy may take you in the future.

* As a simple and low-overhead installation, HPE Zerto doesn’t require additional hardware or appliances to work. In
contrast, Rubrik requires on-premises hardware appliances, which demand both an initial investment and ongoing
infrastructure expenses like power, cooling, DC space, networking, and firewalls, fo name a few. These costs, on fop
of the appliances themselves, complicate what should be a simple solution.

» HPE Zerto automatically scales up and down with your production environment—no need to spend time and effort
racking additional components. With Rubrik, capacity planning can be difficult. Hardware requires enough lead
fime to rack and stack new appliances, as well as expenses to reserve costly network infrastructure as backup.

» HPE Zerto requires no additional hardware at either protected or recovery sites. But Rubrik DR requires
infrastructure at a secondary site for data replication, doubling the amount of hardware, time, and cost for
infrastructure management.

Built-in Orchestration and Automation

Orchestration and automation are key to simple failovers for entire sites and applications. The simpler a failover

is, the faster you can restore normal operations. Real orchestration and automation is more than just an API that
enables you to do it yourself, which causes long-term problems in writing and maintaining custom scripts, as well as
incompatibility with new versions. All DR and backup workflows need automation and orchestration that is easy to
use, reliable, and built in.

» HPE Zerto's automation and orchestration is built in. No external connectivity is needed, and all workflows are
friggered through a sleek Ul. While HPE Zerto’'s API can be tailored fo address your unique actions, Rubrik only has
an API for automating otherwise manual tasks. Writing and maintaining custom scripts still requires babysitting and
extensive administrative overhead.

» Rubrik’s SaaS orchestration is limited to certain scenarios, which means the tool dictates your DR strategy, when
it should be the other way around. SaaS-based orchestration may seem like a good idea initially, but consider the
SLA of your SaaS platform, as well as the repercussions if your infrastructure is unable fo communicate with the
platform. This would prevent you from implementing your DR strategy.

Application-Centric, Consistent Recovery

Enterprise applications are comprised of multiple VMs and are architected to increase the benefits of virtualization.
To restore normal operations after a disruption, these complex applications require all VMs to be recovered quickly
to a consistent point in fime.

» Rubrik only supports per-VM consistency, while HPE Zerto supports per-application consistency across the entire
multi-VM stack. This applies to all protection targets and all retention periods. HPE Zerto recovers applications as a
single entity rather than just individual VMs and components.

« In addition to saving your organization time and money, HPE Zerto's application-centric recovery method
significantly decreases RTOs and reduces human error.
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Granular, Risk-Free Recovery and Zero Production Impact

Backup windows are usually conducted outside of business hours because of their production impact. But today’s
digital environment demands data sooner than this, and organizations have less folerance for data loss from 12- or
24-hour-old copies. Backups and restores need to be fast, easy, and risk-free. IT feams require confidence that their
fools can restore data back to production as soon as possible for users and consumers.

 Rubrik primarily uses snapshot technology, disrupting production environments. HPE Zerto's near-synchronous
replication is hypervisor based and has zero impact fo production, which means HPE Zerto's CDP is protecting all
workloads, all the time.

 Rubrik’s VM snapshots deliver RPOs of hours from daily backup jobs, while HPE Zerto’s block-level replication
delivers RPOs of seconds without disruptions. This allows organizations to recover at industry-leading speeds with
minimal data loss and exceptional granularity.

» HPE Zerto recovers and restores data directly onto production-grade compute and storage without the need
o increase risk and time with tasks like Storage vMotion. Rubrik requires these additional steps, as restores
normally occur directly on their hardware appliances. This complicates restoration of larger amounts of data and
VMs; because these appliances are designed for backup workloads, not production, they require additional steps to
recover back to performance systems.

Lower Total Cost of Ownership

HPE Zerto is software only, giving you the flexibility to use the infrastructure that works and is priced best for

you. This frees you to leverage existing supplier relationships, repurpose hardware you already own, or even take
advantage of cloud offerings. Hardware-based backups like Rubrik are limited, and their inflexibility increases storage
costs instead of infrastructure freedom.

e When calculating TCO, it’s important fo factor every possible cost, from hardware operation and management
resources to disruption and downtime. HPE Zerto excels at lessening outages and disruption with CDP for all
workloads. Its unified, scalable solution minimizes time and cost for DR management.

* HPE Zerto’s TCO is approximately 54% lower than that of hardware-based backup solutions.

HPE Zerto Software vs. Rubrik: Feature by Feature

HPE Zerto Software Rubrik
']

Continuous Data Protection

Replicate between on-premises, Azure, AWS, IBM Cloud, and VMware® on public cloud v x
Platform- and storage-agnostic replication v x
Simultaneous replication (one-to-many) v x
Built-in orchestration v Requires separate product (SaaS based)
Automated failback configuration and reverse protection v v
Nondisruptive testing for CDP v v
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HPE Zerto Software vs. Rubrik:

Feature by Feature (confinued)

HPE Zerto Software Rubrik

Recovery

Restore directly onto production-grade storage and compute v No (additional steps required)

Real-time block-level replication with RPOs in seconds

v Limited to VMware only, with limited
journal history

Automated VM recovery delivering RTOs in minutes v Limited (onto appliances only)

No production performance impact v Performance impact with VM snapshots
Multi-VM consistency groupings for application stacks v Per VM, no app consistency
Journal-based, point-in-time recovery v Only certain backup use cases (certain

VMs and volumes, not file level)

Recover full site in minutes with seconds of RPO v x

Scale and Ease of Use

No-impact failover testing and reporting v v

Software only v No (multiple sets of hardware required)
Analytics platform for monitoring and reporting v v

Protect from 10 to 10,000+ VMs per vCenter v x

Multitenancy, self-service, and resource abstraction v v

Bandwidth compression and prioritization v v

HPE Zerto’s software-only approach provides freedom, scalability, and lower TCO that Rubrik simply can’t match. Learn more below about
how HPE Zerto unites ransomware resilience, DR, and workload mobility info one industry-leading solution.

Learn more at
HPE.com/HPE Zerto
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