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Executive Summary

This white paper aims to help customers to understand the concept and the configuration of HPE Synergy Virtual Connect 
Port Monitoring.


Target Audience

This guide is intended for network and server architects, administrators and engineers who manage and operate the HPE 
Synergy platform.


Equipment


Note: All discussions within this white paper are applicable to the HPE Synergy Virtual Connect SE 40Gb F8 module as 
well. Additionally, it includes an example using Cisco ACI fabric for upstream data center switches. It is important to note 
that the concept and configuration of HPE Synergy Port Monitoring can also be applied to other switch vendors and 
models.


 
HPE Synergy Port Monitoring Overview

HPE Synergy port monitoring provides the ability to analyze network traffic passing through specific ports by mirroring the 
traffic from source ports to a designated destination port connected to a network analyzer. Port monitoring is one of the 
features provided by HPE Synergy Virtual Connect modules, which are responsible for serving customer traffic within the 
HPE Synergy platform.


The port monitoring feature in HPE Synergy serves a similar troubleshooting purpose as Cisco switches' SPAN and 
VMware's DVS Port Mirroring. The table below summarizes the comparison of terms used by HPE, Cisco, and VMware:


DEVICE VERSION QTY

HPE Synergy managed by OneView 8.50 and HPE 
Synergy SSP 
2023.05.01

1

HPE Virtual Connect SE 100Gb F32 Module for Synergy 2.6.0.1001 2

Cisco ACI APIC 6.0(2h) 1

Cisco Nexus 93180YC-EX 16.2(2h) 2

SYNERGY CISCO VMWARE

Port Monitoring SPAN Port Mirroring
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The diagram below shows the capture points along the server’s traffic flow:





HPE Synergy Virtual Connect supports traffic monitoring for both its uplinks connected with upstream switches and its 
downlinks connected with HPE Synergy compute modules. Most networking admins use switch side traffic monitoring 
tools like Cisco SPAN to monitor in/out switch traffic so this white paper will focus on how to monitor the in/out HPE 
Synergy compute module traffic.


HPE Synergy Virtual Connect has two types of port monitoring shown in the table below:


VIRTUAL CONNECT PORT MONITORING TYPE DEFINITION

Local Port Monitoring The monitored server traffic will be sent to a downlink port of HPE Synergy 
Virtual Connect module acting as Wireshark server or an uplink port 
connected directly to a rack Wireshark server.

Remote Port Monitoring The monitored server traffic will be sent to an uplink port of HPE Synergy 
Virtual Connect module. The uplink port is connected to a data center 
switch. The traffic will be encapsulated in an 802.1Q VLAN header when 
leaving HPE Synergy. This specific VLAN is configured in HPE OneView 
and dedicated for this remote port monitoring purpose.
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Local Port Monitoring

In local port monitoring, the traffic from the server being monitored (i.e. the network analyzer port) can be directed to 
either a downlink port on the HPE Synergy Virtual Connect module that is connected to a compute module serving as the 
Wireshark server, or it can be sent directly to an uplink port that is connected to a separate rack-mounted Wireshark 
server. The following diagram illustrates these two use cases:





Remote Port Monitoring

In remote port monitoring, the traffic from the monitored server is directed to an uplink port on the HPE Synergy Virtual 
Connect module. This uplink port is connected to a data center switch. Before leaving the HPE Synergy frame, the traffic 
is encapsulated in an 802.1Q VLAN header. This VLAN is specifically configured in HPE OneView and is dedicated for the 
purpose of remote port monitoring. The Wireshark server, which captures and analyzes network traffic, is connected to the 
data center switch network. It's important to note that a separate uplink port must be assigned exclusively for this purpose 
and cannot be used for regular user traffic:
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Synergy Port Monitoring Configuration

Synergy port monitoring configuration is under Networking / Logical Interconnects. Users can select Actions from the 
top right corner and then select Configure port monitoring:





The following is the starting screen for port monitoring configuration:
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Configuring Synergy Local Port Monitoring


Local Port Monitoring Using Internal Server

In this section, we configure a local port monitoring session to monitor the traffic from or to the compute module located in 
bay 1. The captured traffic is then sent to the Wireshark server located in bay 6:




In this use case, it's important to note that the server in slot 6, which is the Wireshark server, cannot have any server 
profile connections assigned to it. You have two options: 


• You can choose not to assign any server profile to this server. 

• Alternatively, you can assign a server profile to the Wireshark server, but make sure that the server profile does 
not have any "connections" configured like the screen capture below:





A typical server CNA adapter nowadays has two 10/20/25/50Gb physical ports. It’s commonly referred as side A and side 
B for server network redundancy. HPE Synergy uses server profile “connections” to configure the network ports. Anytime 
a server profile connection is established to one of the physical ports on the adapter, all ports on that CNA adapter will 
change to “Flex Mode”. The “Flex Mode” is the right configuration mode when the server is passing user data traffic.


To leverage a server NIC for receiving captured traffic, the CNA adapter of the server must be in its original physical port 
format and not in "Flex mode". This requires ensuring that no server profile "connections" are assigned to the server's 
CNA adapter. In other words, either no server profile should be assigned to this server at all, or if a server profile is 
assigned, it should not have any connections configured for the server CNA adapter.
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The completed local port monitoring configuration is as below:





The first step in the configuration is to select a network analyzer port, which is equivalent to a “SPAN destination port”. 


 Users will notice that the first available port displayed in the network analyzer's port drop-down list is labeled "d6". This 
port corresponds to the first physical port of the server located in bay 6. The reason why no ports from servers in bays 1 to 
5 are listed as eligible network analyzer ports is because those servers are being utilized as regular compute nodes and 
have server profile connections assigned to them. These server ports are set to "Flex mode" and, as a result, cannot be 
used as network analyzer ports.





The next step is to select the specific server port that you want to monitor. In this scenario, both ports of the CNA for 
server 1 are chosen. These ports are identified as "d1" on Virtual Connect module 3 and module 6 respectively. By 
selecting these ports, you ensure that all traffic from this server is being monitored:
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With the completed configuration shown above, here is the Wireshark screen capture for the server in bay 6 when an 
ESXi VM on the compute module in bay 1 sends ping requests to the internet:
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The captured traffic from the monitored server using Synergy port monitoring shows that ICMP traffic is successfully 
captured, and the correct DVS port-group VLAN is verified in the captured traffic. 


To transfer the capture files from the Wireshark server, users have two options. They can either use the iLO virtual folder 
or apply a standard server profile to the server. By applying a normal server profile, the NIC port on the server will be 
assigned a valid management IP address for file transfer. (Note that applying a profile does require the server to be 
powered down).


The following capture shows the utilization of the iLO virtual folder to transfer the captured file from the Wireshark server 
to a local destination:  




Note: During this specific test, both the Wireshark Portable executable file and npcap-1.76 are used. It has been reported 
that npcap-1.70 may not function correctly when capturing traffic, whereas npcap-1.60 does not encounter this issue. The 
configuration details of Wireshark and npcap extend beyond the scope of this white paper, so users are advised to take 
note of this or consider alternative tools such as Linux TCPDUMP for capturing traffic.
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Local Port Monitoring Using External Server

If users want to configure a local port monitoring session using an external server directly connected to Synergy Virtual 
Connect uplink as Wireshark server, the configuration flow remains the same as the use case above:




 
The only difference in the configuration is that users will now choose any available QSFP uplink ports or the newly 
supported X1/X2 ports (since HPE OneView 8.10) for the Network analyzer port:
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Configuring Synergy Remote Port Monitoring

In this section, we will set up a remote port monitoring session to monitor the traffic from/to the server in bay 1. The 
captured traffic will be sent to a Wireshark server that is connected to the Cisco ACI fabric:





Note: The uplink port used by Synergy remote port monitoring must be assigned to a dedicated ethernet shared uplink 
set. It is also important to note that this port cannot carry any regular user data traffic.


A complete Synergy remote port monitoring configuration is illustrated below:
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First, users need to create a dedicated network for this remote port monitoring session. In this test, VLAN 789 is used:





Then users need to create an ethernet uplink set in the HPE Synergy Logical Interconnect. The uplink set will include the 
previous network defined and attach to the physical uplink to the upstream switch. In the screen capture below, the 10Gb 
uplink port Q5:3 on the HPE Virtual Connect module in slot 3 is selected: 
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Users have the option to confirm the status of the uplink connectivity by accessing the HPE Synergy Interconnect section 
and also checking the upstream switch side. In this particular scenario, the HPE Synergy uplink is connected to a Cisco 
ACI fabric. The following captures show that the link is operational and actively exchanging LLDP (Link Layer Discovery 
Protocol) information: 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Once the captured packets reach the switch port, network administrators have the ability to set up a SPAN (Switch Port 
Analyzer) session on the switch side. This allows them to direct the traffic towards the designated Wireshark VM/server for 
further analysis. In this particular setup, ACI Access ERSPAN is configured to forward the traffic to the IP address of the 
Wireshark server.


In the captures below, ACI access policies for source and destination groups are shown. The traffic was captured from leaf 
switch 101 eth1/8 (connected to HPE Virtual Connect uplink port Q5:3) and then forwarded to the Wireshark server 
10.16.160.15.







HPE Synergy Port Monitoring Configuration Guide	 Page 16




In Wireshark server, the Wireshark preference for ERSPAN protocol may need to be set as below to view the decoded 
packets:
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The screenshot displayed on the Wireshark server shows the packet capture when an ESXi virtual machine on the 
Synergy compute module sends ping requests to the internet. By examining the captured packets, users can observe that 
the original ICMP packets are encapsulated within Cisco ACI Access ERSPAN GRE and Synergy remote port monitoring 
headers. Additionally, the capture also confirms the presence of the original DVS (Distributed Virtual Switch) port-group 
user VLAN 2001.








Note: HPE OneView for Synergy supports maximum 60 mirrored downlink ports per Logical Interconnect since release 
5.20. This is applicable to both local port mirroring and remote port mirroring. In addition, a maximum 4 remote port 
monitoring sessions per Logical Interconnect is supported. Users can refer to the HPE OneView user guide at the end of 
this white paper for more details.


https://www.hpe.com/psnow/doc/a00095890en_us
https://www.hpe.com/psnow/doc/a00095890en_us
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Resources and additional links

For additional descriptions of HPE Synergy port monitoring, see:  
 
HPE OneView 8.5 User Guide for HPE Synergy 


To help us improve our documents, please provide feedback at hpe.com/contact/feedback.


Learn more at

hpe.com

© Copyright 2023 Hewlett Packard Enterprise Development LP. The information contained 
herein is subject to change without notice. The only warranties for Hewlett Packard Enterprise 
products and services are set forth in the express warranty statements accompanying such 
products and services. Nothing herein should be construed as constituting an additional 
warranty. 
Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions 
contained herein.
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