Data sheet

HPE

HPE Aruba Networking
standards, government
validations, and
accreditations

Listed standards, certifications, validations regional governments, and other publicly funded
institutions with cloud or on-premises technical

— Common Criteria requirements.

— FIPS-140 (Security Level 1and Level 2)
Solutions incorporate centralized end-to-end encryption,

~ DODIN APL role-based access control and stateful user-based firewall
— USGVerT as integral components to a security-first, Al-powered
— Products listed in the tables below are TAA compliant. approach to wired switching, wireless, and wide area
Products are considered TAA compliant if they are networking.
manufactured or substantially transformed in the
United States or any TAA-designated country. To learn more, visit HPE.com.

— A number of standards are also supported from the . .
Wi-Fi Alliance, Wireless Broadband Alliance, Ethernet  Common Criteria
Alliance, 3GPP and others. Please refer to specific

product data sheets for details. Common Criteria is an international standard for
computer security certification. It is intended to help
HPE Aruba Networking products operate under strict define security needs, guide product development,
adherence to international and U.S. Government and validate those products through a testing and

computer security standards to meet or exceed the evaluation process.

demands and requirements of federal agencies, state or


https://www.hpe.com/

Product Type Product CC Conformance CcC Certification  Assurance

Validation Claim Validated Date Maintenance
ID (VID) ArubaOS Date
EdgeConnectand  tqgeConnect and 20251080  CPP_ND_V2.2E ECOS 9.4 3/7/2025 3/7/2027
Orchestrator Orchestrator EC-XS-FIPS MOD_CPP_FW_v1.4e
/ EC-M-P-FIPS / EC-XL-P- MOD_VPNGW_ V1.3
FIPS / EC-XL-P-NM-FIPS
Software ClearPass Policy Manager 11548 CPP_ND_V3.0E ClearPass 4/9/2025 4/29/2027
Products— PKG_SSH_V1.0 6.1
CPPM,
AirWave,
Central, VIA
Software Virtual Intranet Access Comin PP_APP V1.4 VIA4T7
Products—CPPM,  (y|a). platform—Linux®  Soon- MOD_VPNC_V2.4
AirWave, Central, estimated
VIA Q2CY26
Software Virtual Intranet Access Coming PP_APP_V1.4 VIA47
Products— (VIA); Platform—Windows  Soon- MOD_VPNC_ V2.4
CPPM, estimated
AirWave, Central, Q2CY26
VIA
Software Virtual Intranet Access Comin PP _APP V1.4 VIA 47
Products— (VIA); Platform— Soon- MOD_VPNC_V2.4
CPPM, Android™ estimated
AirWave, Central, Q2CY26
VIA
ArubaOs Gateways and Mobility 11646 CPP_ND_V3.0E, AOS8130  2/13/2026 2/13/2028
Controllers MOD_CPP_FW_v1.
4e, PKG_SSH_V1.0,
MOD_
WLAN_AS v1.0
Switching CX-4100i, CX-5420, Coming  CPP_ND_V3.OE, CX 1016
CX-6100, CX-6200, Soon-VID  PKG _SSH V1.0
CX-6300, CX-6400, 11653-
CX-8100, CX-8320, estimated
CX-8325, CX-8325H, Q3CY26

CX-8360, CX-8400,
CX-9300, CX-9300s,
and CX-10000 Switch
Series running
AOS-CX version 10.16

Switching CX-5420, CX-6200M, Coming ~ CPP_ND_V3.0F, CX10.16
CX-6300, CX-6400, Soon-VID  PKG SSH_V1.0,
CX-8360, and CX-9300s 11671 MOD_MACSEC V1.0
Switch Series MACsec estimated
running AOS-CX version ~ Q3CY26
1016

Note that government and third-party certification laboratory timelines can vary so estimated timeline for products marked as Coming Soon may change
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https://www.niap-ccevs.org/products/international-product/2025.1080
https://www.niap-ccevs.org/products/11548
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.cyber.gov.au/business-government/protecting-devices-systems/assessment-evaluation-programs/australian-information-security-evaluation-program/hpe-aruba-networking-virtual-intranet-access-client-via
https://www.niap-ccevs.org/products/11646

FIPS-140

FIPS-140 is a U.S. federal government standard that defines minimum security requirements for
cryptographic modules in information security products and systems. FIPS 140-2 and FIPS 140-3 are both
accepted as current and active.

Product Type  Product FIPS Inside  FIPS  Security FIPS Version Software Expiry Date
Module Cert. Ppolicy—SP  Security
Level
Access Points  |Ap-315/345/  [Full Product 2 140-2  Arubalns  9/21/2026
377 /503H / Validation] tant 8.8, [FIPS 140-3
504 / 505/ 4543 SP4543 Arubalns  transition]
505H /514 / 515 - (PDF) tant 8.10
/534 /535/
555/ 635/ 655
Access Points  Ap_318/344/  [Full Product - 2 140-2  ArubaOs  9/21/2026
345 /374 /375 Validation] 4067 (P_)? 8.6.0.7- [FIPS 140-3
/ 377 /] 387 FIPS transition]
AccessPoints  ap.514/515/  [Full Product 2 140-3  ArubaOs  12/11/2026
534 /56X / 57X Validation] 4916 SP4916 8.10 [Interim
/535 /584 /585 - (PDF) Validation]
/587 /635 / 655
Access Points  Ap 51x and 57x  Bootloader 1 ArubaOs  12/17/2026
/B50x and 56x/  Module 8.10 [Interim
53x, 555, 58x, Validation]
and 63x/ 515/
535/ 605/ 610 SP4921
/615630 / 421 opp) 140-3
635 /650 /655
/670 /725/
73x [ 745 [ 75xs
| 76x
ArubaOs . 2 ArubaOs ~ 1/8/2027
Crypto 4940 (PDR) 140-3 8.10 [Interim
Module Validation]
ArubaOS - 1 ArubaOs  12/19/2026
OpenSSL 4929 (PDF) 140-3 8.10 [Interim
Module Validation]
Access Points  Ap 51x and 57x  Bootloader Aruba0s  12/17/2026
/B0x and 56x/  Module 8.13 [Interim
53x, 555, 58x, Validation]
and 63x/ 515/
535/ 605/ 610 SP4921
/ 615/ 630/ 4221 (PDF) ! 140-3
635 /650 /655
/B670/725/
73%x /745 [ 75x /
76x
ArubaOSs SPA94O ArubaOs  1/8/2027
Crypto 4940 (PD) 1 140-3 8.13 [Interim
Module Validation]
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https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4543
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4543.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4543.pdf
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/Certificate/4067
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4067.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4067.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4916
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4916.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4916.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4921
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4940
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4929
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4929.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4929.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4921
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4940
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf

Product Type Product FIPS Inside Security FIPS Version Software Expiry Date
Module Policy—SP Security
Level
Hewlett ArubaOs  12/19/2026
Packard 8.13 [Interim
SP4876
Enterprise 4876 - 1 140-3 Validation]
OpenSSL 3
Provider
AccessPoints  Ap.51x and 57x  Bootloader ArubaOs  12/17/2026
/B50x and 56x/  Module 10.8 [Interim
53x, 555, 58x, Validation]
and 63x/ 515/
535/ 605/ 610 SP4921
4921 1 140-3
/615 /630 / =< (PDR)
635 /650 /655
/670 /72xH /
725/ 73%x /745 /
75x% | 76%
ArubaOS SPA94O ArubaOs  1/8/2027
Crypto 4940 POF 1 140-3 10.8 [Interim
Module Validation]
Hewlett ArubaOs  12/19/2026
Packard 10.8 [Interim
SP4876
Enterprise 4876 PDE 1 140-3 Validation]
OpenSSL 3
Provider
Mobility 7280 [Full Product . ArubaOs  9/21/2026
Controllers/ Validation] 4087 = 2 140-2  86.0.7-  [FIPS140-3
Gateways JEER FIPS transition]
Mobility 9004 [Full Product ArubaOS ~ 5/23/2026
Controllers/ Validation] ~ 3931  SP3931(PDF) 2 1402  8607-
Gateways FIPS
Mobility Txxx | 72xx/ Bootloader A ArubaOSs 12/17(2026
Controllers/  gyxx / VMC / Module 4921 1 140-3 810 [Interim
Gateways VMCR / HMCR (PDF) Validation]
1/8/2027
ArubaOS SPA94O ArubaOS (intorim
Crypto 4940 1 140-3 8.10 n
Module (PDF) Validation]
ArubaOSs SPAGDY ArubaOSs 12/19/2026
OpenSSL 4929 1 140-3 810 [Interim
Module (PDF) Validation]
Mobility 70xx, 72xX, Bootloader ArubaOs  12/17/2026
Controllers/ 7220 90xx Module 3813 [Interim
' ’ SP4921 lidati
Gateways 9106, 92xX, 27— 1 140-3 Validation]
9012, MCR-HW-
5K
1/8/2027
ArubaQS SPASAO ArubaQS (intorim
Crypto 4940 1 140-3 813
Module (PDF) Validation]
Hewlett - ArubaOs  12/19/2026
Packard 4876 PDF 1 140-3 813 [Interim
Enterprise (PDF) Validation]
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https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4921
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4940
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/Certificate/4087
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4087.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4087.pdf
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/Certificate/3931
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp3931.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4921
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4940
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4929
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4929.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4929.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4921
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4940
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf

Product Type Product FIPS Inside Security FIPS Version Software Expiry Date

Module - Policy—SP Security
Level
OpenSSL 3
Provider
Mobility MC-VA-50, Bootloader ArubaOs  12/17/2026
Controllers/  \CR-HW-xxx,  Module 813 [Interim
Gateways -VA- Validation]
MC-VA-xxx, 4901 SP4921 1 140-3
MCR-VA-xxx, - PDF
Virtual
Appliances
ArubaOSs P90 ArubaOSs 1/8/2Q27
Crypto 4940 1 140-3 813 [Interim
Module (PDE) Validation]
Hewlett ArubaOs  12/19/2026
Packard 813 [Interim
SP4876 o
Enterprise 4876 POF 1 140-3 Validation]
OpenSSL 3
Provider
Mobility 70xx, 72xX, Bootloader ArubaOSs 12/17(2026
Controllers/ 7990, 90xx, Module SP4921 108 [Interim
Gateways 4921 1 140-3 Validati
92xx, MCR-HW- PDF alidation]
bK
ArubaOS <P040 ArubaOS 1/8/2(?27
Crypto 4940 1 140-3 108 [Interim
Module (FDF) Validation]
Hewlett ArubaOs  12/19/2026
Packard 10.8 [Interim
PA87 s
Enterprise 4876 SPDFS . 1 140-3 Validation]
OpenSSL 3
Provider
Mobility MC-VA-50, Bootloader Arubaos  12/17/2026
Controllers/  \CR-HW-xxx,  Module 108 [Interim
Gateways VAL Validation]
MC-VA-xxx, 4901 SP4921 1 140-3
MCR-VA-xxX, - PDF
Virtual
Appliances
ArubaOS <P040 ArubaOS 1/8/2(?27
Crypto 4940 1 140-3  10.8 [Interim
Module (FDF) Validation]
Hewlett ArubaOs  12/19/2026
[Interim
PaCkarO" SIEHE 108 Validation]
Enterprise 4876 PDE 1 140-3
OpenSSL 3
Provider
Switching 4100i, 5420, Hewlett AOS-CX  12/19/2026
6100 ,6200F, Packard 1016 0r  Lnterim
6200M, 6300,  Enterprise later Validation]
6400, 8100, OpenSSL 3
SP4876
8360, 8320, Provider 4876 PDE 1 140-3
8325, 8325H,
8325P, 8400,
9300, 93008,

10000, 10040
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https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4921
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4940
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4921
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4940
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4921
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4921.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4940
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4940.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf

Product Type

Product

FIPS Inside
Module

FIPS
Security
Level

Security
Policy—SP

Version

Software

Expiry Date

HPE Aruba

Networking EdgeConnect [Full Product ECOS 9/21/2026
EdgeConnect Validation] 4547 (SPPE;W 1 140-2 219 and Ejgi;o FIPS
transition]
:PE AFLI'('?a FdgeConnect ~ ECOS ECOS EZQV?OQF?PS
etworking Cryptogra 819,91 ldueto
EdgeConnect hig’fibiryp 4541  SP4541(PDF) 1 o2 2N 140o3
transition]
HPE Aruba EdgeConnect  Hewlett 4876  SP4876 1 140-3  AOS-EC  12/19/2026
Networking  £c_ys Ec- Packard (PDF) 9.7 or [Interim
EdgeConnect 10104 EC-XS,  Enterprise later Validation]
EC-XS (2020), OpenSSL 3
EC-10106, EC- Provider
10108, EC-S,
EC-S-P, EC-M,
EC-M-P, EC-M-
H, EC-L, EC-L-
NM, EC-L-P, EC-
L-P-NM, EC-XL-
P, EC-XL-P-NM
(10G), EC-XL-P,
EC-XL-P-NM
(25G), EC-L-H,
EC-XL-H, EC-
10150
HPE Aruba FdgeConnect Hewlett AOS-EC97 12/19/2026
Networking EC-V Packard or later [Interim
EdgeConnect Enterprise 4876 SP4876 1 140-3 Validation]
OpenSSL 3 —L
Provider
HPE Aruba Orchestrator Hewlett Orchestrat ~ 12/19/2026
Networking On-Prem Packard or9.6or [Interim
EdgeConnect Enterprise 4876 Sp48/6 1 140-3 later Validation]
OpenSSL 3 —L
Provider
Software Central Hewlett Central 7/11/2026
Products— On-Premises Packard On-
CPPM, (COP) Enterprise Premises
AirWave, OpenSSL COP) 2.5
Central, VIA Crpyptograp 4617  SP461/(PDF) 1 1oz (O
hic Module
on Ubuntu
Linux
Software ClearPass Policy Hewlett CPPM 611 9/21/2026
Products- Manager Packard [due to FIPS
CPPM, Enterprise 140-3 |
AirWave, OpenSSL transition
Central, VIA Cryptograp 4473 SPPS‘FAB 1 1402
hic Module L
on RedHat®
Enterprise
Linux
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https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4547
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4547.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4547.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4541
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4541.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4876
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4876.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4617
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4617.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4473
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4473.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4473.pdf

Product Type Product FIPS Inside Security FIPS Version Software Expiry Date

Module Policy—SP Security

Level

Software AirWave HPE Airwave — 9/21/2026
Products- OpenSSL 83 [due to FIPS
CPPM, Cryptograp SpAsTy 140-3
AirWave, hic Module 4877 1 140-2 transition]
Central, VIA on Red Hat (PDF)

Enterprise

Linux
Software Virtual Intranet ~ VIA VIA 4. 9/21/2026
Products- Agent (VIA) Cryptograp [due to FIPS
CPPM, hic Module ~ 4351  SP4351(PDF) 1 140-2 140-3
AirWave, transition]
Central, VIA
Software Virtual Intranet ~ HPE Aruba VIA47 TED
Products- Agent (VIA) Networking [Submitted
CPPM, VIA Crypto TBD  TBD 1 140-2 Dec 2025]
AirWave, Module
Central, VIA

Note that government and third-party certification laboratory timelines can vary so estimated timeline for products marked as Coming Soon may change

DoDIN APL

Defense Information Systems Agency (DISA) Department
of Defense Information Network Approved Products
List (DoDIN APL) is an acquisition decision support tool
for DoD organizations interested in procuring

equipment to add to the DoDIN to support their mission.
Products listed on the APL have met baseline DoD
cybersecurity requirements found in DISA Security
Technical Implementation Guides (STIGs) and/or
Security Requirements Guides (SRGs) as well as passed
functionality testing based on DoD Unified Capabilities
Requirements. The DoDIN APL is managed by the
Approved Products Certification Office (APCO).

Sunset Notice

In accordance with the DoD CIO’s DoDIN APL
Guidance Memo, the Department of Defense is
initiating a phased sunset of the DoDIN APL and its
associated certification processes. The DoDIN APL
program will be officially sunset on 30 September
2025, with all currently scheduled APL testing
concluding by 31 December 2025. Following the
completion of testing activities, the Approved
Products Certification Office (APCQO) will continue to
provide support to the APL distributed test labs, the
Joint Interoperability Test Command (JITC), and the
DISA Risk Management Executive (RME) to ensure all
final reporting and certification deliverables are
completed. To maintain transparency and continuity,
DISA remains committed to maintaining the repository
of approved DoDIN APL products through Fiscal Year
(FY) 2026.

DoDIN/
APL
Validated
oS

1013

Effective
Date

10 Cert
Links

Certified Device
Types

Product

Product
Type

Expiration
DE] (]

Tracking
Number
(TN)

#2022701 Assured Services 07/28/2021 07/28/2027
Local Area Network

(ASLAN), Access IP

Switch, Distribution

IP Switch, Core IP

Switch

Switching 6000 Switch Series
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https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4877
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4877.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4877.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4351
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp4351.pdf
https://jitc.fhu.disa.mil/tssi/cert_pdfs/2022701_DTR5_Aruba_6000_v10-13_03JUL2024.pdf

Product Product Tracking 10 Cert Certified Device DoDIN/ Effective Expiration
Type Number Links Types APL Date Date
(TN) Validated
(01
ClearPass ClearPass Policy Manager #2234001 DTR#1 Network Access 6.11 09/13/2023 09/13/2026
Control (NAC)
ArubaOS 7024, 7005, 7008, 7010, #2319901 DTR#?2 Virtual Private 813 06/26/2024  06/26/2027
7030,7205, 7210, 7220, Network
7240XM, 7280,9004, 9012, Concentrator (VPN)
9240, MCR-HW-1K, MCR-
HW-5K, MCR-HW-10K, MCR-
VA-1K, MCR-VA-50, MCR-VA-
500, MCR-VA-5K, MCR-VA-
10K
AirWave AirWave #2415001 Cyber 83.05 8.3.05 12/18/2027
Security
Tool
Switching 5420, 6405, 6410, 6300F, #2421201 1O Cert Assured Services 10.16 09/22/2025  09/22/2028
6300M, 8100, 8360, 8400, Local Area Network
93008, 8325H, 10000, (ASLAN), Access IP
8320, 8325, 8325P, 9300, Switch, Distribution
6300L, 6200F, 6200M, IP Switch, Core IP
6300, SOUS5A, SOUB4A, Switch
ROX31A, SOE48A, ROX45C,
JL368A, JL366A
ArubaOS AP-503H, AP-505H, AP- #2319901 DTR#2 Virtual Private 8.13 06/26/2024  06/26/2027
605H Network
Concentrator (VPN)
ArubaOS 7024, 7005, 2427502 1O Cert Wireless Access AOS 813 09/26/2025  09/26/2028
7008, 7010, 7030, Bridge (WAB),
7205, 7210, 7220, Wireless Local Area
7240XM, 7280, Network System
9004, 9012, 9240, MCR- (WLAS)
HW-1K, MCR-HW-5K, MCR-
HW-10K, MCR-VA-1K, MCR-
VA-50, MCR-VA-500, MCR-
VA-5K, MCR-VA-10K
ArubaOSs AP-503, AP-503H/ AP- 2427502 1O Cert Wireless Access AOS813  09/26/2025  09/26/2028
505H, AP-504/ AP-505, Bridge (WAB),
AP-514/ AP-515, AP-534/ Wireless Local Area
AP-535, AP-555, AP-
565/AP-567, AP-518/AP- Network System
574/AP-575/ AP-577, AP- (WLAS)
584/ AP-585/AP-587, AP-
605H, AP-615, AP-
634/AP-635/AP-634A/AP-
635A, AP-654/AP-655/
AP-654A/AP-655A, AP-
675/AP-677/ AP-679
ArubaOS 7024, 7005, 7008, 7010, 2427503 1O Cert Wireless Intrusion AOS 813 09/29/2025  09/29/2028

7030, 7205, 7210, 7220,
7240XM, 7280, 9004, 9012,
9240, MCR-HW-1K, MCR-
HW-5K, MCR-HW-10K,
MCR-VA-1K, MCR-VA-50,
MCR-VA-500, MCR-VA-5K,
MCR-VA-10K

Detection System
(WIDS)
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https://jitc.fhu.disa.mil/tssi/cert_pdfs/2234001_DTR1_Aruba-HPE_ClearPass-Policy-Mgr_v6-11_24JUL2024.pdf
https://jitc.fhu.disa.mil/tssi/cert_pdfs/2319901_DTR2_HPE_Aruba_VPN_vAOS-8-13_17SEP2025.pdf
https://jitc.fhu.disa.mil/tssi/cert_pdfs/2421201_Initial_HPE_Aruba_ASLAN_vAOS-CX-10-16_22SEP2025.pdf
https://jitc.fhu.disa.mil/tssi/cert_pdfs/2421201_Initial_HPE_Aruba_ASLAN_vAOS-CX-10-16_22SEP2025.pdf
https://jitc.fhu.disa.mil/tssi/cert_pdfs/2319901_DTR2_HPE_Aruba_VPN_vAOS-8-13_17SEP2025.pdf
https://jitc.fhu.disa.mil/tssi/cert_pdfs/2427502_Initial_HPE-Aruba_vAOS-8-13_WAB_WLAS_23JUL2025.pdf
https://jitc.fhu.disa.mil/tssi/cert_pdfs/2427502_Initial_HPE-Aruba_vAOS-8-13_WAB_WLAS_23JUL2025.pdf
https://jitc.fhu.disa.mil/tssi/cert_pdfs/2427503_Initial_HPE-Aruba_vAOS-8-13_WIDS_23JUL2025.pdf

Product
Type

ArubaOS

Product

AP-503, AP-503H/ AP-

Tracking
Number

(TN)

2427503

505H, AP-504/ AP-505,
AP-514/ AP-515, AP-534/
AP-535, AP-555, AP-
565/AP-567, AP-518/AP-
574/AP-575/ AP-577, AP-
584/ AP-585/AP-587, AP-
605H, AP-615, AP-
634/AP-635/AP-634A/AP-
635A, AP-654/AP-655/
AP-B54A/AP-B55A, AP-
675/AP-677/AP-679

10 Cert

Links Types

1O Cert

Certified Device

Wireless Intrusion

DoDIN/
APL
Validated
(01

AOS 813

Effective
Date

09/29/2025

Detection System

(WIDS)

Expiration
Date

09/29/2028

USGv6

The National Institute of Standards and Technology (NIST) has developed a technical infrastructure (standards and
testing) necessary to support wide-scale adoption of IPv6 in the U.S. Government. USGv6 is a Profile and Test

Program that outlines specifications (including interoperability requirements) for commercial and industry products
to support IPv6 adoption and ultimately protect future U.S. Government mission requirements.

Product Tested Tested Applicable Platforms Software Test Suites Status Date Notes
Platform Version
ArubaOS  AP-635 810.0.  AP-635Campus ArubaOSs Core Interoperability — Certified  10/13/
3 Mode versions v1.3 (35479) 2022
8.10.x, 8.11.x
Kernel version  Core Conformance
4.4.60 v1.3 (35463) SLAAC
Interoperability v1.3
(35479) SLAAC
Conformance v1.2
(35463) Addr Arch
Interoperability v1.2
(35481) Addr Arch
Conformance v1.2
(35480)
Instant AP-515 8900 AP-514 Instant Instant OS Core Interoperability — Certified ~ 9/28/
oS Mode AP-515 versions 8.9.x, V1.3 (35476) 2022
Instant Mode 8.10.%, Core Conformance
AP-344 Instant 8.11.x v1.3 (35475)
Mode AP-345 Kernel version SLAAC
Instant Mode 4145 Interoperability v1.3
AP-518 Instant (35476)
Mode AP-574 SLAAC
Instant Mode Conformance v1.2
AP-575 Instant (35475)
Mode AP-577 Addr Arch
Instant Mode Interoperability v1.2
(35478)
Addr Arch
Conformance v1.2
(35477)
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https://jitc.fhu.disa.mil/tssi/cert_pdfs/2427503_Initial_HPE-Aruba_vAOS-8-13_WIDS_23JUL2025.pdf

Product Tested Tested Applicable Platforms Software Test Suites Status Date Notes
Platform Version
ArubaOS  AP-535 8900 AP-534 Campus ArubaOSs Core Interoperability  Certified ~ 7/6/2
Mode versions v1.3 (35194) 022
AP-535 Campus 8.9, 8.10.x Core Conformance
Mode Kernel v1.3 (35193)
AP-555 Campus version SLAAC
Mode 4.4.60 Interoperability v1.3
(35194)
SLAAC
Conformance v1.2
(35193)
Addr Arch
Interoperability v1.2
(35195)
Addr Arch
Conformance v1.2
(35203)
ClearPass C1000 6.9 C1000 C2000 C2010 69  BasicInteroperability v1.2 Certified ~ 5/1/2020  Certified
Policy C2000 C3000 C3010 (314?8) Bas)ic Conformance a%ainst
v1.3 (31487) SLAAC older
Manager  C2010 CxO00v Interoperability v1.3 (31488) USGV6
C3000 SLAAC 2008
C3010 Conformance v1.2 (31487) Profile
Cx000V Addr Arch Interoperability v1.2
(31490)
Addr Arch Conformance v1.3
(31489)
ArubaOS  AP-655 810.0.  AP-655Campus ArubaOSs Core Certified  12/20/  ArubaOS
3 Mode versions Interoperability v1.3 2022
8.10.x, 8.11.x (35757)

Kernel version
4.4.60

Core Conformance
v1.3 (35752)
SLAAC
Interoperability v1.3
(35757)
SLAAC
Conformance v1.2
(35752)
Addr Arch
Interoperability v1.2
(35759)
Addr Arch
Conformance v1.2

(35758)
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Product

ArubaOS

Tested
Platform

7210

Tested Applicable Platforms Software

Version

8.10.0.
5

7210
7220
7240XM

ArubaOSs
versions
810, 811.x

Kernel version
2.6.321

Test Suites

Core
Interoperability v1.3
(35754)
Core Conformance
v1.3 (35750)
SLAAC
Interoperability v1.3
(35754)
SLAAC
Conformance v1.2
(35750)
Addr Arch
Interoperability v1.2
(35756) * Notes
Addr Arch
Conformance v1.2

(35755)

Status

Certified

Date

1219/
2022

Notes

Certified
against
older
USGv6
2008 Profile

Instant
oS

AP-635

8.10.0.
3

AP-635 Instant Mode

ArubaOS
Versions
810.x,811.x

Core
Interoperability v1.4
(UNH-IOL/36099)
Core Conformance
v1.4 (UNH-
I0L/36098)

SLAAC
Interoperability v1.4
(UNH-IOL/36099)
*Notes

SLAAC
Conformance v1.2
(UNH-10L/36098)
*Notes

Addr Arch
Interoperability v1.2
(UNH-IOL/36100)
Addr Arch
Conformance v1.2

(UNH-IOL/36101)

Certified

5/5/2
023
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Product Tested Tested Applicable Platforms Software Test Suites Date Notes
Platform Version
Switching CX 6200 AOS- HPE Aruba AOS-CX Core 9/25/
—CX CX6300  CX Networking CX 1011.x Interoperability v1.4 2023
CX6400 1011 6200F, CX 6300F, (UNH-I0L/36573)
Core Conformance
CX 8360 CX 6300M, CX V1.4 (UNH-
6405-V1, CX 6410-V1, I0OL/36571)
CX6405-V2, CX SLAAC
6410-V2, CX 8360, Interoperability v1.4
CX 8360-V2 (UNH-IOL/36573)
SLAAC
Conformance v1.2
(UNH-IOL/36571)
Addr Arch
Interoperability v1.2
(UNH-IOL/36574)
Addr Arch
Conformance v1.2
(UNH-IOL/36572)
IPvB-Only
Functional v1.1
(UNH-IOL/36575)
Switching 2930 AOSS 2930 Switch Series Basic Certified Certified
—AOSS 16060 Interoperabil against older
006 ity v1.1 USGv6 2008
(29104) Profile
Basic
Conformanc
evl2
(29103)
SLAAC
Interoperabil
ity v1.2
(29104)
SLAAC
Conformanc
ev1.1(29103)
Addr Arch
Interoperabil
ity v1.1
(29106 Addr
Arch
Conformanc
evl2
(29105)

HPE Aruba Networking standards, government validations, and accreditations
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Product Tested Tested Applicable Platforms Software Test Suites Status Date Notes
Platform Version

ClearPass ClearPas 6.1 ClearPass appliances 6.11 Core Interoperability  Certified ~ 3/9/2
Policy s Policy operating on version V1.3 (35900) 023

Core Conformance
Manager Manager 6.11 on supported V1.3 (35898)

platforms SLAAC
Interoperability v1.3
(35900)
SLAAC
Conformance v1.2
(35898)
Addr Arch
Interoperability v1.2
(35901)
Addr Arch
Conformance v1.2
(35899)
IPvB-Only
Functional v1.1
(35902)

ArubaOS 9240  8100. 9240 ArubaOs ~ Corelnteroperability — Certified ~ 5/16/2  ArubaOS
. versions V14 (UNH-IOL/36286) 023

810x Core Conformance
B v1.4 (UNH-IOL/36284)
8.1.x SLAAC
Interoperability v1.4
(UNH-IOL/36286)
SLAAC
Conformance v1.2
(UNH-IOL/36284)
Addr Arch
Interoperability v1.2
(UNH-I0OL/36287)
Addr Arch
Conformance v1.2
(UNH-I0L/36285)
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Product Tested Tested Applicable Platforms Software Test Suites Status Date Notes
Platform Version
ArubaOS 9004 810.0. 9004 9004-LTEQO12  ArubaOS Core Certified ~ 7/11/2  ArubaOS
7 MC-VA-10 MC-VA-50 VErsions Interoperability v1.4 023
MCVAZ50 MC.VA. 810 811X (UNH-I0L/36687)
Kernel version  Core Conformance
1K MCR-VA-50 MCR- 414788 V1.4 (UNH-
VA-500 MCR-VA-1K o I0OL/36685)
MCR-VA-5K MCR-VA- SLAAC
10K MCR-HW-1K Interoperability
MCR-HW-5K MCR- v1.4 (UNH-
HW-10K I0L/36687)
SLAAC
Conformance
v1.2 (UNH-
I0L/36685)
Addr Arch
Interoperability
v1.2 (UNH-
IOL/36688)
Addr Arch
Conformance v1.2
(UNH-10L/36686)
Arub AP-515  810. CampusAP-514 ArubaOs  Core Interoperability — Certified ~ 11/7/
a0s 03  CampusAP-515 Campus  versions &46(%'(“;&')0*/8 3{3(:258) 2023
r r
AP-344 Campus AP-345 810X, V1.4 (UNH-IOL/37256)
Campus AP-518 Campus  8.11.x SLAAC
AP-574 Campus AP-575 Kernel Interoperability v1.4
Campus AP-577 version (UNH-I0L/37258)
4460 SLAAC

Conformance v1.2
(UNH-IOL/37256)
Addr Arch
Interoperability v1.2
(UNH-IOL/37259)
Addr Arch
Conformance v1.2
(UNH-IOL/37257)
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Product

Switching
—CX

Tested
Platform

Tested Applicable Platforms Software

Version

CX9300 AOS-

CX
10.1

CX9300

AOS-CX 101

Test Suites

Core
Interoperability v1.4
(UNH-10L/3748)
Core Conformance
v1.4 (UNH-
|0OL/3748)

SLAAC
Interoperability v1.4
(UNH-10L/3748)
SLAAC
Conformance v1.2
(UNH-10L/3748)
Addr Arch
Interoperability v1.2
(UNH-I0L/37572)
Addr Arch
Conformance v1.2
(UNH-10L/3748)
IPv6-Only
Functional v1.1
(UNH-IOL/37488)

Status Date

Certified  1/23/2

024

Notes

Switching
—CX

CX 8325
CX
10000

AOCS-
CX
10.1

CX 8325
CX10000

AOS-CX10.11

Core
Interoperability v1.4
(UNH-I0OL/37173)
Core Conformance
v1.4 (UNH-
I0OL/37171)

SLAAC
Interoperability v1.4
(UNH-I0OL/37173)
SLAAC
Conformance v1.2
(UNH-IOL/37171)
Addr Arch
Interoperability v1.2
(UNH-IOL/37174)
Addr Arch
Conformance v1.2
(UNH-IOL/37172)
IPv6-Only
Functional

v1.1 (UNH-
IOL/37179)

Certified  12/14/

2023
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Additional programs

Certifying Body Relevant Wi-Fi standards (selected)
Wi-Fi Alliance — Wi-Fi Certified 7 / 6 (802.11be / 802.11ax)

— Wi-Fi Enhanced Open

— WPA3-Enterprise

— WPAS-Personal

— WPA2-Enterprise

— WPA2-Personal

- WMM

— WFAWME Certification for QoS
— Wi-Fi Alliance 802.11ac

- WFA 802.11n

- WFA 802.11a

— WFA 80211 b/g
NIST—Used in Wi-Fi — AES-128/AES-256 CCMP; AES-GCM
Alliance Certificates
IEEE — 802.1i/WPA2/xSec

— 802.1Xincluding CAC card support

Department of Defense

— NSA Commercial Solutions for Classified

— DoD Directives 8100.2, 8500.1, 8420.1 Compliant

— DoDIN Certified, AOS and ClearPass Policy Manager

— DDR1494 JF12 Equipment Radio Frequency Allocation Guidance
— TAA Compliant

US Navy

— Navy HERO certification

Voluntary Product Accessibility Template (VPAT)

— Section 508 Compliant

Department Of Homeland Security (DHS)

— DHS Continuous Diagnostic Mitigation for Phase 1 Hardware Asset Management (HWAM)
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Coverage

Change Document Prepared / Reviewed Approved by Section and text
request# version Modified by by revised
(Optional)

2 10/30/2024 Dave Chen Dave Chen

3 10/23/2025 Gillian Khan Gillian Khan Current certifications

updated and sunset
ones removed.

4 4/22/2026 Gillian Khan Gillian Khan Current certifications
updated and sunset
ones removed. FIPS
reformatted

- Chat now
Visit HPE.com

© Copyright 2026 Hewlett Packard Enterprise Development LP. The information
contained herein is subject to change without notice. The only warranties
Hewlett Packard Enterprise products and services are set forth in the express
warranty statements accompanying such products and services. Nothing herein
should be construed as constituting an additional warranty. Hewlett Packard
Enterprise shall not be liable for technical or editorial errors or omissions
contained herein.

Android is a registered trademark of Google LLC. Linux is the registered trademark of
Linus Torvalds in the U.S. and other countries. Windows is either a registered
trademark or trademark of Microsoft Corporation in the United States and/or other
countries. Red Hat is a registered trademark of Red Hat, LLC in the United States and
other countries. All third-party marks are property of their respective owners.

aO0118356ENW, Rev. 5
HEWLETT PACKARD ENTERPRISE

hpe.com

—


https://www.hpe.com/global/hpechat/index.html?jumpid=Collaterals_a00118356ENW
https://www.hpe.com/

	Common Criteria
	FIPS-140
	DoDIN APL
	USGv6
	Additional programs
	Coverage

