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Why HPE Aruba Networking and
Cloudi-Fi

From secure network access o
enhanced Wi-Fi security, compliance
assurance, and personalized

user experiences, HPE Aruba
Networking delivers:

o Guest, BYOD and loT onboarding,
authentication, and management
for secure network access

» Enhanced security of guest Wi-Fi
with user profiling, role-based
security policies, and visibility info
guest traffic

« Ensure compliance, data refention
policies and user data privacy with
local regulations

» Personalized and optimized user
experience with fully customizable
captive portals and digital user
journey

» Enables seamless integration
without the need for any
additional hardware

Page 2

- p—

Introduction

As the adoption of cloud services increases, Wi-Fi has evolved from a commodity to a crucial
utility, ensuring user connectivity and productivity. However, the widespread use of Wi-Fi
introduces risks, with unmanaged guest, BYOD, or loT devices potentially exposing users and
organizations to threats like malware, ransomware, or phishing.

Reducing these risks calls for providing network access only to authorized users and
devices, which necessitates securely onboarding unknown users and devices, identifying
and profiling each device, and complying with data privacy and local regulations to ensure
network security.

To enhance network security, user productivity, and regulatory compliance, HPE Aruba
Networking and Cloudi-Fi have collaborated to provide a joint solution that is highly scalable,
flexible, and adaptive to updates and new features. It provides a user-friendly interface for
guests and BYOD, along with a seamless workflow for loT.

This solution also complies with all local regulations and user data privacy laws, ensuring
that businesses can operate globally with confidence. With a single-entry point, businesses
can keep their guest data secure and compliant with local regulations.
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About Cloudi-Fi
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Cloudi-Fi is a cloud-based SaaS solution that facilitates centralized and unified access management for guests,
BYOD, and loT devices. It seamlessly integrates with HPE Aruba Networking infrastructure and is ideal for SD-WAN
architectures with local internet breakouts. Cloudi-Fi enhances visibility, compliance, and control of internet usage by

all users and devices.

Cloudi-Fi serves enterprises of all sizes, with specific use case success in industries such reftail, luxury brands,
education, and hospitality. Available worldwide—the solution offers a tailored cloud-based guest Wi-Fi captive portal
and a unique cloud-based DHCP service for loT devices.

Single point of access for all users

Seamlessly onboard all devices and all users

| want to identify my users
(Guest, contractor,
employee)

| look to provide profile
based Wi-Fi usage access:

* Daily for visitors
 Long term for contractors

* Permanent for employee

| want to provide
personalised access
to my users

4

I need data to be:
* GDPR compliant

' * Secured

Figure 1. Your Journey, Your Portal: Unified Access with HPE Aruba and Cloudi-Fi
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Figure 2. Customizable Journeys: Onboard your users as needed
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with our service?
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your visit?
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part of your visit?
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Simplified onboarding through tighter integration

Explore the benefits of simplified onboarding through the seamless cloud integration
provided by Cloudi-Fi and HPE Aruba Networking. Ensure a secure, controlled, and
compliant guest Wi-Fi cloud service, enriched with personalized captive portal features,
streamlining the user experience and the onboarding process.

Here’s how it works:

1. A guest user connects to the internet through an open SSID that is configured on
HPE Aruba Networking equipment.

2. A splash page or captive portal appears on the user’s device, which redirects the user fo
the Cloudi-Fi portal.

3. Cloudi-Fi takes over the user authentication process and manages access logs.

4. The user is invited to authenticate with their preferred method, and once authenticated,
they are allowed to browse the internet.

RADIUS server
Cloudi-Fi is configured as
a RADIUS server

User is redirected to Cloudi-Fi captive
portal while he is authenticated
HPE QrUbQ ¢ cLoupi-Fi
networking
Authenticated user allowed @
I I to browse the internet »

Guest user

Captive portal
Enable the RADIUS authentication and configure the redirect host
with a FQDN returning the Aruba captive portal redirect IP

Figure 3. HPE Aruba Networking and Cloudi-Fl integration diagram
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Our solution partners

CLOUDI-FI

Cloudi-Fi is a fully cloud-based
Software as a Service solution

that centralizes and unifies access
management for guests,
bring-your-own-device (BYOD), and
Internet of Things (IoT) devices.

Its seamless infegration with HPE
Aruba Networking makes it an ideal
fit for Software-Defined Wide Area
Network (SD-WAN) architectures
with local infernet breakouts.
Utilizing Cloudi-Fi enhances
visibility, compliance, and control
over internet usage across all users
and devices.

cloudi-fi.com

Make the right purchase decision.
Contact our presales specialists.

N~ Contact us

—

Hewlett Packard
Enterprise

Certified interoperable

Certified interoperability enhances efficiency and flexibility, enabling easier integration
of new technologies and improved data sharing. In addition, it provides cost savings
by avoiding compatibility issues, while future-proofing your investments for seamless
incorporation of future technologies.

Summary

Leverage the power of collaboration between HPE Aruba Networking and Cloudi-Fi,
providing a scalable, flexible solution for secure, compliant Wi-Fi access and user-friendly
experiences. Working with HPE, businesses can navigate the complexities of cloud adoption
and Wi-Fi use, ensuring secure network access and enhanced user productivity. Contact

us fo learn more about how HPE Aruba Networking and Cloudi-Fi can transform your
connectivity landscape.

Visit ArubaNetworks.com [———]
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