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H PE networking

HPE Aruba Networking
EdgeConnect Cloud Orchestrator

Business Intent Overlays

HPE Aruba Networking EdgeConnect Cloud Orchestrator is a secure, cloud-hosted, single-tenant
software-as-a-service subscription that enables enterprises to centrally assign business intent policies to
applications and manage and monitor their HPE Aruba Networking EdgeConnect SD-WAN on a global
basis. An intuifive user interface provides unprecedented levels of visibility info both data center and
cloud-based applications.

HPE Aruba Networking EdgeConnect Cloud Orchestrator allows entferprises to orchestrate application policies
across thousands of appliances through a single pane of glass, driven by business intent policies.
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Key features

« Single-screen administration: It enables rapid and consistent
implementation of network-wide business intent policies, reducing
many of the repetitive and mundane manual steps required to
configure and connect remote offices and branch locations.
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Figure 1. A matrix view from HPE Aruba Networking EdgeConnect Cloud
Orchestrator provides an easy-fo-read, intuitive visualization of configured
zones and defined allow list exceptions

« Centralized orchestration and policy automation: [t empowers
network administrators to centrally define and orchestrate granular
security policies and create secure end-to-end zones across any
combination of users, application groups, and virtual overlays,
pushing configurations to sites in accordance with business intent.
In addition, it offers seamless drag-and-drop service chaining fo
next-generation security services.

« Live view: It monitors real-time throughput, loss, latency, and

jitter across business intent overlays and the underlying transport
services to proactively identify potential performance impacts.

« Granular real-time monitoring and historical reporting:
Provides specific details info application, location, and network
statistics, including continuous performance monitoring of loss,
latency, and packet ordering for all network paths; identifies all web
and native application traffic by name and location, and alarms and
alerts allow for faster resolution of network issues.

» Bandwidth cost savings reports: [t documents the cost savings
for moving to broadband connectivity.

SD-WAN deployments done faster

HPE Aruba Networking EdgeConnect Cloud Orchestrator enables
secure zero-touch provisioning of HPE Aruba Networking
EdgeConnect SD-WAN appliances in the branch. The service
automates the assignment of business intent policies to ensure
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faster and easier connectivity across multiple branches, eliminating
the configuration drift that can result from manually updating

rules and access control lists (ACLS) on a site-by-site basis. With
HPE Aruba Networking EdgeConnect Orchestrator, enterprises can:

» Avoid WAN reconfigurations by delivering applications to users in
customized virtual overlays

« Align application delivery with business goals through business
infent policies

« Simplify branch deployments with HPE Aruba Networking
EdgeConnect SD-WAN profiles that describe the virtual and
physical configuration of the location

Real-time health monitoring and
historical reporting

HPE Aruba Networking EdgeConnect Cloud Orchestrator provides
specific details on SD-WAN health and performance:

 Appliance dashboard displays a centralized summary of appliances
connected on the network, top talkers, applications, topology map,
and more.
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Figure 2. HPE Aruba Networking EdgeConnect Cloud Orchestrator
enables centralized definition and automated distribution of network-wide
business intent policies to multiple branch offices

» Health map provides a high-level view of HPE Aruba Networking
EdgeConnect SD-WAN appliance status and network health based
on configured thresholds for packet loss, latency, and jitter.

« Monitoring and reporting tools generate and schedule multiple
customized reports fo track a variety of performance metrics;
reports may be scheduled on a regular basis and automatically
sent fo specific individuals or departments.

« Availability reports provide uptime statistics by appliance network
role Chub or spoke), service overlay, fransport underlay, interface
label, and reachability (appliance connectivity to the Orchestraton).
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Figure 3. HPE Aruba Networking EdgeConnect Cloud Orchestrator
monitoring report on application consumption

Gain control over the cloud

Gain an accurate picture of how software as a service (SaaS)
and infrastructure as a service (laaS) are being used across
the organization.

» Name-based identfification and reporting of all cloud and
data center-hosted applications

» Tracking of SaaS provider network traffic

« Cloud intelligence provides internet mapping of optimal egress o
SaaS services

» AppExpress monitors the traffic flow for up to 50 applications,
leveraging synthetic polling and real-time user traffic observations
to infelligently steer traffic and select the best path.
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Figure 4. HPE Aruba Networking EdgeConnect Cloud Orchestrator
dashboard summarizes overall SD-WAN health, appliance status, fopology,
and fop applications
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Cloud hosted

HPE Aruba Networking EdgeConnect Cloud Orchestrator is a
managed single-tenant subscription service, hosted by HPE, and
supports the following capabilities for deployment and management
of an HPE Aruba Networking EdgeConnect SD-WAN network:

» Automated managed backup

-7 days of configuration and a high volume of data collected,
including performance, network traffic, and appliance status

—-Redundancy with hosting in multiple availability zones
« Built-in high availability
- Hosted across multiple availability zones

—-SD-WAN network always operates, even when Orchestrator
is unreachable

» Highly secure VPC environment

- Database encryption

- Single-tenant offering
 Multi-instance

- Available in multiple regions, including US East, EMEA-Frankfurt
« Certification

-SOC2 Type 2

- CSA Star level 2

Benefits

With HPE Aruba Networking EdgeConnect Cloud Orchestrator,
enterprises can simplify connectivity, infrastructure management,
and network administration for their HPE Aruba Networking
EdgeConnect SD-WAN networks.

This service offers the following benefits:

« It provides real-time application visibility, historical reporting, and
live views of network performance

« It has the flexibility to expand network capacity and sites
on demand

o It simplifies IT operations for SD-WAN network management and
the need to manage physical infrastructure and backup operations

« It protects customer network and data infegrity
- Per-tenant data isolation and integrity

- Per-tenant upgradeability, maintenance, backup/restoration
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Orchestrator for global enterprise

With this optional capability, large global enterprises with multiple
business units or subsidiaries are able to span multiple regions
(administrative domains) where there is a requirement to support
different regional QoS or security policies. Each individual SD-WAN
fabric can be cenftrally configured and managed in alignment

with business requirements, while also enabling each fabric to be
managed independently through its own orchestrator instance.

Additionally, managed service providers (MSPs) benefit when
managing multiple enterprise-owned SD-WAN deployments
by having a single console from which to access all underlying
orchestrator tenant instances.

Key capabilities include:

Single sign-on view to multiple SD-WAN fabrics: It enables the
global management of networks that span different administrative
domains, including single-click logging into each individual
orchestrator fenant.

Secure orchestration as a service: |t leverages segregated
customer databases, high-level resiliency with automated recovery
from host or zone failures, multifactor authentication, and role-based
user access, all in a secure cloud-hosted environment.

Orchestrator for Global Enterprise
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Orchestrator tenant isolation: It enables tenants to run
independently from each other with secure, fully isolated databases,
unigue soffware releases per fabric, which may be upgraded on any
schedule, at any time.

Granular role-based access control (RBAC) for administrators
and end customers: It grants singular privilege levels for
different authorized users to each SD-WAN fabric—read-only or
read/write permissions.

Global scalability: It provides virtually unlimited scalability as the
number of fenants expands, enabling customers to easily scale up to
thousands of nodes seamlessly.

Tenant summary dashboard: I displays the name of each

tenant SD-WAN fabric (with click-through access to each tenant
orchestraton), license types, total number of appliances, appliance
versions, software version, status, and action to stop/activate, as well
as alarms and alerts.

Centralized alarm view across multiple SD-WANS: [t enables
alarm monitoring with an aggregated view of alarms for all
SD-WAN fabrics; a single click provides alarm details for a specific
tfenant SD-WAN fabric by automatically logging into its tenant
orchestrator instance.

License reports: It include the number of license types, licenses
used/available, and license expiration dates for each tenant’s
SD-WAN fabric.

HPE Aruba Networking EdgeConnect SD-WAN Orchestrator
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Horizontally, flexible, and scalable compute and storage resources

Figure 5. Orchestrator for global enterprise enables large enterprises fo globally manage and monitor multiple SD-WAN fabrics supported by independent
fenant orchestfrator instances to support the requirements of different business units or subsidiary companies
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Learn more at
HPE.com/EdgeConnect SD-WAN

I;l Chat now (sales)
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