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Executive summary

IT increasingly needs to streamline operations, unlock agility, and do more with less. Hyperconverged infrastructure (HCD brought an
experience that makes it simple to deploy, manage, and upgrade the infrastructure. Although acceptable for general-purpose apps, HCI
comes at a cost to reliability, performance, and economics for business-critical apps and mixed workloads.

Disaggregated HCI (dHCD) is a reimagination of HCI for agility without compromise. It is ideal for business-critical apps and mixed workloads.
It delivers the HCl experience of unified management and VM-centric operations but with six-9s availability, faster performance, and a lower
total cost of ownership for business-critical apps and mixed workloads. Its modularity and ability to scale compute and storage resources
separately and independently help the IT team avoid overprovisioning—relieving them from buying extra storage capacity and server
hardware. As more organizations deploy HPE Alletra dHCI and HPE GreenlLake for Private Cloud Business Edition (Private Cloud Business
Edition) for business-critical data, meeting service level agreement (SLA) requirements with the best possible levels of recovery-time
objectives (RTOs) and recovery-point objectives (RPOs) is crucial.

Today’s backup and recovery offerings are a fragmented mix of point solutions for backups, target storage, and long-term data retention.
That makes for a complex scenario, and each of these silos is less than optimal. Each of these silos is designed on proprietary hardware and
software that has its own maintenance and support contracts.

HPE Alletra dHCI has become an as-a-Service (aaS) offering with Private Cloud Business Edition. It allows the simplified hybrid cloud
provisioning of virtual machines (VMs) across on-premises and cloud environments from one console. Because Commvault software
continues to offer the most in-depth integrations with the Hewlett Packard Enterprise product portfolio, it is possible to seamlessly protect
HCI environments—whether on-premises, in the cloud, or hybrid.

Modern data protection, by contrast, is critical to keeping pace with today’s changing hybrid cloud environments and ensuring data and
applications are always available. It can help you deliver flexible, cost-effective solutions for reliable protection and fast recovery. The
solutions are application- and virtualization-aware, with built-in intelligence to optimize protection and recovery. Modern data protection
solutions have five essential characteristics: simplified operations, cloud agility, cost reduction, maximized data value, and the ability to meet
demanding SLAs.

This paper is intended for presales consultants, solution architects, storage operators, and administrators designing, implementing, and
maintaining application backups using HPE Alletra dHCI, HPE Greenl ake for Private Cloud Business Edition, and Commvault software.

Why use Commvault to protect HPE Alletra dHCI and Private Cloud Business Edition?

Commvault is part of the HPE Complete program, helping you with the convenience of one-stop shopping for tested and validated HPE and
Commvault end-to-end solutions for data protection and management across the entire HPE storage portfolio. Commvault has the most
extensive breadth and depth of coverage across HPE server and storage portfolios. Commvault has the largest ecosystem of supported
enterprise applications, hypervisors, storage arrays, containers, and cloud storage providers.

Protecting HPE Alletra dHCI and Private Cloud Business Edition with Commvault delivers the following benefits:

» Simple data protection: Single view to manage, protect, and migrate data across locations, storage types, and workloads.

» Cost-opfimized data protection: Reduction in hardware and operating expenses by buying what you need today, use of deduplication, and
aligning the value of the data with the cost of storage.

» Flexible data protection: Business operations continuity by meeting demanding SLAs for RTOs and RPOs with automated and

orchestrated snapshots.

Commvault integrates seamlessly with the HPE Alletra dHCl and Private Cloud Business Edition environment at the hypervisor level to
ensure that VMs are protected. Because the integration with the HPE Alletra dHCl and Private Cloud Business Edition environment is not
specific or unique to this platform, no additional software or packages are required for an existing Commvault CommCell to be able to
profect the environment. A new HPE Alletra dHCI and Private Cloud Business Edition setup can be seamlessly integrated and protected with
the following capabilities:

* Agentless VM backup and recovery with the Commvault Virtual Server Agent (VSA)
* Application-aware backups

o Live Mount and Live Recovery of VM data

Live Sync Direct VM replication

o HPE Alletra Storage snapshot integration with Commvault IntelliSnap

—



https://www.hpe.com/us/en/storage/nimble-storage-dhci.html
https://www.hpe.com/us/en/hpe-greenlake-private-cloud-business-edition.html
https://www.hpe.com/us/en/hpe-alletra.html
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Agentless protection

The Commvault VSA enables the protection of virtual environments without installing Commvault client software onto the VMs being
profected. Commvault’s integration with the VMware ESXi™ host in the HPE Alletra dHCI and Private Cloud Business Edition environment
ensures that any VMs created within this environment are automatically added to the protection plan.

As seen in Figure 1, after the HPE Alletra dHCI and Private Cloud Business Edition environment is installed and configured with VMware
vCenter® deployed, it is a straightforward process of either following the guided setup in the Commvault Command Center or expanding the
Protect option from the left-hand menu and then selecting the Virtualization option from this menu. Either way, the vCenter details are
added to the hypervisor section and any VMs that are created are added automatically to the protection plan for this hypervisor. After this
setup has been completed, multiple ways to backup and restore the VMs created exist.

COMMVAULT & q

Command Center

Welcome, hsadmin
& Guided setup

You have finished the initial application setup.

i Dashboard

O Protect

@ Activate Protect

4! Disaster recovery

= 7 20 v

== Jobs g
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wd recover file servers like Microsoft Windows, Unix, or Backup and recover virtual machines

Monitoring

Storage

Figure 1. Setup of VM protection plan from Commvault Command Center

Application-aware backups

The entire state of the specific application is captured when the backup is run using application-aware backups, simplifying the restore point
in time and ensuring that the application will be restored seamlessly for continued use. When an application-aware backup runs on a VM, the
VM is quiesced. This flushes the VM memory and completes any writes that are in process. After completing the writing process, a software
snapshot of the application data is created and the application resumes. Application-aware backups support multiple operating systems and
applications, some of which might require installing and setting up a proxy server within vCenter.

Live Mount and Live Recovery
The Live Mount feature can be used fo validate the usability of backups for disaster recovery and the content on the backup or to access
data from the VM directly instead of restoring guest files.

Live Recovery can be used with the Live Mount feature to restore a VM quickly and efficiently. A VM can be recovered and powered on
without performing a full restore.

Live Mount

Live Mount is a feature that allows protected VMs to run directly from the storage device to which they are backed up. If a VM needs fo be
recovered, the VM can be booted and run instantly on a storage device, such as an HPE Alletra Storage array that is part of the HPE Alletra
dHCI and Private Cloud Business Edition environment or to a secondary backup target such as an HPE StoreOnce Catalyst store.

Hewlett Packard Enterprise does not recommend using Live Mount to run VMs for a production environment but does recommend using
Live Mount as a temporary measure or fo validate that backed-up VMs can be restored in the event of a disaster. Changes made fo a Live
Mount VM when it is mounted are not retained when the VM expires. The VM expiration period is defined in the VM lifecycle management

policy.


https://www.hpe.com/us/en/storage/storeonce.html
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Due to the way the Live Mount VM is mounted on the Media Agent, each VM requires the following resources at a minimum on the Media
Agent:

e 20 GB capacity
o 15% of the total VM size (the sum of the VMDKSs for the VM) plus the expected writes to the VMDKSs during the Live Mount operation

Live Recovery
With Live Recovery, VMs can be recovered and powered on from a backup without waiting for a full restore of the VM. This feature can
retrieve a failed VM that needs to be placed back in production quickly or validate that a backup can be used in a disaster recovery scenario.

The process for running the Live Recovery feature is like that of the Live Mount feature, although some additional requirements must be
considered. Some backup types and destinations are not supported with Live Recovery and must be verified in advance.

Live Recovery is initiated from the Commvault CommCell browser. The VM to be recovered can be restored to a new destination or restored
in place. Data for the VM is restored from the backup as needed for the operations requested by the VM. The full restore completes as the
resources allow. After the full restore, a VMware vSphere® Storage vMotion® is initiated to migrate the VM to the destination datastore
requested when the Live Recovery process was initially started.

Live Sync Direct VM replication

Another method of protecting the VMs within the HPE Alletra dHCI and Private Cloud Business Edition environment is fo use the
Commvault Live Sync VM replication feature. Live Sync replicates the backup data from source VMs to an alternate destination or site. Live
Sync uses VMware VAIO, the vSphere API 1/O filtering framework. This framework enables third parties to develop filters that can run in ESXi
and intercept an 1/O request from a guest operating system to a virtual disk. Using this plug-in, the Commvault software can continuously
replicate production VMs to a disaster recovery (DR) site or a test or development environment.

Live Sync also allows replication of the VMs from the HPE Alletra dHCl and Private Cloud Business Edition production environment to
another HPE Alletra dHCI and Private Cloud Business Edition environment or a cloud-based destination. It also replicates VMs running on
a wide range of significant databases, where the database is copied to the second or DR site. In a disaster, the DR site is entirely up to date
and can be seamlessly and instantly switched to.

Live Sync enables an incremental replication of a VM or VMs, creating a synced copy of the VM on the destination. This operation only
happens after a backup has been run and can be configured to run automatically after each backup, or it can be scheduled to run at specific
fimes to minimize the impact of running the replication.

IntelliSnap integration for HPE Alletra Storage

The HPE Alletra dHCI and Private Cloud Business Edition environment can be protected using the Commvault InfelliSnap snapshot engine.
IntelliSnap is used with Live Sync to replicate the VMs within the HPE Alletra dHCI and Private Cloud Business Edition environment to

a secondary or disaster recovery (DR) site. When you add the HPE Alletra Storage array to the array management within the Commvault
Command Cenfter, you can also configure backups to run a snapshot copy when a backup runs. Depending on the configuration, the backups
can be configured to snap volumes for individual VMs, databases, or datastores. IntelliSnap is enabled at the sub-client level with the
CommCell browser or Command Center, followed by setting a snapshot copy within the protection policy to back up the VMs. IntelliSnap
supports a rich set of features and a wide range of arrays and array fypes.

Transport modes
Commvault supports different tfransport modes and features:

» SAN mode with automatic tfransport mode selection: SAN mode is selected if SAN storage is connected to the ESXi host. The Virtual
Server Agent must have access to the datastore LUNs (logical drives) that provide storage for virtual machine disks. Data is read directly
from the storage where virtual machines reside without going through the ESXi host or transferring data over the local area network
(LAND. The ESXi host is contacted only to coordinate access to the LUN.

» HotAdd mode refers to how the backup is completed. In HotAdd mode, the data volumes containing the VM to be backed up are
automatically mounted to a proxy and can then be accessed by the proxy as a local disk. The ESXi host hosting the proxy must have
access to all the datastores for the VM. If SAN mode is unavailable, HotAdd mode can improve performance achievable with SAN mode.
When Change Block Tracking (CBT) is enabled for the first backup that is run in HotAdd mode, subsequent backups can be run as
incremental backups.

HotAdd mode allows backups even when VMware® datastores are configured on NFS volumes. The VSA and Media Agent are configured
on a VM. During backup, the VSA mounts the VMDKs of the source VMs to itself using a process called Hot Add. The source VMDKs then
appear as a local disk to the VSA. The VSA module reads the VMDK locally, performs deduplication, and sends the data to the Media
Agent module on the same VM to be written to the disk library.

—
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» Network Block Device (NBD) transport mode transmits data over the TCP/IP connection between the ESXi server and the proxy
computer. This mode serves as a fallback when other fransport modes are not available. The LAN can be the production network or
a dedicated backup network.

NBDSSL is like NBD mode, but data fransfer between the proxy computer and the ESXi server is encrypted. Encryption should be used for
sensitive information, even within a private network. CBT is enabled by default for backups and must be used for the first full backup to
allow incremental backups of virtual disks.

HPE Alletra dHCl and Private Cloud Business Edition have been tested and verified for these features. No new techniques or configuration
options are required to deploy these capabilities because standard features of Commvault protection of virtualized environments are
leveraged.

Backup target options for protecting HPE Alletra dHCI and Private Cloud Business Edition
with Commvault

Within the HPE data protection portfolio, there are multiple options that can be deployed with Commvault to protect HPE Alletra dHCI and
Private Cloud Business Edition:

« HPE StoreOnce: Available as a purpose-built hardware appliance and a virtual appliance hosted by a hypervisor, HPE StoreOnce offers
significant data reduction for medium- to long-term retention of backup data on-premises. Its deduplication and compression also reduce
the WAN bandwidth required for replication. HPE Cloud Bank Storage, a feature of HPE StoreOnce, enables the seamless, secure, and
cost-effective movement of backup data to public/private/hybrid cloud or on-premises object storage environments while yielding twenty
times fewer cloud storage requirements.

» HPE Alletra 4000 Storage Server portfolio: These storage-optimized servers are ideal for organizations that maintain short to medium
retention periods and require high-speed backup and restoration of various workload types.

» HPE Alletra 5000 and 6000 series: The HPE Alletra range of products starts at the 5000 Series, which offers a cost-effective storage
option for workloads that do not require an all-flash solution. They are a reliable hybrid-flash array designed for a mix of primary,
secondary backup, and DR workloads. The HPE Alletra 6000 series is designed to house business-crifical workloads requiring strict
availability and performance levels. These array series offer six-9s availability and are built on an ultra-efficient architecture.

» HPE GreenLake for File Storage offers enterprise performance at scale to accelerate the most data-intensive applications, radically
simple file data management for an intuitive cloud experience, and enhanced productivity with faster fime-to-insight.

Summary

HPE Alletra dHCl and HPE GreenlLake for Private Cloud Business Edition deliver unified management and VM-centric operations while
providing six-9s availability, faster performance, and a lower total cost of ownership for business-critical apps and mixed workloads. As

a result, the ability to meet RPO and RTO requirements becomes even more crucial. By offering a modernized data protection solution that is
simple, cost-optimized, and flexible, Hewlett Packard Enterprise and Commvault ensure that VMs and the data within them are protected.
Commvault software integrates seamlessly with the HPE Alletra dHCI and Private Cloud Business Edition without additional software.

The partnership between Hewlett Packard Enterprise and Commvault delivers end-to-end solutions for data protection and data
management across the entire HPE storage portfolio. Commvault has the most extensive breadth and depth of coverage across the
entire HPE server and storage portfolios.
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Resources

HPE Alletra dHCI
hpe.com/us/en/storage/nimble-storage-dhci.html

HPE GreenlLake for Private Cloud Business Edition
hpe.com/us/en/hpe-greenlake-private-cloud-business-edition.html

HPE GreenlLake for File Storage
hpe.com/us/en/hpe-greenlake-file-storage.html

HPE StoreOnce
hpe.com/us/en/storage/storeonce.html

Commvault Command Center
commvault.com/command-center

Running Virtual Machine Using Live Mount
documentation.commvault.com/11.24/expert/36529_running_virtual_machine_using_live_mount.html

Configuring HPE Alletra and HPE Alletra dHCl and Private Cloud Business Edition with Commvault
documentation.commvault.com/11.24/expert/33901_configuring_hpe_Alletra_storage_Alletra_dhci_on_array_software.html

Learn more at
HPE.com/us/en/HPE-

Greenl ake-Private-Cloud-
Chat now (sales)
Business-Edition.ntml Explors HPE Greaniaks [ -

© Copyright 2024 Hewlett Packard Enterprise Development LP. The information contained herein is subject to change without
notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional warranty. Hewlett
Packard Enterprise shall not be liable for technical or editorial errors or omissions contained herein.

: VMware, VMware ESXi, VMware vCenter, and VMware vSphere Storage vMotion are registered frademarks or trademarks of
VMware, Inc. and its subsidiaries in the United States and other jurisdictions. All third-party marks are property of their respective
Hewlett Packard owners

Enterprise a00120348ENW, Rev. 3


https://www.hpe.com/us/en/hpe-greenlake-private-cloud-business-edition.html
https://www.hpe.com/us/en/hpe-greenlake-private-cloud-business-edition.html
https://www.hpe.com/us/en/hpe-greenlake-private-cloud-business-edition.html
https://www.hpe.com/us/en/hpe-greenlake-private-cloud-business-edition.html
https://www.hpe.com/global/hpechat/index.html?jumpid=Collaterals_a00120348ENW
https://www.hpe.com/us/en/greenlake.html
https://www.hpe.com/us/en/storage/nimble-storage-dhci.html
https://www.hpe.com/us/en/hpe-greenlake-private-cloud-business-edition.html
https://www.hpe.com/us/en/hpe-greenlake-file-storage.html
https://www.hpe.com/us/en/storage/storeonce.html
https://www.commvault.com/command-center
https://documentation.commvault.com/11.24/expert/36529_running_virtual_machine_using_live_mount.html
https://documentation.commvault.com/11.24/expert/33901_configuring_hpe_nimble_storage_nimble_dhci_on_array_software.html
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