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Executive summary 
Data is one of the most valuable assets of any organization. It exists in three basic states: at rest, in motion, and in use. Data at rest can 
be defined as data held on computer data storage in any digital form that is not currently traversing the network or actively being used 
in memory. This data, like all of an organization’s data, must be protected from negative outcomes such as unauthorized access, data 
breaches, or physical theft. Arguably, one of the most effective ways to secure data at rest is to store it in an encrypted format. 
Encryption is the process of transforming information from its original form (plaintext) into an unreadable form (ciphertext) by use of a 
cryptographic algorithm and a key. Only parties who have that key can revert the data back into usable plaintext. The primary goal of 
data-at-rest (DAR) encryption is to ensure that data stored on the drive media is held securely and rendered inaccessible and 
unreadable if the drive is removed. HPE Alletra Storage arrays offer this functionality through Federal Information Processing 
Standards (FIPS)-certified self-encrypting drives that can be managed by using either a built-in local key manager (LKM) or a  
third-party external key manager (EKM). 

Target audience 
The target audience for this technical white paper includes storage array administrators who want to enable DAR encryption on  
HPE Alletra Storage MP B10000 and HPE Alletra 9000 Storage arrays. 

Document purpose 
The paper describes the prerequisites for enabling DAR encryption. It takes you through the process of enabling and managing encryption 
on the array by using the HPE Alletra Storage MP B10000 UI or the HPE Alletra 9000 UI, the HPE Storage Command Line Interface (CLI), 
and HPE Data Ops Manager, delivered through Data Services Cloud Console on HPE GreenLake.  

Data Services Cloud Console offers a free, cloud-based management interface for viewing and configuring all the cloud-enabled HPE storage 
arrays in your environment. The array settings dashboard shows the encryption capability, the reason the system is incapable of DAR 
encryption if it is in a not-capable state, and the current encryption status. You can perform the same functions through Data Services Cloud 
Console as through the HPE Storage CLI and the HPE Alletra Storage MP B10000 UI for your entire fleet of HPE Alletra Storage arrays. 

Overview 
DAR encryption requires a combination of compatible self-encrypting drives (SEDs) and a valid encryption license. It can be enabled  
non-disruptively at any time—even after data has been written to the system. There is no need for existing data to be rewritten, and there is 
no impact on drive performance because data written to SEDs is always encrypted by the on-board encryption module. Enabling DAR 
encryption on HPE Storage arrays changes the authentication key (AK) that is used to access the drives and enables drive lock if power to 
the drive is lost. It does not enable encryption on the drive itself because that is always enabled. After DAR encryption is enabled on the 
array, it cannot be disabled. Data-at rest encryption in this instance refers to the data being encrypted as it is written to the SED by its  
on-board cryptoprocessor, and its corresponding decryption as it is read from the SED. 

Self-encrypting drives 
A SED is a storage device with an on-board cryptoprocessor that encrypts and decrypts all data written to and read from the media by using 
AES-256 symmetric encryption. The symmetric key that is used to encrypt and decrypt, called a media encryption key (MEK), is 
maintained securely by the drive and cannot be extracted or read.  

The data on an SED is accessed by using an AK, which is 32 bytes in length. By default, this is the manufactured security ID (MSID) of the 
drive. When DAR encryption is enabled, the AK is changed to a new value, which is used across all drives. The new AK is securely maintained 
by either an LKM on the storage array or an EKM outside the storage array. During this operation, drive lock on power fail is enabled. In the 
event of a drive failure or a drive power loss (for example, if the drive is removed), the drive locks to all reads and writes across all drive 
sectors. After power is restored or the drive is reinstalled, the drive can be unlocked only by authenticating with the AK before normal 
operations can resume. 

Cryptographic erasure 
Traditional non-SEDs are sanitized by overwriting the existing data with ones and zeros one or more times to destroy the data. SEDs 
support an alternative method known as cryptographic erasure, or cryptoerase, to perform sanitization within a matter of milliseconds. 
The cryptoerase process destroys the existing media encryption key and generates a new one. Although the data still resides on the disk in 
an encrypted form, destroying the MEK renders it unrecoverable because the AES-256 key to decrypt it no longer exists. 

A cryptoerase occurs on an SED when either a new drive is admitted to the storage array (by using the admitpd command), or a drive is 
dismissed from the storage array prior to removal (by using the dismisspd command). Any attempt to remove the drive by an 
unauthorized method after array encryption is enabled causes the drive to enter a locked state, as outlined previously. 
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Supported storage drives 
HPE Alletra Storage MP B10000 arrays can be configured only with SEDs. At the time of writing this document, both FIPS validated and 
non-FIPS validated SEDs are available for purchase.  

For SKU details, refer to the QuickSpecs. 

HPE Alletra 9000 Storage arrays can be configured with either FIPS validated SEDs or non-SEDs. Non-FIPS validated SEDs are planned to 
become available in August 2024. 

For SKU details, refer to the QuickSpecs. 

Both FIPS-validated and non-FIPS-validated SEDs offer the same level of full-disk AES-256 encryption. FIPS-certified drives have a tamper-
evident seal which is needed for FIPS 140 Level 2. For FIPS 140 (any level), the SED drive must be validated by NIST, with a Cryptographic 
Module Validation Program (CMVP) certificate. Non-FIPS-validated SED drives do not have those requirements. 

Important 
To enable DAR encryption on HPE Alletra 9000 Storage arrays, all drives must be SEDs. A mixture of SEDs and non-SEDs is not supported, 
and any attempt to enable DAR encryption on a mixture of drives will fail even if the encryption license is installed. Once encryption has 
been enabled, the array will refuse to allow admission of non-SED drives. 

Licensing 
A data encryption license is required to enable encryption on HPE Alletra Storage arrays, with one encryption license required for each 
encrypted array. Encryption licenses do not expire and do not have capacity limits. If you enable encryption on the array and subsequently 
increase the array’s capacity via purchase of additional drives, encryption will be enabled on the new drives when they are admitted to the 
system, provided they meet the requirements of the encryption license. For example, if you enable DAR encryption and then attempt to 
admit non-SEDs to the system on an HPE Alletra 9000, the non-SED drives will be rejected during the admit-hardware process. 

HPE Alletra 9000 and HPE Alletra Storage MP B10000 arrays each support a license type for FIPS-compliant encryption. This legacy 
license type enforces that only FIPS-validated SED drives are allowed to be used for encryption. Customers that seek FIPS compliance of 
their key management, in addition to their drives, will need to use a FIPS validated EKM to create and store the AK.  

Starting January 2024, a second encryption license type is available for HPE Alletra Storage MP B10000 arrays, with the same to be offered 
for HPE Alletra 9000 from August 2024. This license allows DAR encryption to be enabled with any HPE approved SED drive, whether it is 
FIPS validated or not. A mixture of FIPS-validated and non-FIPS-validated drives is supported. It is intended for customers that require DAR 
encryption but not FIPS compliance. 

Table 1. HPE Alletra Storage MP B10000 encryption license details  

SKU License name SED types supported 

S0A99A HPE Storage FIPS Data Encryption LTU FIPS-certified drives only 

S0A99AAE HPE Data Encryption E-LTU FIPS-certified drives only 

S0A98A HPE Stg Data Encryption LTU Any supported SEDs (can be a mix of FIPS-certified/non-FIPS-certified) 

S0A98AAE HPE Stg Data Encryption E-LTU Any supported SEDs (can be a mix of FIPS-certified/non-FIPS-certified) 

 

Table 2. HPE Alletra 9000 encryption license details 

SKU License name SED types supported 

R1P29A HPE Data Encryption LTU FIPS-certified drives only 

R1P29AAE HPE Data Encryption E-LTU FIPS-certified drives only 

S3Z48A HPE Storage Data Encryption LTU Any supported SEDs (can be a mix of FIPS-certified/non-FIPS-certified) 

S3Z48AAE HPE Storage Data Encryption E-LTU Any supported SEDs (can be a mix of FIPS-certified/non-FIPS-certified) 

https://www.hpe.com/psnow/doc/a50006985enw?from=app&section=search&isFutureVersion=true
https://www.hpe.com/psnow/doc/a50002571enw?from=app&section=search&isFutureVersion=true
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If the encryption license is selected during the ordering process, it should be applied at the factory before the array is shipped. However, if 
encryption is required at a later stage, and the drives are supported, an encryption license can be purchased and applied by using either 
Data Services Cloud Console or the CLI. 

If DAR encryption is enabled with the FIPS encryption license and there is a requirement to expand the storage capacity through additional 
drives a customer that does not require FIPS compliance may overwrite the existing LTU with a newer Storage Data Encryption LTU to allow 
for the mixing of FIPS-validated and non-FIPS-validated SEDs. 

Important 
An attempt to apply the license key to an array with drives not supported by the license type will always be successful because no drive 
check is performed during a set license operation. Drives are checked for compatibility with the encryption license only when DAR 
encryption is enabled, and when new drives are admitted to an array with DAR encryption already enabled. 

 

Figure 1. Applying a license through Data Services Cloud Console 
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Figure 2. Applying a license through the CLI 

For any licensing issues, contact HPE Licensing support. 

https://myenterpriselicense.hpe.com/cwp-ui/contact-us
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Federal Information Processing Standards 
FIPS of the United States are a set of publicly announced standards that the National Institute of Standards and Technology (NIST) has 
published for adoption in the computer systems of non-military U.S. government agencies and contractors. FIPS 140 defines U.S. 
government computer security standards that specify requirements for cryptography modules. FIPS-certified drives and a FIPS-compliant 
EKM are both required for FIPS-compliant DAR encryption on the array. Use of FIPS-certified drives with the on-board LKM is not compliant 
with FIPS 140-2 or FIPS 140-3. 

Key management 
The AK is integral to enabling array-level DAR encryption. If this key is lost, all data on the drives is inaccessible and is lost. Therefore, the 
key must be safeguarded in a key manager that provides the functionality for generating and storing AKs and that includes backup and 
restoration for generated keys. For HPE Alletra Storage arrays, this is accomplished either by the LKM that is built into the operating system 
or by a third-party external EKM.  

Transitioning from the LKM to an EKM simply requires following the process of enabling encryption as if the array did not have DAR 
encryption enabled. As of HPE Alletra Storage MP B10000 OS release 10.3 it is now possible to migrate from one EKM provider to another, 
or transition from an EKM to the LKM. For more information refer to the Key manager migration section of this document. 

Managing Data at Rest encryption 
Data at rest encryption can be managed through multiple device interfaces: Data Ops Manager, the HPE Alletra Storage MP B10000 UI and 
the HPE Storage CLI. 

Data Ops Manager 
Data Ops Manager serves as the central management hub for HPE arrays within Data Services Cloud Console and simplifies storage 
management at scale. Operations that can performed inside Data Ops Manager include: 

• System management, including networking, software updates, and system settings  

• Configuration of replication topologies 

• System monitoring for issues, capacity trends, and performances statistics 

• Creation and management of hosts and host groups 

HPE Alletra Storage MP B10000 UI 
HPE Alletra Storage MP B10000 UI is an easy-to-use GUI for managing and servicing a single HPE Alletra Storage MP B10000. It can 
manage hosts, host sets, and application sets; provision virtual volumes; and configure replication. It can also monitor capacity usage and 
system performance. The software is included within each HPE Alletra Storage MP B10000 system and does not require installation on a 
separate server. 

HPE Storage CLI 
The HPE Storage CLI tool must be used to perform some of the CLI operations that are required to manage DAR encryption. The tool is 
needed because, to store the backup file securely off-array, it must be transferred between the array and the local client PC running the HPE 
Storage CLI. The HPE Storage CLI tool also facilitates the importing of certificates because the user can specify a file name rather than 
pasting the PEM data from the certificates. 

By default, the HPE Storage CLI launches from its installation directory (on Windows C:\Program Files\Hewlett Packard 
Enterprise\HPE Storage CLI\bin). To check the current working directory, run the command pwd while logged into the array. 

To change the working directory, the cd command can be used, for example: 

cli% cd C:/Users/username/Documents/CLI 

It is often preferable to place all required files in a single location and navigate to that directory, rather than needing to specify the full file 
path for each file used during the CLI session. 

You can download the HPE Storage CLI tool from My HPE Software Center. 

https://myenterpriselicense.hpe.com/
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Preparing to enable data-at-rest encryption 
Before enabling DAR encryption, make sure the array is capable of encryption and the appropriate license is installed. 

In the CLI, you can use the commands listed in Table 2 to show the status of the array. 

Table 3. Array status CLI commands 

Model Command Explanation Important  information 

HPE Alletra 9000 shownode -drive Displays inventory information about the 
node drives 

SedState column 
capable = encryption capable, not enabled 
owned = encryption capable, encryption 
enabled 

HPE Alletra Storage MP B10000 showcage -i 
Displays inventory information about the 
drive cage, the internal drives section 
displays node drive information 

SedState column 
capable = encryption capable, not enabled 
owned = encryption capable, encryption 
enabled 

HPE Alletra Storage MP B10000/ 
HPE Alletra 9000 showpd -s Displays detailed state information about a 

system’s physical disks 

SedState column 
fips_capable = encryption capable, not 
enabled 
fips_owned = encryption capable, encryption 
enabled 

HPE Alletra Storage MP B10000/ 
HPE Alletra 9000 showlicense Displays license information  

 

Example output: 

showcage -i 

 

Figure 3. showcage -i example output (HPE Alletra Storage MP B10000) 

shownode -drive 

 

Figure 4. shownode -drive example output (HPE Alletra 9000) 
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showpd -s 

 

Figure 5. showpd -s example output 

showlicense 

 

Figure 6. showlicense example output 

Local key manager 
While not FIPS compliant, the LKM does provide some advantages compared to EKM. Its ability to access the AK is not susceptible to 
network outages, there are no TLS certificates to manage, it does not consume rack space, there is no additional power consumption over 
and above the array’s profile, and its price is included with that of the array.  

When encryption is enabled for the first time, the LKM generates a new 32-byte AK, which is used to replace the MSID of each drive in the 
array. The same AK is used across all drives in the array and is recorded in the persistent repository (PR), which is stored across all drives 
to ensure complete redundancy. When an encryption enable or rekey operation is performed, the key is also stored in a backup file that can 
be downloaded and retained by the security officer. In addition, a copy of this backup file can be generated and downloaded at any time. 

Enabling array encryption 
To enable array encryption with the LKM, the HPE Alletra Storage MP B10000 UI, the CLI, or Data Ops Manager can be used. 

HPE Alletra Storage MP B10000 UI 
To perform this operation using HPE Alletra Storage MP B10000 UI, follow these steps: 

1. Log into the array UI and navigate to Settings → System. 

2. From the ellipsis menu, choose Enable. 
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Figure 7. HPE Alletra Storage MP B10000 UI encryption options 

3. Select Local Key Management (LKM) and specify a password. 

4. Select the confirmation box and click Configure.  

 

Figure 8. HPE Alletra Storage MP B10000 UI enable encryption menu 

The backup file is downloaded from the array.  

5. Save this backup file to external media and place the media in a safe location. 

HPE Storage CLI 
The process using HPE Storage CLI follows these steps: 

Log in and run the following command, specifying the file name and password for the backup file:  

cli% controlencryption enable <filename> [-p <password>]           

Hewlett Packard Enterprise recommends that you save the backup file with a .dar extension. 
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Example: 

cli% controlencryption enable /LKM keys/lkm_backup_2023_11_09       
Password for new backup file lkm_backup_2023_11_09:         
               
Re-type new password             
Make sure you archive lkm_backup_2023_11_09 and its password in a safe place.     

Note 
This operation is not available if you use the CLI directly through SSH. Execute this command by using the HPE Storage CLI tool running on 
a remote machine. 

Data Ops Manager  
The process using Data Ops Manager follows these steps: 

1. Log into HPE GreenLake and launch Data Ops Manager from within Data Services Cloud Console.  

2. Open the Systems page and select the array you want to configure.  

3. Navigate to the settings tab and select Security.  

4. Open the Encryption tab and select Enable. 

 

Figure 9. Data Ops Manager Array Settings tab 
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Figure 10. Data Ops Manager Encryption tab 

5. Enter a password for the backup file and select Submit.  

The backup file is downloaded from the array.  

6. Save this backup file to external media and place the media in a safe location. 

 

Figure 11. Data Ops Manager enabling LKM encryption 

External key manager 
To comply with FIPS 140-2 standards, the AK must be stored in a FIPS 140-2 certified EKM. Rather than having the AK and associated 
metadata stored on the array in the PR and in the backup file, the key is generated by and stored on the EKM. In this case the PR and 
backup file contain configuration metadata, including a copy of the required TLS certificates needed to establish EKM connectivity. 
Communication between the array and the EKM is conducted through a secure TLS channel using the Key Management Interoperability 
Protocol (KMIP). This protocol enables you to store the keys for multiple arrays in a centralized, clustered, secure location. Individual backup 
files must still be recorded and maintained by the security officer for each array so that EKM connectivity can be recovered in a disaster 
recovery scenario. 



Technical white paper Page 14 

 

Multiple EKM servers can be configured as a cluster for redundancy (up to a maximum of four); these must all be of the same type. In this 
case, the key is stored on each element in the cluster. For example, the key is created on EKM node 1, which takes care of the replication to 
the other nodes, but each EKM server in the cluster must be specified when configuring the EKM on the array. 

Supported EKMs 
At the time of this writing, both HPE Alletra Storage MP B10000 and HPE Alletra 9000 support the EKMs listed in Table 3.  

Table 4. Supported EKMs 

Product name EKM model Version IPv6 

Thales Cipher Trust Manager 
KeySecure K460 (R320), K460 (R330), 
SafeNet KeySecure 1.10,  
CipherTrust Manager 2.0, 2.6, 2.8 

8.4.3, 8.5.0, 8.90, 8.10, 8.11, 8.12 
(KMIP 1.3) virtual-1.10 (KMIP 
1.2) 2.0, 2.6, 2.8, 2.11 (KMIP 1.4) 

CipherTrust Manager only 

Utimaco ESKM ESKM 4.1, 5.0 
vESKM 8.0, 8.3 

5.0.6, 5.0.8, 5.0.9, 5.1, 5.2, 5.3, 5.4 
(7.3.0) (KMIP 1.4) 
vESKM 8.0,8.3 

Supported 

 

For the latest information, refer to the compatibility matrix in HPE Single Point of Connectivity Knowledge (SPOCK). 

Key Management Interoperability Protocol 
OASIS KMIP enables interoperable communication between cryptographic environments and key managers, reducing the operational, 
training, and infrastructure costs for key management in the enterprise.  

A KMIP server stores and controls managed objects such as symmetric and asymmetric keys, certificates, and user-defined objects. Clients 
then use the KMIP protocol to access these objects, subject to a security model that is implemented by the servers. Objects have core base 
object properties such as key length and value, as well as extended attributes that can include user-defined attributes. 

Certificate authorities 
Using an EKM requires additional configuration to enable the storage array to communicate with the EKM through a secure, mutually 
authenticated TLS channel. Both the EKM and the array must have certificates signed by a trusted certificate authority (CA). Both supported 
EKMs offer the functionality to create a local CA that can be used solely for EKM communication. It is also possible to use an existing, 
external CA within an organization’s own PKI. (This option is shown in the following example configurations.) DAR encryption using an EKM 
employs the ekm-client and ekm-server service types on the storage array. Here, the ekm-client is the storage array, and the ekm-server is 
the third-party EKM. 

Using a PKI with multi-level certificate authorities 
It is generally considered best practice to keep the root CA offline and secured and to use intermediate or subordinate CAs to issue 
certificates to end entities.  

The following applies to the ekm-client service. When dealing with multiple CAs, you can create a CA bundle or authority chain to import the 
entire CA chain at once. To create a CA bundle, create a new file in a text editor and paste the PEM data from each certificate in the chain in 
the following order, making sure to include all begin and end statements: 

1. The issuing CA 

2. Any intermediate CAs 

3. The root CA 

Save the file with a .pem extension and use this file when importing the authority chain for the ekm-client service through the CLI, the GUI, or 
Data Services Cloud Console. 

https://h20272.www2.hpe.com/spock/
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Figure 12. Example CA bundle 

The following applies to the ekm-server service. Per x509 v3 RFC requirements, the array (client) side of the TLS connection to the EKM 
should only import the trusted root CA certificate of the server’s certificate chain. All other certificates in that chain leading to root of trust 
(intermediate and service certificates) are provided by the EKM in the TLS hello handshake. It is strongly recommended to only import the 
root CA certificate of this chain on the array. 

However, since some server implementations do not adhere to the RFC, it may be necessary to enter the additional intermediate CA 
certificates on the array side. Prior to HPE Alletra Storage MP B10000 OS release 10.4.x these must be imported one by one, starting 
with the root CA. Starting with the 10.4 release the one-by-one restriction has been dropped and these can be imported as part of a 
unified CA bundle. 

EKM configuration overview 
Before enabling DAR encryption on the array, the administrator must create mutual trust and authentication between the EKM server and 
the array, using certificates and a local user account. The high-level workflow for this process is similar, regardless of the EKM that is used or 
the method that is used on the array. It follows this process: 

1. Create a certificate signing request (CSR) for the EKM server, submit the signing request to the CA, and install the issued certificate on 
the EKM.1 

2. Ensure that the root CA and any intermediate CA certificates are installed on the EKM in the trusted certificate store. 

3. Create a CSR for the ekm-client service on the array, submit it to the CA, and install the issued certificate on the array along with the root 
CA and any intermediate CA certificates.  

4. Import the root CA for the ekm-server SSL service role on the array. 

5. Import the intermediate CAs for the ekm-server SSL service role on the array. (only for EKMs which violate the x.509 v3 RFC) 

6. Create a local user account on the EKM for the array. 

7. Configure the EKM settings on the array and enable encryption. 

For more information about steps 1 and 2, refer to the user guide for your specific EKM. 

 

 

 

 
1 Steps 1 and 2 apply only if you are using an external CA. If you are using the local CA option provided by the EKM, refer to the user guide for your specific EKM. 
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Important 
The ekm-server role requires only the root CA certificate (and any intermediate CA certificates for EKMs which violate the x.509 v3 RFC). 
The server certificate itself is not required to be imported to the array because it is presented during the TLS handshake. Currently, the ekm-
sever CA certificates can be imported only by using the HPE Storage CLI. 

EKM client certificates 
The following example procedures do not include the steps required for the signing of CSRs because those steps might vary depending on 
the PKI solution implemented on the network. For more information, refer to the PKI provider’s documentation. 

You can create ekm-client certificates by using the management GUI, the CLI, or HPE Data Ops Manager. 

HPE Alletra Storage MP B10000 UI 
The process using HPE Alletra Storage MP B10000 UI follows these steps: 

1. Log into the array UI and navigate to Settings → Array Certificates. 

2. Select Add array certificate.  

3. Choose Create a certificate signing request, specify ekm-client as the array service, and enter the required information. 

 

Figure 13. HPE Alletra Storage MP B10000 UI Add Array Certificate wizard 

4. After the CSR is created, when the GUI returns to the Array Certificates window, click the newly created signing request. 

5. Copy the CSR PEM text and submit to your CA for signing. 
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Figure 14. HPE Alletra Storage MP B10000 UI CSR details 

6. After the ekm-client certificate has been generated, select Import Signed CSR and paste the ekm-client certificate PEM data, along with 
the PEM data from the root CA certificate and any intermediate CA certificate in the respective fields.  

When a CA bundle or authority chain is pasted into the GUI, the first certificate should be the issuing CA, followed by any intermediate 
CAs, and finally the root CA. 

 

Figure 15. HPE Alletra Storage MP B10000 UI importing a signed certificate 

Important  
When importing the ekm-client certificate, you might see an error message stating that the ekm-server certificate must be from a trusted 
root CA. This certificate must be imported by using the CLI. For more information about how to perform this task, refer to the EKM server 
certificates section of this paper or to the CLI user guide. 

HPE Storage CLI 
To generate a CSR for the ekm-client service, log into the array CLI and run the following command: 

cli% createcert ekm-client -csr [<subject_attribute_options>] [<CSR_filename>]     
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Use the fields listed in Table 4 to define the CSR attributes. 

Table 5. CSR attribute options 

Options Description 

-CN <common name> Specifies the value of the common name (CN) attribute of the subject of the certificate 

-O <organization> Specifies the value of the organization (O) attribute of the subject of the certificate 

-OU <organizational unit> Specifies the value of the organizational unit (OU) attribute of the subject of the certificate 

-L <locality> Specifies the value of the locality (L) attribute of the subject of the certificate 

-ST <state> Specifies the value of the state (ST) attribute of the subject of the certificate 

-C <country> Specifies the value of the country (C) attribute of the subject of the certificate 

-SAN <subject_alt_name[,subject_alt_name]…> Subject alternative name is an X509 extension that allows other pieces of information to be 
associated with the certificate. Multiple SANs may be delimited with a comma 

 

If no CSR file name is specified, the CSR text is output to the console window. To include CSR attributes that contain spaces, write the 
attributes inside double quotation marks (for example, -O “Hewlett Packard Enterprise”). 

Note  
The option to specify a CSR file name is not available if you use the CLI directly through SSH. If you want to obtain the CSR file, execute this 
command by using the HPE Storage CLI tool running on a remote machine.  

Example CSR: 

cli% createcert ekm-client -csr -CN a9k -O HPE -OU IT -C GB -L Bristol -SAN DNS:a9k.lab02.local,IP:11.22.33.44 

Output: 

-----BEGIN CERTIFICATE REQUEST-----           
MIIC2DCCAcACAQAwUzELMAkGA1UEBhMCR0IxEDAOBgNVBAcMB0JyaXN0b2wxDDAK       
BgNVBAoMA0hQRTEMMAoGA1UECwwDVE1FMRYwFAYDVQQDDA1pbmZyYS0zcGFyLTAx       
MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAv8eKoUKOrE8ocb1VAEq7       
8wXBvi+2XYrvnBhh43IBL2dJDF0xHSdyL2ivJ97keOOEqgN5agxM/8CVLSAJPoQf       
rmQ8WrIBtEuLK/u7LTHEGkhWAASx5X9O8u+IAmTeL2ZYuYBiq7XAK8OvUSMpV0ox       
nInOxMWkbm0cVMaJYeKzFHl6gLzawR+bheZrS7uKzcayfOoVCfLzVbY1s3TBBry1       
PK285bveHr98jn9iKCogO0FsgdAAa3Wm/1PW9zDJOvsWQAp0N0d+uj/kQQSN3362       
1atiqeE57NivGiZ53rX/sC4+csIZc+28my/KCpOkrvlNreoFmnRRu4mIfy4JN3SV       
PwIDAQABoEAwPgYJKoZIhvcNAQkOMTEwLzAtBgNVHREEJjAkghxpbmZyYS0zcGFy       
LTAxLm5lYXJsaW5lLmxvY2FshwSsEAEYMA0GCSqGSIb3DQEBCwUAA4IBAQCWhE2I       
TXG+9cGTdjwBm9j1+iA9LtJnLoMywuzJGW+S8Qm/5+3w4dk608eGVf+n5rkTIFeU       
Wk4I6d7tzqLQfBBrnKd7BaUQ2SybVrmWaPliQal/p5X6WyYaMilrz3G+vbxELTC/       
1cChs9AzESZYUgJFbGQ2Jo/LQyle9n0Y0WJk/1CI6DMn9nADzRnIEGQ8kDQc/SY5       
Z3ZjD/9BMTKiLTt85eWQQKYXZptXcmbErahXBnfIWEOCUSE7x8p6pcZtHuzvN5XP       
EFrA22fMrPht44ZTBEldEL+BNnw4F7e2oWZ/MqQtl3FuRZEHKajgzC14+K5e5eIi       
KfaHKYdRK/N8HDuE             
-----END CERTIFICATE REQUEST-----           
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The CSR text can then be copied and submitted to the CA for signing. 

Import the newly signed certificate into the ekm-client service, and the root CA (or authority chain if using intermediate CAs) into the ekm-
client service by using the following commands: 

cli% importcert ekm-client [<ekm-client-cert-filename>] [<root-ca-cert-filename>]     

Example: 

cli% importcert ekm-client ekm-client.pem ca.pem         
Do you want to import these certificate(s) for ekm-client service?       
*ekm-client.pem as the service certificate?          
*ca.pem certificate authorities?           
Continue importing signed certificate(s) (yes/no)? yes        
 
If you are directly connected to the array CLI through SSH, you can paste the certificate data by using the file name stdin. When you paste 
a CA bundle, the authority chain should start with the issuing CA, followed by any intermediate CAs, and finally by the root CA. 

Example (certificate data truncated):  

cli% importcert ekm-client stdin stdin          
Please paste the Certificate for ekm-client. Once finished, please press Enter twice.    
-----BEGIN CERTIFICATE-----            
MIIE/DCCA+SgAwIBAgITGgAAAEv4GJZLMbeWcgAAAAAASzANBgkqhkiG9w0BAQsF       
ADBLMRUwEwYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuZWFy       
bGluZTEYMBYGA1UEAxMPbmVhcmxpbmUtQ1JMLUNBMB4XDTIzMDkwMTA5MjMzMVoX       
DTI1MDgzMTA5MjMzMVowWDELMAkGA1UEBhMCVVMxCzAJBgNVBAgTAkNBMREwDwYD       
. . .               
UXMPE4Dczogjrmx0BW+70dpAYUfuqVyk0g6sFmyP4XTsoylMG4XvjcwmTUk jPiVZ       
Ga7i+ebz1koI0eX8na/RyXrBv4mTll+HHBwWuLtVDwbHibzSG+fYFfKBtfis95Em       
gn7m7ezoWIL29HL6HSpKtqg1pVpa9ntwNj8TeNdw4TBhaeqPszklv+ONw1PAHvoW       
5NN1xN90j5miJoZwqmrVDMcUrbnIEDUAPFlLj1F2XBk=          
-----END CERTIFICATE-----            
               
Please paste the CA bundle for ekm-client. Once finished, please press Enter twice.     
-----BEGIN CERTIFICATE-----            
MIIDmDCCAoCgAwIBAgIQXe8Oka3DI4VI/BLY/g2dITANBgkqhkiG9w0BAQsFADAZ       
MRcwFQYDVQQDEw5OZWFybGluZVJvb3RDQTAeFw0yMTExMDIxODMzMDhaFw0yNjEx       
MDIxODQzMDJaMBkxFzAVBgNVBAMTDk5lYXJsaW5lUm9vdENBMIIBIjANBgkqhkiG       
. . .               
sLGkF21QLYgTxVyG4NcpuHcrfF5XC/T3XSIJHXfqEUgPg44171yw6rluGefqfBy0       
/V2UbZNJGu/2TJY8B8bBRvs1DE7ETuahVpHxBSeOg+ZLrwlgg0EViDY8LCto1ZuP       
C1wDYWVbBqHNneHBgvAYFs7LuAP7Dipzy5eBgRll2S9kcOLQG41fj1yJ0gIPrhBY       
WTYXJ6of6GYe3nd9             
-----END CERTIFICATE-----            
               
Do you want to import these certificate(s) for ekm-client service?       
* stdin as the service certificate?           
* stdin certificate authorities?           
Continue importing signed certificate(s) (yes/no)? yes        
 

Run the following command to verify that the certificates have been successfully installed: 

cli% showcert -service ekm-client           
Service         Commonname           Type   Enddate                  Fingerprint     
ekm-client      a9k.lab02.local      cert   Nov 22 15:08:30 2024 GMT 165af32deeb2ebda50ce1eb1d16641b…  
ekm-client*     NearlineRootCA       rootca Nov 2 18:43:02 2026 GMT 1fd0996f5abc93627eda5af879fe56f…  
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Data Ops Manager 
The process using Data Ops Manager follows these steps: 

1. From the Data Ops Manager dashboard, open Systems.  

2. Select the array you want to configure and click Security under the Settings tab. 

3. In the Certificates tab, click the plus button (+) to bring up the certificate management window.  

4. From the Type drop-down menu, choose Certificate Signing Request (CSR).  

5. From the Array Service drop-down menu, choose ekm-client.  

6. Fill in the details required in the certificate (common name, subject alternative name, and so forth). 

7. Click Generate to create the signing request. 

 

Figure 16. Data Ops Manager Add Certificate Wizard 

After the signing request is generated, you can either download the CSR file or copy the CSR data and submit that to your CA for signing. 



Technical white paper Page 21 

 

 

Figure 17. Certificate signing request generated in Data Ops Manager 
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After the CA signed ekm-client certificate is issued, it can be installed on the array. 

To install the certificate on the array, complete these steps: 

1. Launch HPE Data Ops Manager.  

2. From the dashboard, open Systems and select the array you want to configure. 

3. Under the Settings tab, click Security. 

4. Choose the Certificates tab, then click the plus button (+) to bring up the certificate management window.  

5. From the Type drop-down menu, choose Certificate Signing Request (CSR). 

6. From the Array Service drop-down menu, choose ekm-client.  

Note 
There are two options for installing the certificate and its authority chain: The ekm-client certificate and root CA certificate (or CA bundle) 
can be imported as .pem files, or the PEM data from each certificate can be pasted into the GUI. If the certificate has been downloaded from 
the CA with a .cer extension, simply change the file extension to .pem. 

 

Figure 18. Add Certificate wizard in Data Ops Manager 

Important 
It is not currently possible to import the ekm-server CA certificates by using HPE Data Ops Manager. This certificate must be imported  
by using the CLI. For more information about how to perform this task, refer to EKM server certificates section of this paper or to the  
CLI user guide. 
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EKM server certificates 
To establish a trusted connection between the storage array and the EKM server the EKM server certificates must also be imported. At the 
time of writing this is only possible through the CLI. HPE Alletra Storage MP B10000 OS 10.4.x enables the user to import multiple 
certificate chains into the EKM server SSL service to facilitate certificate maintenance without a loss of EKM communication. For example, if 
an EKM server certificate is due to expire, its replacement can be imported without the need to remove the expired certificate. Once the new 
certificate has been successfully imported the old, expiring certificate can then be removed. HPE Alletra Storage MP B10000 OS 10.3.x and 
earlier, and HPE Alletra 9000 OS, do not support multiple EKM server certificate chains—importing a second EKM server authority chain will 
overwrite the existing one. 

Note 
The total number of EKM server certificates on the array cannot exceed 20, and the total number in a single chain cannot exceed 10.  
As an example, if there are two root CA certificates each with a corresponding intermediate CA certificate this would be 2 chains, each with  
2 certificates (4 in total). If there is a single root CA certificate and 4 intermediate CA certificates, each issued by the root CA, this would 
count as 4 chains, with a total count of 5 certificates. The most common multi-chain configuration is to have two or more root CA certificates, 
each representing a one element single chain, since intermediate CAs for the EKM server should not need to be entered on the array (client) 
side. The quantity of chains is unlimited, providing it satisfies the 20 certificate/10 in a chain rule mentioned above. 

Import the root CA certificate for the EKM server chain (along with intermediate CA certs EKM does not adhere to x509 v3 RFC)_ into the 
array by using the following commands: 

cli% importcert ekm-server [<ca-chain-filename>]     

Example: 

cli% importcert ekm-server ekm-server-ca.pem 
Do you want to import these certificate(s) for ekm-server service? 
ekm-server-ca.pem certificate authorities? 
Continue importing signed certificate(s) (yes/no)? yes 

 
If you are directly connected to the array CLI through SSH, you can paste the certificate data by using the file name stdin. When you paste 
a CA bundle, the authority chain should start with the issuing CA, followed by any intermediate CAs, and finally by the root CA. 

Example (certificate data truncated):  

Please paste the CA bundle for ekm-server. Once finished, please press Enter twice.  
-----BEGIN CERTIFICATE----- 
MIIDmDCCAoCgAwIBAgIQXe8Oka3DI4VI/BLY/g2dITANBgkqhkiG9w0BAQsFADAZ 
MRcwFQYDVQQDEw5OZWFybGluZVJvb3RDQTAeFw0yMTExMDIxODMzMDhaFw0yNjEx 
MDIxODQzMDJaMBkxFzAVBgNVBAMTDk5lYXJsaW5lUm9vdENBMIIBIjANBgkqhkiG 
. . . 
sLGkF21QLYgTxVyG4NcpuHcrfF5XC/T3XSIJHXfqEUgPg44171yw6rluGefqfBy0 
/V2UbZNJGu/2TJY8B8bBRvs1DE7ETuahVpHxBSeOg+ZLrwlgg0EViDY8LCto1ZuP 
C1wDYWVbBqHNneHBgvAYFs7LuAP7Dipzy5eBgRll2S9kcOLQG41fj1yJ0gIPrhBY 
WTYXJ6of6GYe3nd9 
-----END CERTIFICATE----- 
 
Do you want to import these certificate(s) for ekm-server service? 
* stdin certificate authorities? 
Continue importing signed certificate(s) (yes/no)? yes 
Run the following command to verify that the certificates have been successfully installed: 

cli% showcert -service ekm-server 
Service    Commonname         Type   Enddate                  Fingerprint 
ekm-server Utimaco-Root-CA    rootca May 28 09:31:59 2034 GMT eb3c47fbd7db0ef4397298a80098e8743c4e53b3 
 

From HPE Alletra Storage MP B10000 OS 10.4 all service certificates can be selectively removed via the CLI using the removecert -fp 
option and specifying the fingerprint value of the certificate to be removed. This option is especially useful for management of ekm-server 
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certificates since, unlike other certificate types, existing chains are not auto-deleted when a new chain is entered. Without the –fp option, 
there would be no way to remove obsolete chains without also removing active chains. 

cli% showcert -service ekm-server 
Service     Commonname         Type   Enddate                  Fingerprint 
ekm-server  Utimaco-Root-CA    rootca May 28 09:31:59 2034 GMT eb3c47fbd7db0ef4397298a80098e8743c4e53b3 
ekm-server* NearlineRootCA     rootca Jan 30 13:38:14 2044 GMT b92456354daff585ec71b7fb877b7ec8ce68fbd4 
 
#removing NearLineRootCA 
cli% removecert ekm-server -fp b92456354daff585ec71b7fb877b7ec8ce68fbd4 
The following certificates will be removed: 
Service     Type   Fingerprint                              Vcguid 
ekm-server* rootca b92456354daff585ec71b7fb877b7ec8ce68fbd4 - 
Continue removing certificates (yes/no)? yes 
Certificates removed. 
 
Prior to HPE Alletra Storage MP B10000 OS 10.4.x, and in HPE Alletra OS, the removecert –fp option is not available. This means the 
removecert command must be used with its legacy options and either removes all certs for a service or removes all certificates of a specified 
type for a service. The valid types are csr, cert, intca, and rootca. 

Creating a local user account on the EKM 
The supported EKMs have subtle differences in how they must be configured to accept incoming KMIP communications from the storage 
array. The following procedure offers an example of how to create local user account for the array on a new EKM installation after it has 
been deployed and fully configured. It is not exhaustive; for more detailed information about the configuration of a specific EKM, refer to the 
vendor documentation for your EKM. 

Utimaco Enterprise Secure Key Manager 
1. Log into the web GUI for the Utimaco Enterprise Secure Key Manager.  

2. Under the Security tab, select Local Users & Groups and then Local Users.  

3. Click Add to create a new user.  

The user name must match the common name (CN) specified in the ekm-client certificate.  

4. Define a password for the local user and select the appropriate license type and any additional options required.  

5. Paste the PEM data from the ekm-client certificate and click Create. 

The local user is populated in the local users list. 
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Figure 19. Creating a local user in Utimaco Enterprise Secure Key Manager 

Thales CipherTrust 
Before the local user account is created for the array, the CipherTrust Manager must be configured for automatic KMIP registration.  

1. From the CipherTrust Manager dashboard, select KMIP.  

2. Open the Client Profile menu and click Add Profile to create a new profile. 
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Figure 20. Thales CipherTrust Client Profiles 

3. Name the client profile and ensure that Username Location in Certificate is set to CN (common name). 

4. Save the profile. 

 

Figure 21. Thales CipherTrust add client profile 

5. Create a new registration token, specifying a token name, the CA to be used, and the client profile it will be associated with. 
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Figure 22. Thales CipherTrust create new registration token 

6. Copy the generated registration token.  

7. Return to the CipherTrust Manager dashboard and choose Interfaces from the Admin Settings menu.  

8. Choose View/Edit from the ellipsis menu for the KMIP interface. 

9. Ensure that Auto Registration is selected and paste the registration token in the box. 

10. Select CN for Username Location in Certificate and ensure the Trusted CAs are populated. 

11. Click Update at the bottom of the configuration window to save the configuration. 

 

Figure 23. Thales CipherTrust KMIP interface settings 

12. Open the Access Management menu and choose Users. 
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13. Select Add User and specify the account name, user name, and password for the array user account.  

The new local user is created. 

Note 
The user name must match the common name (CN) specified in the ekm-client certificate. 

 

Figure 24. Thales CipherTrust add new local user 

Configuring EKM settings and enabling array encryption 
You can configure EKM settings and enable array encryption by using the HPE Alletra Storage MP B10000 UI, the CLI, or Data Ops 
Manager. 

HPE Alletra Storage MP B10000 UI 
The process using HPE Alletra Storage MP B10000 UI follows these steps: 

1. Log into the UI and navigate to Settings → System. 

2. From the ellipsis menu, choose Set EKM Servers. 
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Figure 25. HPE Alletra Storage MP B10000 UI encryption options 

3. Enter the EKM server IP address(es) or FQDN(s), port information, user name, KMIP versions, and password.  

4. Select the acknowledgement box and click Save. 

 

Figure 26. HPE Alletra Storage MP B10000 UI EKM server settings 

After returning to the system menu, you can validate the EKM server settings by choosing Check EKM Servers from the Encryption 
ellipsis menu. 
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Figure 27. HPE Alletra Storage MP B10000 UI check EKM Server settings 

5. To enable encryption, choose Enable from the Encryption ellipsis menu. 

6. Click External Key Management (EKM), specify a password for the backup file, select the confirmation box, and click Configure.  

The backup file is downloaded from the array.  

7. Save this backup file to external media and place the media in a safe location. 

 

Figure 28. HPE Alletra Storage MP B10000 UI Enable Encryption with EKM 

Note 
If no EKMs have been configured, a warning appears when you select the EKM radial button. 
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HPE Storage CLI 
In the CLI, use the following commands to configure the EKM settings:  

cli% controlencryption setekm [<options>]          

For a full list of options, refer to the relevant CLI guides for HPE Alletra 9000 and HPE Alletra Storage MP B10000. Initial EKM 
configuration must include the -setserver and -ekmuser options. You will be prompted to enter the password for the ekm user. You 
can add more EKM servers afterward by using the -addserver option and remove them by using the -removeserver option. After 
they are configured, at least one EKM server must remain configured. 

Example command:  

cli% controlencryption setekm -setserver ekm1.example.com,ekm2.example.com -port 5696    
-ekmuser username -kmipprotocols 1.0,1.1,1.2,1.3,1.4         
Password for EKM user:             
cli%               
               
cli% controlencryption setekm -addserver ekm3.example.com        
cli% controlencryption setekm -removeserver ekm3.example.com        

Note 
The port, ekmuser, ekmpass, and kmipprotocols options apply to all EKM servers configured. 

Use either of the following commands to display the current encryption status and a list of configured EKM servers. Both commands 
produce the same output: 

cli% controlencryption status -d          
               
OR              
               
cli% showencryption -d             

Example output: 

Licensed Enabled BackupSaved State  SeqNum Keystore FIPS  non-SEDs FailedDisks nodeNonSED   
yes      yes     yes         normal      1 EKM      Compliant        0           0          0  
               
Number of EKM servers defined: 2           
EKM servers: ekm1.example.com, ekm2.example.com         
EKM server port: 5696             
EKM username: a9k             
KMIP Protocols: 1.0,1.1,1.2,1.3,1.4           
 
After the EKM server settings are configured on the array, enable encryption by running the following command, specifying the file 
name/path for the backup file: 

cli% controlencryption enable -ekm <filename>          

You will be prompted to provide a password for the backup file, which will be stored in the specified location. 

Example: 

cli% controlencryption enable -ekm /EKM_key/ekm_enable_2023_11_09       
Password for new backup file ekm_enable_2023_11_09:         
Re-type new password:             
Make sure you archive ekm_enable_2023_11_09 and its password in a safe place.     

Note 
This operation is not available if you use the CLI directly through SSH. To execute these commands, use the HPE Storage CLI tool running 
on a remote machine. 
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Data Ops Manager 
The process using Data Ops Manager follows these steps: 

1. Open Systems and select the array you want to configure. 

2. In the Settings tab, click Security.  

3. In the Encryption tab, select the ellipsis menu and choose Set EKM Servers. 

 

Figure 29. Data Ops Manager Encryption tab—EKM Server settings 

4. Specify the required information: 

a. EKM server IP address(es) or FQDN(s) 

b. Port information 

c. KMIP versions 

d. User name 

e. Password 

5. Click Submit to apply the settings. 
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Figure 30. Data Ops Manager EKM Server settings 

6. From the ellipsis menu on the Encryption tab, choose Check EKM Servers to validate the EKM server settings. 

 

Figure 31. Data Ops Manager check EKM Server settings result 

7. From the Security menu on the Encryption tab, choose Enable to enable encryption. 
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8. Select External Key Manager, specify a password, and click Submit.  

The backup file is downloaded from the web browser.  

9. Save this downloaded backup file to external media and place the media in a safe location. 

   

Figure 32. Data Ops Manager enabling encryption with an EKM 

Changing the authentication key 
After encryption is enabled, it is possible to change the AK by performing a rekey operation. This process is similar to changing a user’s 
password on the domain and may be repeated as often as required to comply with local security policies. The rekey operation changes the 
AK on all drives and generates a new backup file. The procedure is the same regardless of whether you are using an LKM or an EKM to store 
the key. 

HPE Alletra Storage MP B10000 UI 
The process using HPE Alletra Storage MP B10000 UI follows these steps: 

1. From the encryption ellipsis menu, choose Rekey. 

 

Figure 33. HPE Alletra Storage MP B10000 UI Encryption menu after encryption is enabled 

2. Enter a password for the new backup file. 

3. Select the confirmation box and click Configure. 
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Figure 34. HPE Alletra Storage MP B10000 UI Rekey Encryption window 

The backup file is downloaded from the web browser.  

4. Save this backup file to external media and place the media in a safe location. 

HPE Storage CLI 
To perform this operation using HPE Storage CLI run the following command: 

cli% controlencryption rekey <filename>          

Example: 

cli% controlencryption rekey /EKM_key/rekey_2023_11_09        
Password for new backup file rekey_2023_11_09:         
Re-type new password:             
Make sure you archive rekey_2023_11_09 and its password in a safe place.      

Note 
Rekey operations are not supported when connected via SSH, these must be performed using the HPE Storage CLI tool. 

Data Ops Manager 
If using Data Ops Manager to change the AK, complete these steps: 

1. From the Encryption tab of the Security configuration window, select Rekey. 
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Figure 35. Data Ops Manager Encryption tab after encryption has been enabled 

2. Enter a password for the new backup file. 

3. Select the confirmation box and click Configure. 

 

Figure 36. Data Ops Manager Rekey Encryption window 

The backup file is downloaded from the web browser.  

4. Save this backup file to external media and place the media in a safe location. 

Backup and restore 
After encryption is enabled, you can generate a new copy of the backup file at any time it is required (for example, if the original backup file 
become lost or you need to change the password on the backup file). It is imperative to store the backup file in a safe location, and Hewlett 
Packard Enterprise recommends storing the file on external media that can be kept in a secure location.  

Hewlett Packard Enterprise recommends that you perform an encryption backup before starting any operation that has the slightest 
possibility of causing a loss of the encryption key. For example: 

• Changing or updating the device certificates 

• Performing a software upgrade 

• Admitting or dismissing physical drives 

• Replacing or expanding nodes 
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A restore operation should be needed only if the encryption key or the associated metadata held in the PR and the backup file is lost. If you 
attempt to perform a restore operation outside of these events, the encryption configuration is simply validated, and no changes are made to 
the system. 

HPE Alletra Storage MP B10000 UI 
The process using HPE Alletra Storage MP B10000 UI follows these steps: 

1. From the encryption ellipsis menu, choose either Backup or Restore. 

 

Figure 37. HPE Alletra Storage MP B10000 UI Encryption menu after encryption is enabled 

Backup 
1. To create a new backup, specify a password for the new backup file. 

2. Select the box to confirm the password and click Configure.  

The backup file is downloaded from the array.  

3. Save this backup file to external media and place the media in a safe location. 

 

Figure 38. HPE Alletra Storage MP B10000 UI Backup Encryption window 

Restore 
1. To restore a previously backed up encryption file, click Choose File. 

2. Select the backup file to restore and enter the password.  

3. Click Configure. 
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The backup file is restored. If disaster recovery is required, the encryption status is restored. Otherwise, the configuration is validated, and 
no changes are made to the system. 

 

Figure 39. HPE Alletra Storage MP B10000 UI Restore Encryption window 

HPE Storage CLI 
The process using the HPE Storage CLI is as follows: 

Backup 
Run the following command from the HPE Storage CLI, specifying the file name for the new backup file: 

cli% controlencryption backup <filename>          

The system prompts you to create a password for the file. 

Example: 

cli% controlencryption backup /EKM_key/new_backup_2023_11_09.dar       
Password for new backup file new_backup_2023_11_09.dar:        
Re-type new password:             
Make sure you archive new_backup_2023_11_09.dar and its password in a safe place.     

Restore 
Run the following command from the HPE Storage CLI, specifying the file name of the backup file on the local PC:  

cli% controlencryption restore <filename>          

The system prompts you to enter the password for the backup file. 

Example: 

cli% controlencryption restore /EKM_key/new_backup_2023_11_09.dar       
Password for existing backup file new_backup_2023_11_09.dar:        
 

If a disaster recovery is required, the encryption status is restored. Otherwise, the configuration is validated, and no changes are made to the 
system. 

Note 
Backup and restore operations are not supported when connected via SSH, these must be performed using the HPE Storage CLI tool. 
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Data Ops Manager 
The process using Data Ops Manager follows these steps: 

1. On the Encryption tab of the Security configuration window, select either Backup or Restore. 

 

Figure 40. Data Ops Manager Encryption tab after encryption is enabled 

Backup 
1. To create a new backup, specify a password for the new backup file. 

2. Select the box to confirm the password and click Configure.  

The backup file is downloaded from the array.  

3. Save this backup file to external media and place the media in a safe location. 

 

Figure 41. Data Ops Manager Backup Encryption window 

Restore 
1. To restore a previously backed up encryption file click Browse. 

2. Select the backup file to restore and enter the password.  

3. Click Configure. 

The backup file is restored. If a disaster recovery is required, the encryption status is restored. Otherwise, the configuration is validated, 
and no changes are made to the system. 
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Figure 42. Data Ops Manager Restore Encryption window 

Key Manager migration 
This section describes the process for migrating between key managers. 

Local to External Key Manager 
Migrating from the Local Key Manager to an External Key Manager follows the same process as initial enablement of DAR encryption with 
an EKM. Please refer to the External Key Manager section of this document for details. It is advised to perform a backup operation before 
migrating between key managers. 

External to Local Key Manager 
Migrating from an External Key Manager to the Local Key Manager is only supported on HPE Alletra Storage MP B10000 arrays running OS 
version 10.3.1 and higher via the HPE Storage CLI. This operation is not currently supported on HPE Alletra 9000 storage arrays. The 
process is similar to initial enablement of DAR encryption with the LKM, except that the controlencryption enable syntax must also supply 
the –lkm flag. For example: 

cli% controlencryption enable -lkm buk-amp-01_lkm-backup_20240513  

It is advised to perform a backup operation before migrating between key managers. 

Important 
FIPS compliance requires the use of an External Key Manager, migrating to the LKM causes a loss of compliance. 

External to External Key Manager 
Migrating from one External Key Manager to another is only supported on HPE Alletra Storage MP B10000 arrays running OS version 
10.3.1 and higher. This operation is not currently supported on HPE Alletra 9000 storage arrays.  

This process requires first migrating from the current External Key Manager to the Local Key Manager, reconfiguring the EKM settings, then 
migrating from the LKM to the new EKM. Depending on the configuration it may also be required to update the ekm-client and ekm-server 
certificates on the HPE Alletra Storage MP B10000 array.  
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An example of the process is detailed below, a demo video is also available: 

#display current encryption status           
cli% showencryption -d             
Licensed Enabled BackupSaved State  SeqNum Keystore FIPS      non-FIPS FailedDisks nodeNonSED   
yes      yes     yes         normal      8 EKM      Compliant        0           0          0  
               
Number of EKM servers defined: 1           
EKM servers: thales.lab02.local           
EKM server port: 5696             
EKM username: buk-amp-01            
KMIP Protocols: 1.1,1.2,1.3,1.4           
               
#backup existing configuration            
cli% controlencryption backup buk-amp-01_thales-backup_20240513       
Password for new backup file buk-amp-01_thales-backup_20240513:       
Re-type new password:             
Make sure you archive buk-amp-01_thales-backup_20240513 and its password in a safe place.    
               
#switch from EKM to LKM            
cli% controlencryption enable -lkm buk-amp-01_lkm-backup_20240513       
Password for new backup file buk-amp-01_lkm-backup_20240513:        
Re-type new password:             
Make sure you archive buk-amp-01_lkm-backup_20240513 and its password in a safe place.    
Task 1030 started             
               
#confirm switch to LKM is successful           
cli% showencryption -d             
Licensed Enabled BackupSaved State  SeqNum Keystore FIPS         non-SEDs FailedDisks nodeNonSED   
yes      yes     yes         normal      9 LKM      NotCompliant        0           0          0  
               
Number of EKM servers defined: 1           
EKM servers: thales.lab02.local           
EKM server port: 5696             
EKM username: buk-amp-01            
KMIP Protocols: 1.1,1.2,1.3,1.4           
               
#add new EKM server             
cli% controlencryption setekm -addserver eskm.lab02.local        
               
#remove old EKM server             
cli% controlencryption setekm -removeserver thales.lab02.local       
               
#update EKM credentials if required           
cli% controlencryption setekm -ekmuser <username> -ekmpass [-port <port_number> -kmipprotocols   
<1.1,1.2,1.3,1.4>]             
               
#confirm new EKM server information has been applied         
cli% showencryption -d             
Licensed Enabled BackupSaved State  SeqNum Keystore FIPS         non-SEDs FailedDisks nodeNonSED   
yes      yes     yes         normal      9 LKM      NotCompliant        0           0          0   
               
Number of EKM servers defined: 1           
EKM servers: eskm.lab02.local            
EKM server port: 5696             
EKM username: buk-amp-01            
KMIP Protocols: 1.1,1.2,1.3,1.4           
               
#confirm new EKM connection is successful          
               
#enable DAR with EKM using the new EKM server          
cli% controlencryption enable -ekm buk-amp-01_eskm-backup_20240513       
Password for new backup file buk-amp-01_eskm-backup_20240513:       
Re-type new password:             

https://www.hpe.com/h22228/video-gallery/us/en/v100005442/video/
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Make sure you archive buk-amp-01_eskm-backup_20240513 and its password in a safe place.    
Task 1032 started             
               
cli% showencryption -d             
Licensed Enabled BackupSaved State  SeqNum Keystore FIPS      non-FIPS FailedDisks nodeNonSED   
yes      yes     yes         normal     10 EKM      Compliant        0           0          0   
               
Number of EKM servers defined: 1           
EKM servers: eskm.lab02.local            
EKM server port: 5696             
EKM username: buk-amp-01            
KMIP Protocols: 1.1,1.2,1.3,1.4           

Note 
These operations are not supported when connected via SSH, these must be performed using the HPE Storage CLI tool. 

Power-removal scenarios 
This section describes the some of the most likely loss-of-power scenarios that might cause the SEDs to be locked. 

Power failure on the array  
In the event of an untimely power failure in the data center, each drive is protected by the unique, array-specific AK, and data cannot be 
accessed without that unique key. Drives cannot be removed and put into another array for data retrieval. After power is restored to the data 
center, a normal startup of the array restores availability to the data stored on the array by the host systems.  

Powering down the array  
Users should follow standard procedures in powering down the array. There is no special process for powering off the array. When the array 
is powered on, the appropriate key manager unlocks access to the drives to allow host access to the data.  

Decommissioning the array 
Removing an encrypted array from service requires the user to initialize the array. During the initialization process the MEK is changed on 
each drive resulting in a cryptoerase of all sectors. Afterward, no user data remains on the array. For the array to be encrypted again, the 
user must start encryption as described earlier. 

Booting from an encrypted array protected with EKM 
If a host is booted from an encrypted array before the EKM manager starts up, the host will fail to boot. The EKM manager must 
communicate with the array prior to any host activity. The EKM manager issues the key that is used to unlock disk drives on the encrypted 
array. When powering up a data center after a power failure, confirm that the EKM is running and fully operational before powering on any 
EKM-protected storage arrays. 

Off-array data movement 
For both Peer Motion and Remote Copy, warnings are provided before off-array data movement happens. 

Remote Copy 
The user is warned before creating a Remote Copy session between an encrypted and non-encrypted array. A pop-up message appears, 
warning the user of the intent to link the two arrays—one encrypted and one non-encrypted. A message is displayed during the RC creation 
to warn the user of the differences in data-at-rest encryption states and to offer a choice of whether to continue with the Remote Copy link. 
Data is decrypted as it is read from the SED, in-flight encryption is not supported by the array. To encrypt in-flight replication data this must 
be managed by your SAN or IP networking infrastructure using protocols such as MACsec for Ethernet traffic. 

Peer Motion 
Peer Motion between a non-encrypted array and an encrypted array produces a warning in much the same way that Remote Copy does. 
Before migration occurs, the user will must select Yes or No to data movement. A No answer dissolves the Peer Motion connection. If 
moving to an encrypted array, be sure to answer Yes. Moving data from an encrypted array to a non-encrypted one causes the data on the 
non-encrypted array to be stored without encryption.  
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Troubleshooting 
This section describes how to manage potential issues. 

Encryption cannot be enabled 
If encryption cannot be enabled, an error message will indicate the reason. For example: 

Error: Cannot enable Data Encryption. There are 24 PDs that are not SED capable in the system. Run  
“controlencryption status -d” for information about these drives.      

• Ensure that all drives are SEDs, that they are in a good state and that the appropriate license has been activated. 

• The controlencryption enable command will fail from the CLI if it is connected through SSH. Either use the HPE Alletra CLI tool or 
enable encryption through the GUI or through HPE Data Ops Manager. 

New drives cannot be admitted 
• Ensure that the correct drives have been ordered and are supported by the encryption license on the array. 

EKM settings on the array fail 
• Ensure that all required certificates are installed on the array and the EKM. 

• Ensure that the local user account for the array has been created on the EKM and that the user name in the local user account on the 
EKM and the user name in the EKM settings configured on the array match the CN of the array ekm-client certificate. 

• Ensure that the password specified in the array’s EKM local user account matches the password specified in the EKM settings on the array. 

Summary 
Data-at-rest encryption on HPE Alletra Storage MP B10000 and HPE Alletra 9000 Storage arrays provides the tools that storage 
administrators and security officers need to protect the data held on their storage arrays from physical theft and unauthorized access. 
By combining DAR encryption technology with third-party external key managers, you can configure HPE Alletra Storage MP B10000 
and HPE Alletra 9000 to meet federal security standards and help to ensure that your organization meets required standards during 
security audits. 
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Terminology 
AK — Authentication key 

CA — Certificate authority 

CLI — Command line interface 

CSR — Certificate signing request 

DAR — Data-at-rest 

EKM — External key manager 

FIPS — Federal Information Processing Standards 

GUI — Graphical user interface 

KMIP — Key Management Interoperability Protocol 

LKM — Local key manager 

MSID — Manufactured security ID 

NIST — National Institute of Standards and Technology 

OASIS — Organization for the Advancement of Structured Information Standards 

PEM — Privacy-enhanced mail 

PKI — Public key infrastructure 

PR — Persistent repository 

RC — Remote Copy 

SED — Self-encrypting drive 

SSH — Secure Shell 

SSL — Secure Sockets Layer 

TAA — Trade Agreement Act 

TLS — Transport Layer Security 
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Learn more at  
HPE.com/us/en/storage.html 
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Resources 
HPE Alletra 9000: CLI installation and reference (v9.5) 
support.hpe.com/hpesc/public/docDisplay?docId=sd00001298en_us&docLocale=en_US 

HPE Alletra Storage MP B10000: CLI reference 
support.hpe.com/hpesc/public/docDisplay?docId=sd00002410en_us&docLocale=en_US 

Data Services Cloud Console technical white paper 
hpe.com/psnow/doc/a00124553enw?from=app&section=search&isFutureVersion=true 

HPE GreenLake: Data Services Cloud Console technical white paper 
hpe.com/psnow/doc/a00124553enw?from=app&section=search&isFutureVersion=true  

HPE GreenLake cloud User Guide 
support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us 

HPE Alletra Storage MP B10000 UI 2.4 User Guide 
support.hpe.com/hpesc/public/docDisplay?docId=sd00004645en_us&docLocale=en_US 

HPE Alletra 9000: UI 1.4.6 User Guide 
support.hpe.com/hpesc/public/docDisplay?docId=a00118628en_us&docLocale=en_US 

HPE Alletra Storage MP B10000: Activating the encryption license 
support.hpe.com/hpesc/public/docDisplay?docId=sd00003358en_us 
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