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Executive summary

Data is one of the most valuable assets of any organization. It exists in three basic states: at rest, in motion, and in use. Data at rest can
be defined as data held on computer data storage in any digital form that is not currently traversing the network or actively being used
in memory. This data, like all of an organization’s data, must be protected from negative outcomes such as unauthorized access, data
breaches, or physical theft. Arguably, one of the most effective ways to secure data at rest is to store it in an encrypted format.
Encryption is the process of tfransforming information from its original form (plaintext) info an unreadable form (ciphertext) by use of a
cryptographic algorithm and a key. Only parties who have that key can revert the data back intfo usable plaintext. The primary goal of
data-at-rest (DAR) encryption is fo ensure that data stored on the drive media is held securely and rendered inaccessible and
unreadable if the drive is removed. HPE Alletra Storage arrays offer this functionality through Federal Information Processing
Standards (FIPS)-certified self-encrypting drives that can be managed by using either a built-in local key manager (LKM) or a
third-party external key manager (EKM).

Target audience
The target audience for this technical white paper includes storage array administrators who want to enable DAR encryption on
HPE Alletra Storage MP B10000 and HPE Alletra 9000 Storage arrays.

Document purpose

The paper describes the prerequisites for enabling DAR encryption. It takes you through the process of enabling and managing encryption
on the array by using the HPE Alletra Storage MP B1000O0 Ul or the HPE Alletra 9000 Ul, the HPE Storage Command Line Inferface (CLD,
and HPE Data Ops Manager, delivered through Data Services Cloud Console on HPE GreenlLake.

Data Services Cloud Console offers a free, cloud-based management interface for viewing and configuring all the cloud-enabled HPE storage
arrays in your environment. The array settings dashboard shows the encryption capability, the reason the system is incapable of DAR
encryption if it is in a not-capable state, and the current encryption status. You can perform the same functions through Data Services Cloud
Console as through the HPE Storage CLI and the HPE Alletra Storage MP B10000 Ul for your entire fleet of HPE Alletra Storage arrays.

Overview

DAR encryption requires a combination of compatible self-encrypting drives (SEDs) and a valid encryption license. It can be enabled
non-disruptively at any time—even after data has been written to the system. There is no need for existing data to be rewritten, and there is
no impact on drive performance because data written to SEDs is always encrypted by the on-board encryption module. Enabling DAR
encryption on HPE Storage arrays changes the authentication key (AK) that is used to access the drives and enables drive lock if power o
the drive is lost. It does not enable encryption on the drive itself because that is always enabled. After DAR encryption is enabled on the
array, it cannot be disabled. Data-at rest encryption in this instance refers to the data being encrypted as it is written to the SED by its
on-board cryptoprocessor, and its corresponding decryption as it is read from the SED.

Self-encrypting drives

A SED is a storage device with an on-board cryptoprocessor that encrypts and decrypts all data written to and read from the media by using
AES-256 symmetric encryption. The symmetric key that is used to encrypt and decrypt, called a media encryption key (MEK), is
maintained securely by the drive and cannot be extracted or read.

The data on an SED is accessed by using an AK, which is 32 bytes in length. By default, this is the manufactured security ID (MSID) of the
drive. When DAR encryption is enabled, the AK is changed to a new value, which is used across all drives. The new AK is securely maintained
by either an LKM on the storage array or an EKM ouftside the storage array. During this operation, drive lock on power fail is enabled. In the
event of a drive failure or a drive power loss (for example, if the drive is removed), the drive locks to all reads and writes across all drive
sectors. After power is restored or the drive is reinstalled, the drive can be unlocked only by authenticating with the AK before normal
operations can resume.

Cryptographic erasure

Traditional non-SEDs are sanifized by overwriting the existing data with ones and zeros one or more times o destroy the data. SEDs
support an alternative method known as cryptographic erasure, or cryptoerase, to perform sanitization within a matter of milliseconds.
The cryptoerase process destroys the existing media encryption key and generates a new one. Although the data still resides on the disk in
an encrypted form, destroying the MEK renders it unrecoverable because the AES-256 key to decrypt it no longer exists.

A cryptoerase occurs on an SED when either a new drive is admitted to the storage array (by using the admitpd command), or a drive is
dismissed from the storage array prior to removal (by using the dismisspd command). Any atfempt to remove the drive by an
unauthorized method after array encryption is enabled causes the drive to enter a locked state, as outlined previously.

—
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Supported storage drives

HPE Alletra Storage MP B10000 arrays can be configured only with SEDs. At the time of writing this document, both FIPS validated and
non-FIPS validated SEDs are available for purchase.

For SKU details, refer to the QuickSpecs.

HPE Alletra 9000 Storage arrays can be configured with either FIPS validated SEDs or non-SEDs. Non-FIPS validated SEDs are planned o
become available in August 2024.

For SKU details, refer to the QuickSpecs.

Both FIPS-validated and non-FIPS-validated SEDs offer the same level of full-disk AES-256 encryption. FIPS-certified drives have a tamper-
evident seal which is needed for FIPS 140 Level 2. For FIPS 140 (any level), the SED drive must be validated by NIST, with a Cryptographic
Module Validation Program (CMVP) certificate. Non-FIPS-validated SED drives do not have those requirements.

Important

To enable DAR encryption on HPE Alletra 9000 Storage arrays, all drives must be SEDs. A mixture of SEDs and non-SEDs is not supported,
and any attempt to enable DAR encryption on a mixture of drives will fail even if the encryption license is installed. Once encryption has
been enabled, the array will refuse to allow admission of non-SED drives.

Licensing

A data encryption license is required to enable encryption on HPE Alletra Storage arrays, with one encryption license required for each
encrypted array. Encryption licenses do not expire and do not have capacity limits. If you enable encryption on the array and subsequently
increase the array’s capacity via purchase of additional drives, encryption will be enabled on the new drives when they are admitted to the
system, provided they meet the requirements of the encryption license. For example, if you enable DAR encryption and then attempt to
admit non-SEDs to the system on an HPE Alletra 9000, the non-SED drives will be rejected during the admit-hardware process.

HPE Alletra 9000 and HPE Alletra Storage MP B1000O arrays each support a license type for FIPS-compliant encryption. This legacy
license type enforces that only FIPS-validated SED drives are allowed to be used for encryption. Customers that seek FIPS compliance of
their key management, in addition fo their drives, will need to use a FIPS validated EKM to create and store the AK.

Starting January 2024, a second encryption license type is available for HPE Alletra Storage MP B1000O arrays, with the same to be offered
for HPE Alletra 9000 from August 2024. This license allows DAR encryption to be enabled with any HPE approved SED drive, whether it is

FIPS validated or not. A mixture of FIPS-validated and non-FIPS-validated drives is supported. It is infended for customers that require DAR

encryption but not FIPS compliance.

Table 1. HPE Alletra Storage MP B10000 encryption license details

SKU License name SED types supported

SOAQ9A HPE Storage FIPS Data Encryption LTU FIPS-certified drives only

SOAQ9AAE HPE Data Encryption E-LTU FIPS-certified drives only

SOA98A HPE Stg Data Encryption LTU Any supported SEDs (can be a mix of FIPS-certified/non-FIPS-certified)
SOA98AAE HPE Stg Data Encryption E-LTU Any supported SEDs (can be a mix of FIPS-certified/non-FIPS-certified)

Table 2. HPE Alletra 9000 encryption license details

SKU License name SED types supported

R1P29A HPE Data Encryption LTU FIPS-certified drives only

R1P29AAE HPE Data Encryption E-LTU FIPS-certified drives only

S3748A HPE Storage Data Encryption LTU Any supported SEDs (can be a mix of FIPS-certified/non-FIPS-certified)
S3Z48AAE HPE Storage Data Encryption E-LTU Any supported SEDs (can be a mix of FIPS-certified/non-FIPS-certified)

—


https://www.hpe.com/psnow/doc/a50006985enw?from=app&section=search&isFutureVersion=true
https://www.hpe.com/psnow/doc/a50002571enw?from=app&section=search&isFutureVersion=true
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If the encryption license is selected during the ordering process, it should be applied at the factory before the array is shipped. However, if
encryption is required at a later stage, and the drives are supported, an encryption license can be purchased and applied by using either
Data Services Cloud Console or the CLI.

If DAR encryption is enabled with the FIPS encryption license and there is a requirement to expand the storage capacity through additional
drives a customer that does not require FIPS compliance may overwrite the existing LTU with a newer Storage Data Encryption LTU to allow
for the mixing of FIPS-validated and non-FIPS-validated SEDs.

Important

An attempt to apply the license key to an array with drives not supported by the license type will always be successful because no drive
check is performed during a set license operation. Drives are checked for compatibility with the encryption license only when DAR
encryption is enabled, and when new drives are admitted to an array with DAR encryption already enabled.

HPEC—
GreenLake
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Figure 1. Applying a license through Data Services Cloud Console
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2] HPE Storage CLI 10.2.0 - O X

Figure 2. Applying a license through the CLI

For any licensing issues, contact HPE Licensing support.


https://myenterpriselicense.hpe.com/cwp-ui/contact-us
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Federal Information Processing Standards

FIPS of the United States are a set of publicly announced standards that the National Institute of Standards and Technology (NIST) has
published for adoption in the computer systems of non-military U.S. government agencies and contractors. FIPS 140 defines US.
government computer security standards that specify requirements for cryptography modules. FIPS-certified drives and a FIPS-compliant
EKM are both required for FIPS-compliant DAR encryption on the array. Use of FIPS-certified drives with the on-board LKM is not compliant
with FIPS 140-2 or FIPS 140-3.

Key management

The AK is integral to enabling array-level DAR encryption. If this key is lost, all data on the drives is inaccessible and is lost. Therefore, the
key must be safeguarded in a key manager that provides the functionality for generating and storing AKs and that includes backup and
restoration for generated keys. For HPE Alletra Storage arrays, this is accomplished either by the LKM that is built into the operating system
or by a third-party external EKM.

Transitioning from the LKM to an EKM simply requires following the process of enabling encryption as if the array did not have DAR
encryption enabled. As of HPE Alletra Storage MP B10000 OS release 10.3 it is now possible to migrate from one EKM provider to another,
or transition from an EKM fo the LKM. For more information refer to the Key manager migration section of this document.

Managing Data at Rest encryption

Data at rest encryption can be managed through multiple device interfaces: Data Ops Manager, the HPE Alletra Storage MP B10000 Ul and
the HPE Storage CLI.

Data Ops Manager
Data Ops Manager serves as the cenfral management hub for HPE arrays within Data Services Cloud Console and simplifies storage
management at scale. Operations that can performed inside Data Ops Manager include:

« System management, including networking, software updates, and system settings
« Configuration of replication topologies

« System monitoring for issues, capacity frends, and performances statistics

« Creation and management of hosts and host groups

HPE Alletra Storage MP B10000 Ul

HPE Alletra Storage MP B10000 Ul is an easy-to-use GUI for managing and servicing a single HPE Alletra Storage MP B10000. It can
manage hosts, host sets, and application sets; provision virtual volumes; and configure replication. It can also monitor capacity usage and
system performance. The software is included within each HPE Alletra Storage MP B10000 system and does not require installation on a
separate server.

HPE Storage CLI

The HPE Storage CLI tool must be used to perform some of the CLI operations that are required to manage DAR encryption. The tool is
needed because, to store the backup file securely off-array, it must be transferred between the array and the local client PC running the HPE
Storage CLI. The HPE Storage CLI ool also facilitates the importing of certificates because the user can specify a file name rather than
pasting the PEM data from the certificates.

By default, the HPE Storage CLI launches from its installation directory (on Windows C: \Program Files\Hewlett Packard
Entecprise\HPE Storage CLI\bin). To check the current working directory, run the command pwd while logged into the array.

To change the working directory, the cd command can be used, for example:
cli% cd C:/Usecrs/username/Documents/CLI

It is often preferable o place all required files in a single location and navigate to that directory, rather than needing to specify the full file
path for each file used during the CLI session.

You can download the HPE Storage CLI tool from My HPE Software Center.

—


https://myenterpriselicense.hpe.com/
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Preparing to enable data-at-rest encryption
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Before enabling DAR encryption, make sure the array is capable of encryption and the appropriate license is installed.

In the CLI, you can use the commands listed in Table 2 to show the status of the array.
Table 3. Array status CLI commands

Model Command Explanation

Important information

Displays inventory information about the

HPE Alletra 9000 shownode -drive .
node drives

SedState column

capable = encryption capable, not enabled
owned = encryption capable, encryption
enabled

Displays inventory information about the
HPE Alletra Storage MP B10000 showcage -i drive cage, the internal drives section
displays node drive information

SedState column

capable = encryption capable, not enabled
owned = encryption capable, encryption
enabled

HPE Alletra Storage MP B10000/ Displays detailed state information about a

SedState column
fips_capable = encryption capable, not

HPE Alletra 9000 showpd - system’s physical disks enabled B . )
fips_owned = encryption capable, encryption
enabled

HPE Alletra Storage MP B10000/ <howlicense Displays license information

HPE Alletra 9000

Example output:

showcage -1

Figure 3. showcage -i example output (HPE Alletra Storage MP B10000)

shownode -deive

Node Drive
%] 0 ¢ 2 KX NV1Te
0 ] KXGSAZNV1TO2
1 D 0ee D208 hiba K ViTez2
1 : £ 5 C hiba AZNV1T@2
2 hiba (XG5A 1T€ 9 A3BTWSQ
2

epez2 - hiba (XG5 \ % JATWSQ
80D02805D2( hiba 1@
eeesgene2eesD2C oshiba

Figure 4. sShownode -drive example output (HPE Alletra 9000)
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-State- -Detailed State- --SedState--
:9:6€ normal normal fips_capable

normal normal fips_capable
normal normal fips_capable
normal normal fips_capable
normal normal fips_capable
normal normal fi capable
normal normal i apable
normal normal fips_capable
normal normal fips_capable

[ )
Vi B wN e

(=3}

normal normal fips_capable
normal normal

normal normal fips_capable
normal normal fips_capable
normal normal fips_capable
normal normal ips_capable
normal normal fips_capable

Ao @~

L T S e S R S =
Vi

~ o

Figure 5. showpd -s example output

showlicense
License key was generated on Fri Sep 8 ©0:02:23 2023
System WWNBASE/W19 number is 8x

License features currently enabled:

All features including FIPS encryption

Figure 6. sShowlicense example output

Local key manager

While not FIPS compliant, the LKM does provide some advantages compared to EKM. Its ability to access the AK is not susceptible to
network outages, there are no TLS certificates to manage, it does not consume rack space, there is no additional power consumption over
and above the array’s profile, and its price is included with that of the array.

When encryption is enabled for the first time, the LKM generates a new 32-byte AK, which is used to replace the MSID of each drive in the
array. The same AK is used across all drives in the array and is recorded in the persistent repository (PR), which is stored across all drives
to ensure complete redundancy. When an encryption enable or rekey operation is performed, the key is also stored in a backup file that can
be downloaded and retained by the security officer. In addition, a copy of this backup file can be generated and downloaded at any time.

Enabling array encryption
To enable array encryption with the LKM, the HPE Alletra Storage MP B10000 UI, the CLI, or Data Ops Manager can be used.

HPE Alletra Storage MP B10000 Ul
To perform this operation using HPE Alletra Storage MP B10000 U], follow these steps:

1. Log into the array Ul and navigate to Settings — System.

2. From the ellipsis menu, choose Enable.
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Management Network Lonfoure netwark

Encryption
Capable S
Sen EKM Servers
Volume Retention
Check EXM Servers
4days
Password Authentication Mode Configure authenticanon mede

Figure 7. HPE Alletra Storage MP B10000 Ul encryption options

3. Select Local Key Management (LKM) and specify a password.

4. Select the confirmation box and click Configure.

Enable Encryption X

Enabiing encryption o

array protects he SEO drives from
 digks 1 i which ncryption
on-locking key i for all desks.

st ahways be encrypted.

e b

Gnce encrypted the array

Save the backup 1o external media, such a5 OO, external hard drive, or
azerver and place this media in a sate location

Existing Encryption
Capable
Password

Enter the passweed to praseet the file. This will Be required in the
future f the file is used 10 restore your configurarian.

®) Local Key Managemant (LKM)

...... @

For EXM environments, backups are for configuration information
‘anly, While 1he backup fil is important for disaster recovery, the keys
are st6red ol on the EXM server and musst be backed up
ndependently.

[¥] 1 have read.and underszand she imgicaions

Figure 8. HPE Alletra Storage MP B10000 Ul enable encryption menu

The backup file is downloaded from the array.

5. Save this backup file to external media and place the media in a safe location.

HPE Storage CLI
The process using HPE Storage CLI follows these steps:

Log in and run the following command, specifying the file name and password for the backup file:
cli% controlencryption enable <filename> [-p <password> ]

Hewlett Packard Enterprise recommends that you save the backup file with a .dar extension.

—
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Example:

cli% controlencryption enable /LKM keys/lkm_backup_-2023_-11_09
Passwocd for new backup file lkm_backup_2023_11_09:

Re-type new password
Make suce you acchive lkm_backup_20235_.11_09 and its passwocd in a safe place.

Note
This operation is not available if you use the CLI directly through SSH. Execute this command by using the HPE Storage CLI tool running on
a remote machine.

Data Ops Manager
The process using Data Ops Manager follows these steps:

1. Log into HPE Greenlake and launch Data Ops Manager from within Data Services Cloud Console.
2. Open the Systems page and select the array you want to configure.

3. Navigate to the seftings tfab and select Security.

4. Open the Encryption tab and select Enable.

Figure 9. Data Ops Manager Array Settings tab
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Data Services Cloud Console Data Ops Manager ~

=  Systems Settings / Security

Encryption Certificates

=

Encryption

Description  Capable for data encryption. Encryption is not enabled.

Figure 10. Data Ops Manager Encryption tab

5. Enter a password for the backup file and select Submit.
The backup file is downloaded from the array.

6. Save this backup file to external media and place the media in a safe location.

Enable Encryption

®) Local Key Manager

Enable Local Key Management (LKM) Encryption

Save the backup to external medi

and place this media in a safe location. You must be e th

and its pass

unforeseen event.

* Password * Confirm Password

ter Password Confirm Password

Figure 11. Data Ops Manager enabling LKM encryption

External key manager

2, such as CD, external hard drive, o

d fo recover access fo your encrypted data in case of an

X
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To comply with FIPS 140-2 standards, the AK must be stored in a FIPS 140-2 certified EKM. Rather than having the AK and associated
metadata stored on the array in the PR and in the backup file, the key is generated by and stored on the EKM. In this case the PR and

backup file contain configuration metadata, including a copy of the required TLS certificates needed fo establish EKM connectivity.

Communication between the array and the EKM is conducted through a secure TLS channel using the Key Management Interoperability
Protocol (KMIP). This protocol enables you to store the keys for multiple arrays in a centralized, clustered, secure location. Individual backup
files must still be recorded and maintained by the security officer for each array so that EKM connectivity can be recovered in a disaster

recovery scenario.

—
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Multiple EKM servers can be configured as a cluster for redundancy (up to a maximum of four); these must all be of the same type. In this
case, the key is stored on each element in the cluster. For example, the key is created on EKM node 1, which takes care of the replication to
the other nodes, but each EKM server in the cluster must be specified when configuring the EKM on the array.

Supported EKMs
At the time of this writing, both HPE Alletra Storage MP B10000 and HPE Alletra 9000 support the EKMs listed in Table 3.

Table 4. Supported EKMs

Product name EKM model Version IPv6
KeySecure K460 (R320), K460 (R330), 8.4.3,850,890,810,811,812

Thales Cipher Trust Manager SafeNet KeySecure 1.10, (KMIP 1.3) virtual-1.10 (KMIP CipherTrust Manager only
CipherTrust Manager 2.0, 2.6, 2.8 12)20,26,2.8,2.11 (KMIP 1.4)

506,508,509,51,52,53,54
(7.3.0) (KMIP 1.4) Supported
VESKM 8.0,8.3

ESKM 4.1,5.0

Utimaco ESKM VESKM 80, 8.3

For the latest information, refer to the compatibility matrix in HPE Single Point of Connectivity Knowledge (SPOCK).

Key Management Interoperability Protocol
OASIS KMIP enables interoperable communication between cryptographic environments and key managers, reducing the operational,
fraining, and infrastructure costs for key management in the enterprise.

A KMIP server stores and contfrols managed objects such as symmetric and asymmetric keys, certificates, and user-defined objects. Clients
then use the KMIP protocol to access these objects, subject to a security model that is implemented by the servers. Objects have core base
object properties such as key length and value, as well as extended attributes that can include user-defined attributes.

Certificate authorities

Using an EKM requires additional configuration to enable the storage array to communicate with the EKM through a secure, mutually
authenticated TLS channel. Both the EKM and the array must have certificates signed by a trusted certificate authority (CA). Both supported
EKMs offer the functionality to create a local CA that can be used solely for EKM communication. It is also possible to use an existing,
external CA within an organization’s own PKI. (This option is shown in the following example configurations.) DAR encryption using an EKM
employs the ekm-client and ekm-server service types on the storage array. Here, the ekm-client is the storage array, and the ekm-server is
the third-party EKM.

Using a PKI with multi-level certificate authorities
It is generally considered best practice to keep the root CA offline and secured and to use intermediate or subordinate CAs to issue
certificates to end entities.

The following applies to the ekm-client service. When dealing with multiple CAs, you can create a CA bundle or authority chain to import the
entire CA chain at once. To create a CA bundle, create a new file in a fext editor and paste the PEM data from each certificate in the chain in
the following order, making sure to include all begin and end statements:

1. Theissuing CA
2. Any intermediate CAs
3. Theroot CA

Save the file with a .pem extension and use this file when importing the authority chain for the ekm-client service through the CLI, the GUI, or
Data Services Cloud Console.


https://h20272.www2.hpe.com/spock/
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A ————- -BEGIN CERTIFICATE-----

2 MIIET)CCAZaghAwIBAgITLAARARALVOTCE+boZ iIQAAARARA]ANBgkqhkiGOWOBAQSE
ADAZMRCWFQYDVQODEWSOZWFYbGLuZVIvb3RDOTAeFwOyMTEXMDI yMIMOMDIaFwly

4 . NIExMDIXODQzMDJaMEsSxFTATBgoJkiadk/IsZAEZFgVsbZNnbDEYMEYGComSJomT

5 BixkARKWCGS1YXI5aWS 1MRgwFgYDVQQDEWSuZWFybG1luZ 51 DUkwtQOEwggEiMAOG

S | C59G5SIb3DOEBAQUAR4IBDWAWgGERACIBAQDJIVmke4 SKLELCIKJOLAPNBId4E4Lg]

: Issuing certificate authority
Ny | bBGE1UZVIvE3IRDOSS5 ] cmwwDOYJKoZ IhveNAQELBOADggEBAMBb JHRNWUu 3 X8 Y JNYNXW
. 40/bdNhHZNaNwr FMd SanWep L yNnDiqGs0S0hvDA4 30NO1uZ 2UrMYCKE IVhmEUegl

HcB89RnhdSgrpWaXBROST+nTrIZELWryGvIEVokg8T+h TaMKRZ fK+TgzEHooX+hwH

22 ' isMsb72vowpyklXoycRIT+IRxqSfOPyIVeweBCGzFZULKO+Mw/E13Mnr09FaWlgX
25 B pwECAOBOSRXSCSLY3eRITy/ iVDONDIdcabQSVERCr ONTLeRS 1YY FgFlgxMqfAWsM

27 Af-——--] BEGIN CERTIFICATE-----

28 MIIDmDCCAoCgAWIBAGIONeS80ka3DI4VI/BLY/g2dITANBgkqhkiGOWOBAQSFADAZ
2 MRowFQYDVOODEWSOZWEFybGLuZVIvb 3RDOTAe Fwl yMTEXMDI xODMzMDha FwOyNiEx
MDIxODOzMDJaMBkxFzAVEgNVBAMTIDES LY X J3aWs 1UmSvdENBMIIBIJANBgkghkiG
SwOBACEFAACCRAOBAMITBCoHCAQEAXD/ 2ke8SeR1DAEKKIzo] yOrnyf6IDOOCKBV1
EVd4uRAsXdUlg8S4RsAm svePT/pnSdolueYEFTCOMLOomV 1 cpLxJxMA/ / FDp+DJY
mél+/ZLU/bZ4pRESMECASYOgrTATIADDEEZUNZ4w2+yin] ScWEnJG7rh97EG31i5x

Root certificate authority

EX+69473Hp0CtSpBTVSOKKTYZZBQLIgE FPFCEXE+9CQKE11VE] tEQsXdpESbghip
JGWPL EVA3XIIXroyVEBgMRPOr 9L 0HshdsVEPZ40AXVaMeBXEFxhas/XDZDT/KLLC
SLGkF210LYgTxVyG4Ncpulcr CFSXC/ T3XSITHNLqQEUGPg44 17 lywér luGe £qLBy0
/V2UbZNIGu/ 2TJYSBE0ERVS LDETETUahVpHXBSe0g+ZLIwlggOEViDYSLCTolZul
ClWDYWVbBQHNneHBgVAYFsTLUAPTDipeySeBgR11259kcOLQG4 1] 1yJ0gIPLhBY

WITKJ60LEGYe3nds
2o ————-1 END CERTIFICATE-----

Figure 12. Example CA bundle

The following applies to the ekm-server service. Per x509 v3 RFC requirements, the array (client) side of the TLS connection to the EKM
should only import the ftrusted root CA certificate of the server’s certificate chain. All other certificates in that chain leading fo root of trust
(intermediate and service certificates) are provided by the EKM in the TLS hello handshake. It is strongly recommended to only import the
root CA certificate of this chain on the array.

However, since some server implementations do not adhere fo the RFC, it may be necessary to enter the additional intermediate CA
certificates on the array side. Prior to HPE Alletra Storage MP B10000 OS release 10.4.x these must be imported one by one, starting
with the root CA. Starting with the 10.4 release the one-by-one restriction has been dropped and these can be imported as part of a
unified CA bundle.

EKM configuration overview

Before enabling DAR encryption on the array, the administrator must create mutual trust and authentication between the EKM server and
the array, using certificates and a local user account. The high-level workflow for this process is similar, regardless of the EKM that is used or
the method that is used on the array. It follows this process:

1. Create a certificate signing request (CSR) for the EKM server, submit the signing request to the CA, and install the issued certificate on
the EKM.?

2. Ensure that the root CA and any intermediate CA certificates are installed on the EKM in the trusted certificate store.

W

Create a CSR for the ekm-client service on the array, submit it to the CA, and install the issued certificate on the array along with the root
CA and any intermediate CA certificates.

4. Import the root CA for the ekm-server SSL service role on the array.

5. Import the intermediate CAs for the ekm-server SSL service role on the array. (only for EKMs which violate the x.509 v3 RFC)
6. Create a local user account on the EKM for the array.
7

Configure the EKM settings on the array and enable encryption.

For more information about steps 1 and 2, refer to the user guide for your specific EKM.

1 Steps 1 and 2 apply only if you are using an external CA. If you are using the local CA option provided by the EKM, refer to the user guide for your specific EKM.

—
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Important

The ekm-server role requires only the root CA certificate (and any intermediate CA certificates for EKMs which violate the x.509 v3 RFO).
The server certificate itself is not required to be imported to the array because it is presented during the TLS handshake. Currently, the ekm-
sever CA certificates can be imported only by using the HPE Storage CLI.

EKM client certificates
The following example procedures do not include the steps required for the signing of CSRs because those steps might vary depending on
the PKI solution implemented on the network. For more information, refer to the PKI provider's documentation.

You can create ekm-client certificates by using the management GUI, the CLI, or HPE Data Ops Manager.

HPE Alletra Storage MP B10000 Ul

The process using HPE Alletra Storage MP B10000 Ul follows these steps:

1. Log into the array Ul and navigate to Settings — Array Certificates.

2. Select Add array certificate.

3. Choose Create a certificate signing request, specify ekm-client as the array service, and enter the required information.
Add array certificate %

Certificate type

Array service

ekm-hent hvd
Certificate signing request

2048 -

mp

DHSiallerra_mp, DivS:alerra mpstorage hpecorpiner, IR1122.33.64

T™E

Hewsert Packard Enterprrse

Bristol

Buis:

Great Britain (LK) (G <

Figure 13. HPE Alletra Storage MP B10000 Ul Add Array Certificate wizard

4. After the CSR is created, when the GUI returns to the Array Certificates window, click the newly created signing request.

5. Copy the CSR PEM fext and submit to your CA for signing.
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< Array certificate alletra_mp

General

Figure 14. HPE Alletra Storage MP B100OO UI CSR details

@

Actions

I, import Signed CSR

T Oelere
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6. After the ekm-client certificate has been generated, select Import Signed CSR and paste the ekm-client certificate PEM data, along with

the PEM data from the root CA certificate and any intermediate CA certificate in the respective fields.

When a CA bundle or authority chain is pasted into the GUI, the first certificate should be the issuing CA, followed by any intermediate

CAs, and finally the root CA.

Import Signed CSR

;K:u{‘\‘.ll;";(—'- LSS TR S T T U ST R aW ST e ¥ IO STV IORIWST

. $GAGABGIVEROXMEDG ysG
13WBGeL INgRACY/BbgHGRWWIBZAIBATABGHY
K YBEQU Ao o Y K YBBAGC NXUKBBom GDAKBggr
T O DAAN GowOBALFARDCADEAIrBUsugrdOR:
DOVIUQISCPHKDUNGA

K/ QoCYuS RzzBHKN O

T A0q3VONWSIEr BbrHCP v NIBS yok
VKKeKo 7B

VRS 6 X0IXAEY OwePkbIBIGIZGHPILNNGGLHE:
Dy OHWZFILNTVSLREWGRBOTie By bdkQ2PIN YV

GF2+0MnTw
OWCFZpiBRA==
wereoEND CERTIFICATE -

~~=-BEGIN CERTIFICATE-—--
GITHAAAAALVGT ChBoZIOAAAAAAAANEKGhIGIWOBASF

\THae SZAEZFgVsbNRBDEYMBYGCgmS domT
Srncsal g YOVOODEWIUEWFYRGINTS DU TOOEWRIEIMACG
5qESBIDGEBAGUAALIBDwAWgGEKACIBADD Nmke s YKLEN JK|OLAPRBIGAEfg)
EUmA Ty Py HAETWKS InpO/OETHAZA]S Th o621 Su0BAXIMEEC MKOUBOGH
goeDIAT T 26 IMEGIZoRG+ MERmC 2 10SVdt GORGHTKIGROLZVNNnwBards
£ Y hPwk A THOc 3Z4BeKIBRA
; N7 Q1 LGbwangrUFsOsKsK)
E+OBCOE +A9CrC FyatbOMFz THBNITEUY4 +0Ri s TafkhepliW7 e FAGMBAAG]
QgFEMIBVAQB gk BQEEAYITFOEEAWIBADAIBGNVHOSEFGOUSGOFsAE DwiVaypee

Figure 15. HPE Alletra Storage MP B1000O0 Ul importing a signed certificate

b IRDOTAeFWOyMTEXMDIYMTMOMOLEF WOy

Important

When importing the ekm-client certificate, you might see an error message stating that the ekm-server certificate must be from a trusted
root CA. This certificate must be imported by using the CLI. For more information about how to perform this fask, refer to the EKM server
certificates section of this paper or to the CLI user guide.

HPE Storage CLI

To generate a CSR for the ekm-client service, log into the array CLI and run the following command:

cli% createcect ekm-client -csc [<subject_attribute_options>] [<CSR_filename> ]

—
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Use the fields listed in Table 4 to define the CSR aftributes.

Table 5. CSR attribute options

Options Description

-CN <common name> Specifies the value of the common name (CN) atftribute of the subject of the certificate

-O <organization> Specifies the value of the organization (O) attribute of the subject of the certificate

-OU <organizational unit> Specifies the value of the organizational unit (OU) attribute of the subject of the certificate
-L <locality> Specifies the value of the locality (L) attribute of the subject of the certificate

-ST <state> Specifies the value of the state (ST) attribute of the subject of the certificate

-C <country> Specifies the value of the country (C) attribute of the subject of the certificate

Subject alternative name is an X509 extension that allows other pieces of information to be

“SAN <subject_alf_name[ subject.alf_namel..> associated with the certificate. Multiple SANs may be delimited with a comma

If no CSR file name is specified, the CSR text is output to the console window. To include CSR attributes that contain spaces, write the
aftributes inside double quotation marks (for example, -O “Hewlett Packard Enterprise”.

Note
The option to specify a CSR file name is not available if you use the CLI directly through SSH. If you want to obtain the CSR file, execute this
command by using the HPE Storage CLI fool running on a remote machine.

Example CSR:
cli% createcert ekm-client -csc -CN a9k -0 HPE -0U IT -C GB -L Bristol -SAN DNS:a9k.lab02.local,IP:11.22.33.44

Output:

————— BEGIN CERTIFICATE REQUEST----- jAkghxpbmZyYS0zcGFy
LTAxLm51YXJIsaWs1llmxvY2FshwSsEAEYMAOGCSqGSIb3DAEBCwUAA4IBANCWhEZL
TXG+9c6TdjwBm3j1+1A9LtInLoMywuzJGW+S8Om/5+3w4dk608eGVE+ndek TIFel
Wk416d7tzqlL0fBBonKd7Bal2SybVemWaPlilal/p5X6WyYaMilez36+vbxELTC/
1cChs9AzESZYUgJFbGA2Jo/LAy1eIn0YOWIk/1CI60MNSnADZRNIEGOBKDAC/SY5
£3730/9BMTKiLTt85eWAAKYXZptXcmbEcahXBnfIWEOCUSE7x8pbpcZtHuzvNSXP
EFcA22fMoPht44ZTBELDEL +BNnw4F/7e20WZ/Mglt13FuRZEHKajgzCl4+Khebell
KfaHKYdRK/N8BHDUE

————— END CERTIFICATE REQUEST-----
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The CSR text can then be copied and submitted to the CA for signing.

Import the newly signed certificate into the ekm-client service, and the root CA (or authority chain if using intermediate CAs) into the ekm-
client service by using the following commands:

Example:

If you are directly connected to the array CLI through SSH, you can paste the certificate data by using the file name stdin. When you paste
a CA bundle, the authority chain should start with the issuing CA, followed by any intermediate CAs, and finally by the root CA.

Example (certificate data truncated):

Run the following command to verify that the certificates have been successfully installed:
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Data Ops Manager
The process using Data Ops Manager follows these steps:

From the Data Ops Manager dashboard, open Systems.

Select the array you want to configure and click Security under the Settings tab.

In the Certificates tab, click the plus button (+) to bring up the certificate management window.
From the Type drop-down menu, choose Certificate Signing Request (CSR).

From the Array Service drop-down menu, choose ekm-client.

Fill in the details required in the certificate (common name, subject alternative name, and so forth).

A T A o

Click Generate to create the signing request.

Add Certificate

*Select a Type [l

Certificate Signing Request (CSR) N

ekm-client A
*Common name * Subject alternative name
*Organization * Organizafion unit
* Locality * Province/State
*Country

Select Country W

If a CSR already exists for this array, it will be overwrirten

Continue to Generate CSR

Cancel

Figure 16. Data Ops Manager Add Certificate Wizard

After the signing request is generated, you can either download the CSR file or copy the CSR data and submit that to your CA for signing.
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Copy Certificate

‘CsR@

————— BEGIN CERTIFICATE REQUEST-----
MIIDADCCAegCAQAWIZELMAKGA1UEBhMCVVMXETAPBGNVBAGMCENVHG
9YYWRVMRUW
EwYDVQQHDAXGb3JOIENVbGXpbnMxizAhBgNVBAoMGkhId2xIdHQgUGF)a
2FyZCBF
bnRIcnByaXNIMQwwCgYDVQQLDANUTUUXEZARBgNVBAMMCKZUQYOSMD
YWLTEWggEI
MAOGCSqGSIb3DQEBAQUAALIBDWAWGGEKACIBAQC1XQIWAE3bIWGTWVR
VVWo9UgLR 7

Figure 17. Certificate signing request generated in Data Ops Manager
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After the CA signed ekm-client certificate is issued, it can be installed on the array.

To install the certificate on the array, complete these steps:

Launch HPE Data Ops Manager.

From the dashboard, open Systems and select the array you want to configure.

Under the Settings tab, click Security.

1
2
3
4. Choose the Certificates tab, then click the plus button (+) to bring up the certificate management window.
5. From the Type drop-down menu, choose Certificate Signing Request (CSR).

6

From the Array Service drop-down menu, choose ekm-client.

Page 22

Note

There are two options for installing the certificate and its authority chain: The ekm-client certificate and root CA certificate (or CA bundle)
can be imported as .pem files, or the PEM data from each certificate can be pasted into the GUI. If the cerfificate has been downloaded from

the CA with a.cer extension, simply change the file extension to .pem.

Add Certificate

~Selecta Type @

CA Signed Certificate '

Paste ca-signed certificate and authority chain

l.\ mport files

&

fic-9060-1.pem 4

! Mearline_Root_CA_Cert.pem

If a certificare already exists for this service, it will be replaced by a new certificate

browse

Figure 18. Add Certificate wizard in Data Ops Manager

=]

Important

It is not currently possible to import the ekm-server CA certificates by using HPE Data Ops Manager. This certificate must be imported
by using the CLI. For more information about how to perform this task, refer to EKM server certificates section of this paper or to the

CLI user guide.

—
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EKM server certificates

To establish a frusted connection between the storage array and the EKM server the EKM server certificates must also be imported. At the
time of writing this is only possible through the CLI. HPE Alletra Storage MP B10000 OS 10.4.x enables the user to import multiple
certificate chains into the EKM server SSL service to facilitate certificate maintenance without a loss of EKM communication. For example, if
an EKM server certificate is due o expire, its replacement can be imported without the need to remove the expired cerfificate. Once the new
certificate has been successfully imported the old, expiring certificate can then be removed. HPE Alletra Storage MP B10000 OS 10.3.x and
earlier, and HPE Alletra 9000 OS, do not support multiple EKM server certificate chains—importing a second EKM server authority chain will
overwrite the existing one.

Note

The total number of EKM server certificates on the array cannot exceed 20, and the total number in a single chain cannot exceed 10.

As an example, if there are two root CA certificates each with a corresponding intermediate CA certificate this would be 2 chains, each with

2 certificates (4 in total). If there is a single root CA certificate and 4 intermediate CA cerfificates, each issued by the root CA, this would
count as 4 chains, with a fotal count of 5 certificates. The most common multi-chain configuration is to have two or more root CA certificates,
each representing a one element single chain, since infermediate CAs for the EKM server should not need to be entered on the array (client)
side. The quantity of chains is unlimited, providing it satisfies the 20 certificate/10 in a chain rule mentioned above.

Import the root CA certificate for the EKM server chain (along with intermediate CA certs EKM does not adhere to x509 v3 RFC)_ into the
array by using the following commands:

cli% importcert ekm-server [<ca-chain-filename> ]
Example:

cli% importcert ekm-secver ekm-secver-ca.pem

Do you want to import these certificate(s] for ekm-secver service?
ekm-secver-ca.pem cectificate authorities?

Continue importing signed certificate(s]) (yes/no)? yes

If you are directly connected to the array CLI through SSH, you can paste the certificate data by using the file name stdin. When you paste
a CA bundle, the authority chain should start with the issuing CA, followed by any intermediate CAs, and finally by the root CA.

Example (certificate data truncated):

Please paste the CA bundle for ekm-server. Once finished, please press Enter twice.
————— BEGIN CERTIFICATE-----
MIIDmDCCAoCgAwIBAgIOXe80ka3BI4VI/BLY/g2dITANBgkghkiGIwOBANsFADAZ
MRcwFQYDVAADEWS0ZWFybGluZVIvb3RDATAeFWOYyMTEXMDIX0DOMzMDhaFwOyNjEX
MDIx0DQzMDJaMBkxFzAVBgNVBAMTDK51YXIsalW51UmIvdENBMIIBIjANBgkghkiG

sLGkF21QLYgTxVyG4NcpuHeofFOXC/TIXSIIHXEqEUgPg44171ywbeluGefgfBy0
/V2UbZNJGu/2TJYBB8bBRvs1DE/ETuahVpHxBSeOg+ZLowlggOEViDYBLCtolZuP
ClwDYWVbBgHNneHBgvAYFs/7LuAP/7Dipzy5eBgR112S9kcO0LOG41Ej1yJ0gIPohBY
WTYXJBof6GYe3nd9

Do you want to import these certificate(s] for ekm-secver service?

* stdin certificate authorities?

Continue importing signed certificate(s] (yes/no)? yes

Run the following command to verify that the certificates have been successfully installed:

cli% showcert -service ekm-server
Service Commonname Type  Enddate Fingecprint
ekm-server Utimaco-Root-CA rootca May 28 09:31:59 2034 GMT eb3c4/fbd/db0ef4397298a80098e8743c4eb3b3

From HPE Alletra Storage MP B10000 OS 10.4 all service certificates can be selectively removed via the CLI using the removecert -fp
option and specifying the fingerprint value of the certificate to be removed. This option is especially useful for management of ekm-server

—
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certificates since, unlike other certificate types, existing chains are not auto-deleted when a new chain is entered. Without the —fp option,
there would be no way to remove obsolete chains without also removing active chains.

cli% showcert -service ekm-server

Secvice Commonname Type  Enddate Fingerprint

ekm-secver Utimaco-Root-CA rootca May 28 09:31:59 2034 GMT eb3c4/fbd/db0ef4397298a80098e8743¢c4e53b3
ekm-server* NearlineRootCA rootca Jan 30 13:38:14 2044 GMT b92456354daffh85ec/1b/fb877b7ecB8ceb8fbd4

#removing NearlineRootCA

cli% cemovecert ekm-secver -fp b92456354daff585ec/1b7fh877b7ec8ceb8fbds
The following cectificates will be removed:

Service Type  Fingerprint Veguid
ekm-secver® rootca b92456354daffh85ec/1b/fb87/b7ecBceb8fbds -

Continue cemoving certificates (yes/no)? yes

Certificates removed.

Prior to HPE Alletra Storage MP B10000 OS 10.4.x, and in HPE Alletra OS, the cemovecert -fp option is not available. This means the

removecert command must be used with its legacy options and either removes all certs for a service or removes all certificates of a specified

type for a service. The valid types are csr, cert, infca, and rootca.

Creating a local user account on the EKM

The supported EKMs have subtle differences in how they must be configured to accept incoming KMIP communications from the storage
array. The following procedure offers an example of how fo create local user account for the array on a new EKM installation after it has
been deployed and fully configured. It is not exhaustive; for more detailed information about the configuration of a specific EKM, refer to the
vendor documentation for your EKM.

Utimaco Enterprise Secure Key Manager
1. Log into the web GUI for the Utimaco Enterprise Secure Key Manager.
2. Under the Security tab, select Local Users & Groups and then Local Users.
3. Click Add fo creafe a new user.
The user name must match the common name (CN) specified in the ekm-client certificate.
4. Define a password for the local user and select the appropriate license type and any additional options required.
5. Paste the PEM data from the ekm-client certificate and click Create.

The local user is populated in the local users list.



Technical white paper

4 Enterprise Secure Key Manager

Home Security

Keys & KMIP Objects

b Keys
¥ KMIP Objects
*  Cloud Integration

* Authorization Pelicies

Users & Groups

¥ Local Users & Groups

* Local Users
* Local Groups
b LDAP

Device

Security [ Local Users & Groups / Local Users

Create Local User

Create Local User

Username: a9k lab02 local

Password:

P

Confirm Password:

License Type: | Server w
User Administration Permission: ()

Certificates & CAs

* Cenifizates.
+ Trusted CA Lists
* Local CAs

* Known CAs

Advanced Security

* High Secunty

b SSLOptions
* S5H Options

* FIPS Status Server

Change Password Permission: [
Enable KMIP:

Map non-existent Object Group to x-Object Group: ()
KMIP User Group:

KMIP Object Group: | default object groupw

KMIP Client Certificate:

QBAMITEC gKCAQEAPS 2HX01Qb90]1Zd6zc@nVFiHPt4mFPum3GY /FXEFSVTk/ Z2L
3H1aNnjy® SkkDriMBBI8XNpSHIU4SYd jmc45UDMrBkmt ck+1ErSdopnpLAgoB4vn
usfagdFHY@kFoniAb094jAq8ZsT6+QAESHBLED3 1msbLUrX0@x+Hxpt3ID0SZUTE
2bu3+PINpSPLT ETD&m(dEnJ nBHﬁﬂpqu igudddy ExVomAAX30Grgen21542MIus
MzB+EABEY pikcDaHF ez TxvxoV4fodBuGES TNAQIDADAB 4T BpTCCAREWIQYOVRER
BBowGIcEr BACE4IQIXNrbS5sYWIWMiSsh2NhbDAdBENVHOSEFEQUR S+ ttyr 11ND
@Dat 1rnlR Z9MSkigwHnYDVRE] BB gwF 0AUSGoF XnEDw] VoypeeQnhBbOdy IPYuQgYD
[VREFEDSWOTA3cDWgMAYxaHROCDOVL 2Ny bCSUZWFybGluZS5sb2NhbCOwa2kvbmVh
cmxpbmUtQ1IMLUNBLmNybDBgE ggrBgEFEQc BAQRUMF TwUAY IKwYBBQUHMAKGRENS
dHAGLY9j cmwubmVhomxpbmUub G  YiwvcGt pLBNSTCSuZWF ybGluZS55b2NhbFIu
ZHFybG1uZ S1DUkwEQ@EuY3IaMA4GALUdDWED / wQEARIFoDA+BgkrBgEEAYIIFQCE
4T AvEicrB gEEAYI 3FQIHEYhvhEXCDYPxhRGESd1uhgCy TYEegsy/GALRF sCAKGQC
AQMAHQYDV RE1BBYwFAY IKWYBBQUHAWE GCCSGAQUF BRMCMC cGC5sGAQQBE] cVCela
MBgwCEY IKWYBBQUHAWEWC EY TKWYBBQUHAWTWDQY IKoZ T hvc NAQELBQADEEEBALOr
13 3F BASWCQaIOFUOKEPE LGBEVF2nq9 /61 P4ydD10nDRFimyg3qRuN3 +HaL+bLYh
EVT JF5HXx I1SwKXTNVS4++8alNbi5SqtLT / 2GoGRAu=9kik323h1njBN2S910RHI2
Fy3U2xNg+Unghq i/ hwbx+tHUQEtYOyKHygLiVAtKmDI9zh/ xjte FYdakuLftzZ
[FTOBUN] 2p9xUxDy6286hQJcSYLUINL L xHPRT79K1ZTISKAVVNIPLZ15/Tr82nMum=
Sr/gahtuxGIESQAL+16e cTYIG+PDPRWPXR/ 3cBUQFQFvCzxcug] IMHedopRpkAk ]
BHPjtzL7BJH/px]9FfDd=
————— END CERTIFICATE-----

4

 Create | Cancel |

Figure 19. Creating a local user in Utimaco Enterprise Secure Key Manager

Thales CipherTrust

Before the local user account is created for the array, the CipherTrust Manager must be configured for automatic KMIP registration.

1. From the CipherTrust Manager dashboard, select KMIP.

2. Open the Client Profile menu and click Add Profile to create a new profile.

Page 25
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THALES KMIP

e}
e
]
m
I

Client Profiles

Hame SR Organization Name

1 Registered Client 10 per page =

Figure 20. Thales CipherTrust Client Profiles

3. Name the client profile and ensure that Username Location in Certificate is set to CN (common name).

4. Save the profile.

Add Profile
Profile Name * Username Location in Certificate
Arra) CN =
Do not modify subject DN
Certificate Details (4]
Device Credentials G

Figure 21. Thales CipherTrust add client profile

5. Create a new registration token, specifying a token name, the CA to be used, and the client profile it will be associated with.
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2 THALES KMIP

Registration Token

{ +
Name Token Profile Expires Uses Remaining Used
Array QIVyBLKALNNTErShgwS!  Copyill o -
1 Registration Token 10 per page -
' Web Server Certificate Fingerprint
Create New Registration x : ' .
Token
Create New Registration »
or o A B elect Profile o Token
CAType i @) cocisure Toxe Q) seiecrca ) sciect Profie Q) create Toke
External CA* 1
| sunarn | G Toen |
Figure 22. Thales CipherTrust create new registration token
6. Copy the generated registration token.
7. Return to the CipherTrust Manager dashboard and choose Interfaces from the Admin Settings menu.
8. Choose View/Edit from the ellipsis menu for the KMIP interface.
Q. Ensure that Auto Registration is selected and paste the registration token in the box.
10.Select CN for Username Location in Certificate and ensure the Trusted CAs are populated.
11.Click Update af the bottom of the configuration window to save the configuration.
fii THALES CipherTrust Manager @ @ o ] Y
m Disabled cipher suites (0) Enabled cipher sultes (16)
5]
&
B
n

Figure 23. Thales CipherTrust KMIP inferface settings

12.0pen the Access Management menu and choose Users.

—
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13.Select Add User and specify the account name, user name, and password for the array user account.

The new local user is created.

Page 28

Note
The user name must match the common name (CN) specified in the ekm-client certificate.

Add User x
Connection Type Allowed Client Type @
@® Local Account olbDc LDAP [ﬂ Unregistered [\_/] Public m Confidential
Full Name
Username * Email

Password Policy *

Password * Password Match *

pe—r—

Require user to reset password on next login Set Account Expiration Date
Allow user to login using CipherTrust web app
E} Allow user to login using password

Allow user to login using certificate

coneel m

Figure 24. Thales CipherTrust add new local user

Configuring EKM settings and enabling array encryption

You can configure EKM settings and enable array encryption by using the HPE Alletra Storage MP B10000 UI, the CLI, or Data Ops
Manager.

HPE Alletra Storage MP B10000 Ul
The process using HPE Alletra Storage MP B1000O0 Ul follows these steps:

1. Loginto the Ul and navigate to Settings — System.

2. From the ellipsis menu, choose Set EKM Servers.
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Management Network Configure nerwork
Encryption
Capal Enable
Se1 EKM Servers
Volume Retention
Check EXM Servers
Ladays
Password Authentication Mode Confiqure suthentication mode

Figure 25. HPE Alletra Storage MP B10000 Ul encryption options

3. Enter the EKM server IP address(es) or FQDN(s), port information, user name, KMIP versions, and password.

4. Select the acknowledgement box and click Save.

Set EKM Servers %

Figure 26. HPE Alletra Storage MP B10000 Ul EKM server settings

After returning to the system menu, you can validate the EKM server settings by choosing Check EKM Servers from the Encryption
ellipsis menu.
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Check EKM server %

You can check your configured EKM servers here. To configure EKM
servers use the Set EKXM Servers menu,

Example: ekmexample.com, 10.10.10.10

& vour server is valid.

Figure 27. HPE Alletra Storage MP B10000 Ul check EKM Server settings

5. To enable encryption, choose Enable from the Encryption ellipsis menu.
6. Click External Key Management (EKM), specify a password for the backup file, select the confirmation box, and click Configure.
The backup file is downloaded from the array.

7. Save this backup file to external media and place the media in a safe location.

Enable Encryption %

Ensbling encryption on the armay protects the SED driw

malitious i

5 enabled. ing lopy t5 used for all d

Once ancryped the anay must sheays be encrypted.

Save the backup 1o extemal medi, such as (0, external hard deive, or
aserver and place this medsa in a safe location.
Existing Encryption
Capable
Password

Enter the paseward to protect the fle. This will be required in the
Future if the e is used 1o restore your configuration

..... - )

o @

to access the backup file o

fsk losing data on all of your
storage systen's hard drives. ur
Drowiar, A copy of The LM koy will B £3ved by your Browsss with

Tht supplied passmord for protecting the key,
For EKM evironments, backups are for configuration iaformation
nly. While the backup e is important for disaster recovery, the keys

are stored onty on the EKM server and must be backed up
independertly.

Figure 28. HPE Alletra Storage MP B10000 Ul Enable Encryption with EKM

Note
If no EKMs have been configured, a warning appears when you select the EKM radial button.

—
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HPE Storage CLI
In the CLI, use the following commands to configure the EKM seftings:

cli% controlencryption setekm [<options>]

For a full list of options, refer to the relevant CLI guides for HPE Alletra 9000 and HPE Alletra Storage MP B10000. Initial EKM
configuration must include the - setserver and -ekmuser options. You will be prompted to enter the password for the ekm user. You
can add more EKM servers afterward by using the -addserver option and remove them by using the -cemoveserver option. After
they are configured, at least one EKM server must remain configured.

Example command:

cli% controlencryption setekm -setsecver ekml.example.com,ekm?.example.com -port 56896
-ekmuser usecname -kmipprotocols 1.0,1.1,1.2,1.3,1.4

Passwocd for EKM user:

cli%

cli% controlencryption setekm -addsecver ekm3.example.com
cli% controlencryption setekm -cemovesecver ekm3.example.com

Note
The port, ekmuser, ekmpass, and kmipprotocols options apply to all EKM servers configured.

Use either of the following commands to display the current encryption status and a list of configured EKM servers. Both commands
produce the same output:

cli% controlencryption status -d
OR

cli% showencryption -d
Example outpuft:

Licensed Enabled BackupSaved State SegNum Keystore FIPS non-SEDs FailedDisks nodeNonSED
yes yes yes nocmal 1 EKM Compliant 0 0 0

Numbec of EKM secvers defined: 2

EKM secvers: ekml.example.caom, ekmZ.example.com
EKM secver port: 5696

EKM usecname: a9k

KMIP Protocols: 1.0,1.1,1.2,1.3,1.4

After the EKM server settings are configured on the array, enable encryption by running the following command, specifying the file
name/path for the backup file:
cli% contcolenceyption enable -ekm <filename>

You will be prompted to provide a password for the backup file, which will be stored in the specified location.

Example:

cli% controlencrcyption enable -ekm /EKM_key/ekm_enable_2023_.11_09

Passwocd for new backup file ekm_enable_2023_11_09:

Re-type new password:

Make suce you acchive ekm_enable_20235_.11_09 and its passwocd in a safe place.

Note
This operation is not available if you use the CLI directly through SSH. To execute these commands, use the HPE Storage CLI tool running
on a remote machine.

—
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Data Ops Manager
The process using Data Ops Manager follows these steps:

1. Open Systems and select the array you want to configure.
2. In the Settings tab, click Security.

3. Inthe Encryption tab, select the ellipsis menu and choose Set EKM Servers.

HPE——1
GreenlLake

Data Services Cloud Console | Data Ops Manager ~

= Systems / Settings / SecuriTY

Enable | wee

Set EKM Servers

Encryption

Check EKM Servers
Strare Capable

Figure 29. Data Ops Manager Encryption tab—EKM Server setftings

4. Specify the required information:
a. EKM server IP address(es) or FQDN(s)
b. Port information
c. KMIP versions
d. User name
e. Password

5. Click Submit to apply the seftings.
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Set EKM Servers x

Sawve the backup to external media, such as CD, external hard drive, or 2 server, and place this media in a safe location.
You must be able 1o use the backup file and its password 1o recover access 1o your encrypred data in case of an
unforeseen event.

Once EKM servers have been ser. the minimum number of EKM servers is one. The last EKM server cannot be removed,
but the list can be modified.

FODN [P Address 1
ekmlexample.com X
FODN [ P Address 2

ekm2 example.com X

= KMIP version

3 Selected 4

“Usemame

usermame

~ Password

Figure 30. Data Ops Manager EKM Server settings

6. From the ellipsis menu on the Encryption tab, choose Check EKM Servers to validate the EKM server settings.
HPEC—1 -}

Gata Services Cloud Comsole | Dt O Manager Q E@

I Cheek EKM Servers

EKM setrings ave comest

@ Gocryplion scion CHECR_ MDA fow #0501 Dars g Mansgar | Slame  Entrppeion scrion EHECK XM for # s View Details 14
Figure 31. Data Ops Manager check EKM Server settings result

7. From the Security menu on the Encryption tab, choose Enable to enable encryption.

—
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8. Select External Key Manager, specify a password, and click Submit.
The backup file is downloaded from the web browser.
9. Save this downloaded backup file to external media and place the media in a safe location.

HPEC—
GreenlLake
Enable Encryption )4

Data Services Cloud Console | Data Ops Manager ~
Local Key Manager
= Systems |/ Settings / Security (®) Sxtemal Key Manager Set EKM Servers

. Enable External Key Management (EKM) Encryption
Encryption Certificates

p to external media, such as

)

Encryption

Capatie

on  Capable for data encryption. Encryption is nat enabled.

[enet ] (N

Figure 32. Data Ops Manager enabling encryption with an EKM

Changing the authentication key

After encryption is enabled, it is possible to change the AK by performing a rekey operation. This process is similar to changing a user’s
password on the domain and may be repeated as often as required tfo comply with local security policies. The rekey operation changes the
AK on all drives and generates a new backup file. The procedure is the same regardless of whether you are using an LKM or an EKM to store
the key.

HPE Alletra Storage MP B10000 Ul
The process using HPE Alletra Storage MP B10000 Ul follows these steps:

1. From the encryption ellipsis menu, choose Rekey.

Encryption
Velume Retention

Password Authentication Mode

Figure 33. HPE Alletra Storage MP B10000 Ul Encryption menu after encryption is enabled

2. Enfer a password for the new backup file.

3. Select the confirmation box and click Configure.
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Rekey Encryption %

This process will create a new eneryption key and export the new key
to all drives on the array. Once generated the password protected key

will be available to download by your browser.

Save the backup to external media, such as CD, external hard drive, or
a server and place this media in 2 safe location. You must be able to
use the backup file and its password to recover access fo your
encrypted dafa in case of an unforeseen event.

Password

Enter the password to protect the encryption key. This will be

required in the future if the key is restored onto the array.

Password
Confirm password
s ®

If you are unable to access the backup file or remember the backup
file password you risk losing data on all of your storage system's hard
drives. The backup file will be saved by your browser,

| 1 have read and understand the implications

Figure 34. HPE Alletra Storage MP B10000 Ul Rekey Encryption window

The backup file is downloaded from the web browser.

4. Save this backup file to external media and place the media in a safe location.

HPE Storage CLI
To perform this operation using HPE Storage CLI run the following command:

cli% controlencryption cekey <filename>
Example:

cli% controlencryption cekey /EKM_key/rekey_2023_11_09

Password for new backup file rekey_2023_11_.09:

Re-type new password:

Make sure you archive rekey_2023_11_09 and its password in a safe place.

Page 35

Note

Rekey operations are not supported when connected via SSH, these must be performed using the HPE Storage CLI tool.

Data Ops Manager
If using Data Ops Manager to change the AK, complete these steps:

1. From the Encryption tab of the Security configuration window, select Rekey.
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HPEC—]
GreenLake

Data Services Cloud Console Data Ops Manager

= Systems / Settings / Security

Encryption Certificates

(=]

) (o ) o ) (=)

Encryption

Enabled

n  Encryption is enabled on 3l the drives

cryption  Local Key Manager

Figure 35. Data Ops Manager Encryption tab after encryption has been enabled

2. Enfer a password for the new backup file.

3. Select the confirmation box and click Configure.

Rekey Encryption »

Rekey Local Key Management (LKM) Encryption

Save the backup to external media, such as CO. external hard drive, or a server, and place this media
in a safe location. You must be able to use the backup file and its password to recover access to your
encrypred data in case of an unforeseen event

* Password *Confirm Password

3]

Figure 36. Data Ops Manager Rekey Encryption window

The backup file is downloaded from the web browser.

4. Save this backup file to external media and place the media in a safe location.

Backup and restore

After encryption is enabled, you can generate a new copy of the backup file at any time it is required (for example, if the original backup file
become lost or you need to change the password on the backup file). It is imperative to store the backup file in a safe location, and Hewlett
Packard Enterprise recommends storing the file on external media that can be kept in a secure location.

Hewlett Packard Enterprise recommends that you perform an encryption backup before starting any operation that has the slightest
possibility of causing a loss of the encryption key. For example:

» Changing or updating the device certificates
o Performing a software upgrade
o Admitting or dismissing physical drives

* Replacing or expanding nodes

—
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A restore operation should be needed only if the encryption key or the associated metadata held in the PR and the backup file is lost. If you
aftempt to perform a restore operation outside of these events, the encryption configuration is simply validated, and no changes are made to

the system.

HPE Alletra Storage MP B10000 Ul
The process using HPE Alletra Storage MP B10000 Ul follows these steps:

1. From the encryption ellipsis menu, choose either Backup or Restore.

Encryption

Volume Retention

Password Authentication Mode

Figure 37. HPE Alletra Storage MP B100OO Ul Encryption menu after encryption is enabled

Backup
1. To create a new backup, specify a password for the new backup file.

2. Select the box to confirm the password and click Configure.

The backup file is downloaded from the array.

3. Save this backup file to external media and place the media in a safe location.

Backup Encryption ™

A copy of the LKM key will be saved by your browser with the
supplied password for protecting the key.

Save the backup to external media, such as CD, external hard drive, or
a server and place this media in a safe location. You must be able to
use the backup file and its password to recover access o your
encrypted data in case of an unforeseen event.

Password

Enter the password to protect the encryption key. This will be
required in the future if the key is restored back onto the array.

Password

Jo— (@)
Confirm password

SR ©

If you are unable to access the backup file or remember the backup
file password you risk losing data on all of your storage system’s hard
drives. The backup file will be saved by your browser.

¥ | I have read and understand the implications

Figure 38. HPE Alletra Storage MP B10000 Ul Backup Encryption window

Restore
1. Torestore a previously backed up encryption file, click Choose File.

2. Select the backup file to restore and enter the password.

3. Click Configure.

—

Enable
Set EKM Servers

Check EKM Servers

Cof  Restore

Rekey
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The backup file is restored. If disaster recovery is required, the encryption status is restored. Otherwise, the configuration is validated, and
no changes are made to the system.

Restore Encryption X

Restore a previously backed up encryption file.

e of salect 2 file to uphoad

recoverylLo9806708024 2 dar

Choose file

.......... i ©
If disaster recovery is necessary, the backup file will be applied.
Otherwise, the configuration will be validated and no changes made.

Figure 39. HPE Alletra Storage MP B10000 Ul Restore Encryption window

HPE Storage CLI
The process using the HPE Storage CLI is as follows:

Backup
Run the following command from the HPE Storage CLI, specifying the file name for the new backup file:

cli% controlencryption backup <filename>

The system prompts you to create a password for the file.

Example:

cli% controlencryption backup /EKM_key/new_backup_2023_11_09.dar

Password for new backup file new_backup_2023_11_09.dar:

Re-type new password:

Make sure you acchive new_backup_2023_11_09.dar and its password in a safe place.

Restore

Run the following command from the HPE Storage CLI, specifying the file name of the backup file on the local PC:
cli% contcolenceyption cestoce <filename>

The system prompts you to enter the password for the backup file.

Example:

cli% controlencryption restore /EKM_key/new_backup_2023_11_09.dar
Password for existing backup file new_backup_2023_11_09.dar:

If a disaster recovery is required, the encryption status is restored. Otherwise, the configuration is validated, and no changes are made to the
system.

Note
Backup and restore operations are not supported when connected via SSH, these must be performed using the HPE Storage CLI tool.

—
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Data Ops Manager
The process using Data Ops Manager follows these steps:

1. On the Encryption tab of the Security configuration window, select either Backup or Restore.

HPEC—]
GreenLake

Data Services Cloud Console | Data Ops Manager +

= Systems : Settings / Security

Encryption Certificates

(=) =) =) =

Encryption

Srate Enabied
Description  Encryption is enabled on all the drives.

Encryption Local Key Manager

Figure 40. Data Ops Manager Encryption tab after encryption is enabled

Backup
1. To create a new backup, specify a password for the new backup file.

2. Select the box to confirm the password and click Configure.
The backup file is downloaded from the array.

3. Save this backup file to external media and place the media in a safe location.

Backup Encryption X

Backup Local Key Management (LKM) Encryption
Save the backup to external media. such as CD, external hard drive. or a server. and place this media
in a £afe location. You muset be able 1o use the backup file and irs pazsword 1o recover access 1o your

encrypted data in caze of an unforeseen event.

= Confirm Password

3] - |

Figure 41. Data Ops Manager Backup Encryption window

Restore
1. Torestore a previously backed up encryption file click Browse.

2. Select the backup file to restore and enter the password.
3. Click Configure.

The backup file is restored. If a disaster recovery is required, the encryption stafus is restored. Otherwise, the configuration is validated,
and no changes are made to the system.

—
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Restore Encryption X

Restore Local Key Management (LKM) Encryption

recovery14698067080242 dar X browse

=]

Figure 42. Data Ops Manager Restore Encryption window

Key Manager migration

This section describes the process for migrating between key managers.

Local to External Key Manager

Migrating from the Local Key Manager to an External Key Manager follows the same process as initial enablement of DAR encryption with
an EKM. Please refer to the External Key Manager section of this document for details. It is advised to perform a backup operation before
migrating between key managers.

External to Local Key Manager

Migrating from an External Key Manager to the Local Key Manager is only supported on HPE Alletra Storage MP B1000O arrays running OS
version 10.3.1 and higher via the HPE Storage CLI. This operation is not currently supported on HPE Alletra 9000 storage arrays. The
process is similar o initial enablement of DAR encryption with the LKM, except that the controlencryption enable syntax must also supply
the —lkm flag. For example:

cli% controlenceyption enable -1km buk-amp-01_lkm-backup_20240513

It is advised to perform a backup operation before migrating between key managers.

Important
FIPS compliance requires the use of an External Key Manager, migrating to the LKM causes a loss of compliance.

External to External Key Manager

Migrating from one External Key Manager to another is only supported on HPE Alletra Storage MP B1000O arrays running OS version
10.3.1 and higher. This operation is not currently supported on HPE Alletra 9000 storage arrays.

This process requires first migrating from the current External Key Manager to the Local Key Manager, reconfiguring the EKM settings, then
migrating from the LKM to the new EKM. Depending on the configuration it may also be required to update the ekm-client and ekm-server
certificates on the HPE Alletra Storage MP B10000 array.
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An example of the process is detailed below, a demo video is also available:

#display cuccent encryption status

cli% showenceyption -d

Licensed Enabled BackupSaved State SegNum Keystore FIPS non-FIPS FailedDisks nodeNonSED
yes yes yes nocmal 8 EKM Compliant 0 0 0

Number of EKM servers defined: 1
EKM servers: thales.lab02.local
EKM secver port: 5696

EKM usecname: buk-amp-01

KMIP Protocols: 1.1,1.2,1.3,1.4

#backup existing configuration

cli% controlencryption backup buk-amp-0l_thales-backup_20240513

Passwocd for new backup file buk-amp-0l1_thales-backup_20240513:

Re-type new password:

Make sure you acchive buk-amp-0l_thales-backup_20240513 and its password in a safe place.

#switch from EKM to LKM

cli% controlencryption enable -1km buk-amp-01_lkm-backup_20240513

Password for new backup file buk-amp-01_lkm-backup_20240513:

Re-type new password:

Make sure you acchive buk-amp-01_lkm-backup_20240513 and its password in a safe place.
Task 1030 started

#confirm switch to LKM is successful

cli% showenceyption -d

Licensed Enabled BackupSaved State SegNum Keystore FIPS non-SEDs FailedDisks nodeNonSED
yes yes yes nocmal 9 LKM NotCompliant 0 0 0

Number of EKM servers defined: 1
EKM servers: thales.lab02.local
EKM secver poct: 5696

EKM usecname: buk-amp-01

KMIP Protocols: 1.1,1.2,1.3,1.4

#add new EKM server
cli% controlencryption setekm -addsecver eskm.lab(2.local

#remove old EKM secver
cli% contcolenceyption setekm -cemoveserver thales.lab02.local

#update EKM credentials if required
cli% controlencryption setekm -ekmuser <usecname> -ekmpass [-poct <poct_number> -kmipprotocols
<1.1,1.2,1.3,1.45]

#confiem new EKM secver information has been applied

cli% showenceyption -d

Licensed Enabled BackupSaved State SegNum Keystorce FIPS non-SEDs FailedDisks nodeNonSED
yes yes yes normal 9 LKM NotCompliant 0 0 0

Number of EKM servers defined: 1
EKM servers: eskm.lab02.local
EKM secver port: 5696

EKM usecname: buk-amp-01

KMIP Protocols: 1.1,1.2,1.3,1.4

#confirm new EKM connection is successful
#enable DAR with EKM using the new EKM server
cli% caontrcolenccyption enable -ekm buk-amp-0l1_eskm-backup_20240513

Passwocd for new backup file buk-amp-01_eskm-backup_20240513:
Re-type new password:

—
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Make sure you archive buk-amp-01_eskm-backup_20240513 and its password in a safe place.
Task 1032 stacted

cli% showencryption -d
Licensed Enabled BackupSaved State SegNum Keystore FIPS non-FIPS FailedDisks nodeNonSED
yes yes yes normal 10 EKM Compliant 0 0 0

Number of EKM servers defined: 1
EKM servers: eskm.lab02.local
EKM secver port: 5696

EKM username: buk-amp-01

KMIP Protocols: 1.1,1.2,1.3,1.4

Note
These operations are not supported when connected via SSH, these must be performed using the HPE Storage CLI tool.

Power-removal scenarios

This section describes the some of the most likely loss-of-power scenarios that might cause the SEDs to be locked.

Power failure on the array

In the event of an untimely power failure in the data center, each drive is protected by the unique, array-specific AK, and data cannot be
accessed without that unique key. Drives cannot be removed and put into another array for data retrieval. After power is restored to the data
center, a normal startup of the array restores availability to the data stored on the array by the host systems.

Powering down the array
Users should follow standard procedures in powering down the array. There is no special process for powering off the array. When the array
is powered on, the appropriate key manager unlocks access to the drives to allow host access to the data.

Decommissioning the array

Removing an encrypted array from service requires the user to initialize the array. During the initialization process the MEK is changed on
each drive resulting in a cryptoerase of all sectors. Afterward, no user data remains on the array. For the array to be encrypted again, the
user must start encryption as described earlier.

Booting from an encrypted array protected with EKM

If a host is booted from an encrypted array before the EKM manager starts up, the host will fail to boot. The EKM manager must
communicate with the array prior to any host activity. The EKM manager issues the key that is used to unlock disk drives on the encrypted
array. When powering up a data center after a power failure, confirm that the EKM is running and fully operational before powering on any
EKM-protected storage arrays.

Off-array data movement

For both Peer Motion and Remote Copy, warnings are provided before off-array data movement happens.

Remote Copy

The user is warned before creating a Remote Copy session between an encrypted and non-encrypted array. A pop-up message appears,
warning the user of the intent fo link the two arrays—one encrypted and one non-encrypted. A message is displayed during the RC creation
to warn the user of the differences in data-at-rest encryption states and to offer a choice of whether to continue with the Remote Copy link.
Data is decrypted as it is read from the SED, in-flight encryption is not supported by the array. To encrypt in-flight replication data this must
be managed by your SAN or IP networking infrastructure using protocols such as MACsec for Ethernet traffic.

Peer Motion

Peer Motion between a non-encrypted array and an encrypted array produces a warning in much the same way that Remote Copy does.
Before migration occurs, the user will must select Yes or No to data movement. A No answer dissolves the Peer Motion connection. If
moving to an encrypted array, be sure to answer Yes. Moving data from an encrypted array to a non-encrypted one causes the datfa on the
non-encrypted array o be stored without encryption.

—
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Troubleshooting

This section describes how to manage potential issues.

Encryption cannot be enabled

If encryption cannot be enabled, an error message will indicate the reason. For example:

Ecror: Cannot enable Data Enceyption. There are 24 PDs that are not SED capable in the system. Run
“controlenceyption status -d” for information about these drives.

« Ensure that all drives are SEDs, that they are in a good state and that the appropriate license has been activated.

e Thecontrolencryption enable command will fail from the CLIif it is connected through SSH. Either use the HPE Alletra CLI tool or
enable encryption through the GUI or through HPE Data Ops Manager.

New drives cannot be admitted
« Ensure that the correct drives have been ordered and are supported by the encryption license on the array.

EKM settings on the array fail
e Ensure that all required certificates are installed on the array and the EKM.

« Ensure that the local user account for the array has been created on the EKM and that the user name in the local user account on the
EKM and the user name in the EKM settings configured on the array match the CN of the array ekm-client certificate.

« Ensure that the password specified in the array’s EKM local user account matches the password specified in the EKM settings on the array.

Summary

Data-at-rest encryption on HPE Alletra Storage MP B10000 and HPE Alletra 9000 Storage arrays provides the tools that storage
administrators and security officers need to protect the data held on their storage arrays from physical theft and unauthorized access.
By combining DAR encryption technology with third-party external key managers, you can configure HPE Alletra Storage MP B10000
and HPE Alletra 9000 to meet federal security standards and help to ensure that your organization meets required standards during
security audits.
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Terminology
AK — Authentication key

CA — Certificate authority

CLI — Command line interface

CSR — Certificate signing request

DAR — Data-at-rest

EKM — External key manager

FIPS — Federal Information Processing Standards

GUI — Graphical user interface

KMIP — Key Management Interoperability Protocol
LKM — Local key manager

MSID — Manufactured security ID

NIST — National Institute of Standards and Technology
OASIS — Organization for the Advancement of Structured Information Standards
PEM — Privacy-enhanced mail

PKI — Public key infrastructure

PR — Persistent repository

RC — Remote Copy

SED — Self-encrypting drive

SSH — Secure Shell

SSL — Secure Sockets Layer

TAA — Trade Agreement Act

TLS — Transport Layer Security
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Resources

HPE Alletra 9000: CLI installation and reference (v9.5)
support.hpe.com/hpesc/public/docDisplay?docld=sd00001298en_us&docl ocale=en_US

HPE Alletra Storage MP B10000: CLI reference
support.hpe.com/hpesc/public/docDisplay?docld=sd00002410en_us&doclocale=en_US

Data Services Cloud Console technical white paper
hpe.com/psnow/doc/a00124553enw?from=app&section=search&isFutureVersion=true

HPE GreenlLake: Data Services Cloud Console technical white paper
hpe.com/psnow/doc/a00124553enw?from=app&section=search&isFutureVersion=true

HPE Greenlake cloud User Guide
support.hpe.com/hpesc/public/docDisplay?docld=a00120892en_us

HPE Alletra Storage MP B10000 Ul 2.4 User Guide
support.hpe.com/hpesc/public/docDisplay?docld=sd00004645en_us&docl ocale=en_US

HPE Alletra 9000: Ul 1.4.6 User Guide
support.hpe.com/hpesc/public/docDisplay?docld=a00118628en_us&docl ocale=en_US

HPE Alletra Storage MP B10000: Activating the encryption license
support.hpe.com/hpesc/public/docDisplay?docld=sd00003358en_us

Learn more at
HPE.com/us/en/storage.html
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