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Introduction

This guide is designed to help you get started and quickly get the most out of HPE Morpheus Enterprise Software with Microsoft Azure
public cloud. By the end, you will integrate your first cloud with HPE Morpheus Enterprise, configure networking, prepare and consume
images, provision instances, and get started with automation. We will briefly discuss installation and account setup but will provide links to
additional resources for those very first steps. For the most part, this guide assumes you are able to get HPE Morpheus Enterprise installed
and are ready to move forward from that point. There is a lot more to see and do in HPE Morpheus Enterprise that is beyond the scope of
this guide. For more, consult the complete HPE Morpheus Enterprise documentation or take part in our Reddit user community forum.

Installation & Setup

In the simplest configuration, HPE Morpheus Enterprise needs one appliance server which will contain all the components necessary to
orchestrate virtual machines and containers. Full requirements, including storage and networking considerations, can be found in

HPE Morpheus Enterprise documentation here. In order to provision any new Instances, hosts, or applications (or convert any discovered
resources to managed resources) you will need a valid license. If you don't have one, you can request a community edition license for free
at HPE Morpheus Enterprise Hub. Once obtained, the license can be applied in Administration > Settings > License. For more, take a look at
our community edition welcome package.

Groups

Groups in HPE Morpheus Enterprise define which resources a user has access to. Clouds are added o Groups and a user can only access
Clouds that are in the Groups to which their roles give them access. More information on HPE Morpheus Enterprise Groups is here. A deep

dive intfo Groups goes beyond the scope of this guide but it's often useful to create a Group that contains all Clouds for testing purposes. We
will create that group now so that we can add our first Cloud into this Group in the next section.

Navigate to Infrastructure > Groups. Here we will see a list of all configured groups but, of course, this will be empty immediately after
installation. Click “+CREATE”. Give your group a name, such as “All Clouds”. The “CODE” field is used when calling HPE Morpheus Enterprise
through HPE Morpheus Enterprise APl or HPE Morpheus Enterprise CLI. It's useful in most cases to have an “All Clouds” group for testing
purposes so this will likely help you down the road.

Click SAVE CHANGES. Your Group is now ready to accept Clouds.

NEW GROUP X
Configuration

NAME || All Clouds
CODE

LOCATION

» Advanced Options

SAVE CHANGES


https://www.reddit.com/r/morpheusdata/
https://docs.morpheusdata.com/en/latest/getting_started/requirements/requirements.html
https://app.morpheushub.com/
https://www.morpheusdata.com/community-welcome
https://docs.morpheusdata.com/en/latest/infrastructure/groups/groups.html#groups
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Integrating Your First Cloud

Clouds in HPE Morpheus Enterprise consist of any consumable endpoint whether that be on-prem, public clouds, or even bare metal. In this
guide, we will focus on infegrating and working with Microsoft Azure public cloud.

To get started, we will navigate to Infrastructure > Clouds. This is the Cloud list page which lists all configured Clouds. It will be empty if
you've just completed installation and setup of HPE Morpheus Enterprise but soon we will see our integrated Azure cloud here.

Click the “+ADD” button to pop the “CREATE CLOUD” wizard. Select “AZURE (PUBLIC)" and click the “NEXT" button.

On the “CONFIGURE" tab, we're asked to provide Azure-specific details to connect to the cloud. HPE Morpheus Enterprise Azure integration
requires Owner or Contributor access to subscription via App Registration. Adding an Azure Cloud or Clouds to HPE Morpheus Enterprise
will require the following:

e Azure Subscription ID
e Directory (tfenant) ID
o Application (client) ID

» Application (client) Secret

Application (client) must be Owner or Contributor of Subscription

CSP Accounts require the additional following inpuft:
« CSP Directory (tenant) ID

o CSP Application (client) ID

o CSP Application (client) SECRET
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CREATE CLOUD

CONFIGURE GROUP

NAME

CODE
LOCATION
VISIBILITY

TENANT

Details

CLOUD TYPE
SUBSCRIPTION ID
TENANT ID
CLIENT ID

CLIENT SECRET
LOCATION
RESOURCE
GROUP
INVENTORY LEVEL

ACCOUNT TYPE

—

REVIEW

Private

morpheus

ENABLED

AUTOMATICALLY POWER ON VMS

| Global

No Locations found: verify credentials above.
INVENTORY EXISTING INSTANCES
Basic

Standard

Page
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Create App Registration

HPE Morpheus Enterprise authenticates with Azure via an App Registration with an Owner or Contributor Role on a Subscription. Use the
steps below fo create and collect the required credentials and assign the required permissions to integrate Azure with HPE Morpheus
Enterprise.

Warning

Using an App Registration (service principal) that has selective resource permissions and is not an Owner or Contributor of the Subscription
is not supported and will cause failures/issues. Please confirm the App Registration you use to integrate Azure with HPE Morpheus
Enterprise has Owner or Contributor permissions on the specified Subscription.

If you do not have an existing Azure Active Directory App Registration, or you wish to use an new one for HPE Morpheus Enterprise, you will
need to create one using the steps below. If you already have one you wish to use, confinue to the next section.

Log into the Azure portal

1
2. Select “Azure Active Directory”
3. Select “App Registrations”

4

Select “New Registration”

Microsoft Azure £ Search resources, services, and docs (G+/) DEFAULT DIRECTORY -

Create a resource Y Default Directory | App registrations

& Home

% Dashboard New registration Endpoints Troubleshooting Got feedback?

Al services i
® Overview i Welcome 1o the new and improved App registrations (now Generally Available). See what's new and leam more on how it's changed. —
* FAVORITES #  Getting started

B AR rescunes All applications | Owned applications

X Diagnose and solve problems
O rep——
Manage
¥ App Services
& Users
£ Function App

This account isn't listed as an owner of any applications in this directory:

& Groups

= 50l databases
i¥ External Identiti

& Azure Cosmos DB
& Roles and adm ors

" virtual machines
& Administrative units (Preview)

4 Load balancers
% Enterprise applications

By
™ Devices
Virtual networks
& App registrations
& Azure Active Directory
? Identity Governance

@ Monitor
# Application proxy

& Advisor

& Licenses

W Security Center
4 Azure AD Connect

() Cost Management + Billing
B Custom domain names

AR bl appory Mobility (MDM and MAM)
? Password reset
Il Company branding
B User settings
Ml Properties
C—
Monitoring
Sign-ins
Audit logs
& Provisioning lags (Preview)

# Logs

5. Next, give the app a name, specify Web app / API for the type (default) and enter any URL for the Sign-on URL:

6. Click Create and your new App Registration will be created.
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Microsoft Azure /2 Search resources, services, and docs (G+/)

o
DEFAULT DIRECTORY @0

(DO Register an application

# Home

= Dashboard
Name
All services
The user-facing display name for this application (this can be changed later).

h FAVORITES
marpheusAppReg
B8 Al resources

[®) Resource groups
_ Supported account types
#§ App Services
Who ean use this application or access this API?
&> Function App

Accounts in this organizational directory only (Default Directory only - Single tenant)
= 5QL databases

Accounts in any organizational directory (Any Azure AD directory - Multitenant)
) Azure Casmos DB Accounts in any organizaticnal directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
" Virtual machines

4 Load balancers

B Storage accounts

Redirect URI (optional)

5 Virtual networks
We'll return the authentication response to this URI after successfully authenticating the user. Praviding this now is optional and it can be

& Azure Active Directory changed later, but a value is required for most authentication scenarios.
@ Monitor Web | | httpsy//morpheusAppReg

& Advisor

W Security Center

%) Cost Management + Billing

& Help + support

Now that we have our App Registration, we will gather the credentials required for the HPE Morpheus Enterprise Azure integratfion in
the next section.

Copy Directory (tenant) and Application (client) IDs
The App Registration Directory (tfenant) and Application (client) ID are required for the HPE Morpheus Enterprise Azure integration. Both
can be found in the overview section of the App Registration.

1. Go to the Overview section of your App Registration

2. Copy the Directory (fenant) ID

3. Store/Paste for use as the Tenant ID when adding your Azure cloud in HPE Morpheus Enterprise
4. Copy the Application (client) ID
5

Store/Paste for use as the Client ID when adding your Azure cloud in HPE Morpheus Enterprise
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Microsoft Azure

Create a resource
& Home
W Dashboard

All services
W FAVORITES
FIf AN resources
[®] Resource groups
W8 App Services
&, Function App
T 5QL databases
& Azure Cosmos DB
¥ Virtual machines
4 Load balancers
8 Storage accounts
<7 Virtual networks
& Azure Active Directory
© wonitar
@ Advisor
W Security Center

D Cost Management + Biling

A& Help + support

morpheusAppReg

» Ovenview
& Quickstart
P T ——
Manage
& Branding
Authentication
T Certificates & secrets
1l Token configuration
API permissions.
# Expose an AP
& Owners
% Roles and administrators (Preview)
B Manifest
Support + Troubleshooting
£ Troubleshooting

& New support request

Generate a Client Secret
While still in your App Registratio

£ Search resources, services, and docs (G+/)

[ Endpoints

Display name Supparted account types
cation (chient) ID : db7be 9b13F Redirect URls
{tenant) 9931 b70686 Applicatios

153daaZe-715e-4010-b824-63fe268b6ibc Manag

i Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Lagacy)?

(=1 Documentation

. O €y
= @
S
@ o .0
i e Dl s i e b 8

from Micrasoft services and your own company's data
sources.

Sign in users in 5 minutes

\]

Use our SDKs to sign in users and call APis in a few steps

1. Select “Certificates & secrets” in the Manage section

2. Select + New client secret

Microsoft Azure

Create a resource
# Home
= Dashboard

All services
h FAVORITES

All resources
[®) Resource groups
&8 App Services
<> Function App
= 5QL databases
& Azure Cosmos DB
" Virtual machines
4 Load balancers
B Storage accounts
5 Virtual networks
4 Azure Active Directory
@ Monitor
& Advisor
W Security Center

?) Cost Management + Billing

& Help + support

 Search resources, services, and docs (G+)

¢ morpheusAppReq | Certificates & secrets =

o
% Overview

& Quickstart

o Integration assistant (preview)

Manage

& Branding
Authentication

¥ Certificates & secrets

Tl Token configuration
API permissicns

@ Expose an API

& Owners

Credentials enabl/ i lications to identify to the
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred ta as public keys.

Thumbprint Start date Expi

No certificates have been added for this application.

Client secrets

A secret string that the applicatic ‘uses to prove its identity when requesting a token. Also can be referred to as application password

New client secret

S Rolesand is (Preview) ipti

B Manifest

Support + Troubleshooting
& Troubleshaoting

& New support request

No client secrets have been created for this application.

3. The “Add a client secret” modal will come up

service when receiving tokens at a web addressable location (using an HTTPS

pemm—

DEFALLT DIRECTORY &




User guide

Add a description to help identify the secret in the future

Select an expiration duration

Click Add

Create a resource
§ Home
S Dashboard
Al services
* ravoures
£ Al resources
[®) Resource groups
W App Services
<> Function App
= 50l databases
& Azure Cosmos DB
" virtual machines
4 Load balancers
B Storage accounts
& Virtual networks
4 Azure Active Directory
@ Monitor
& Advisor
W Security Center
() Cost Management + Billing

A Help + support

O Search resources, services, and docs (G+/)

¢ morpheusAppReg | Certificates & secrets <

% Overview
& Quickstart
o Integration assistant (preview)
Manage
& Branding
Authentication
¥ Certificates & secrets
Ml Token configuration
API permissions
. Expose an APl
& Owners

M Manifest

Support + Troubleshooting
&2 Troubleshooting

& New support request

Add a client secret
Description
morpheusAppRegSecret
Expires
In 1 year
in 2 years

Never

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as spplication password.

& Roles and administrators (Preview) Description Expires

No client secrets have been created for this application

7. Copy the newly-generated client secret value.

Importan

Copy the client secret value before continuing as it will not be viewable again later.

Microsoft Azure

Create a resource
@ Home
W Dashboard

Al sarvices

* FAvORITES

®) Resource groups
W App Services
& Function App
T sal databases
! Azure Cosmos DB
¥ Virtual machines
# Load balancers
8 Storage accounts.
< Virtual networks
& Azure Active Directory
@ Monitor
& Advisor
@ Socurity Conter
?) Cost Management + Billing

& Help + support

£ Search resources, services, and docs (G+/)

¢ morpheusAppReg | Certificates & secrets =

& Ovenview
& Quickstart

PR p——)

Manage
& Branding
Authentication
¥ Centificates & secrets
Ml Token configuration
AP permissicns
# Expose an API
i Owners
2 Roles and administrators (Preview)
W Manifest
Support + Troubleshooting
£ Troubleshooting

& New support request

i1 Copy the new dient sacret value. You worrt be able o reiriev it afte you perform another operation o leave this blade

Credentials enable canfidential applications to identify themselves to the authentication service when receiving tokens at a web addressabie location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Thumbprint Start date

N certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Alza can be refemed to as application password.

Description Copy to clipboard

morpheusppRegSecret []

pa—

DEFAULT DIRECTORY &
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8. Store/Paste client secret for use later when adding your Azure cloud in HPE Morpheus Enterprise

You now have three of the four credentials required for HPE Morpheus Enferprise Azure cloud integration. The last credential required is the
Azure Subscription ID which we will gather in the next section.

Subscription ID
To get the Azure Subscription ID:

1. Navigate to the Subscriptions section. The search function can help to locate these sections if they aren't immediately apparent in the Ul
menu

subscriptions] 5 3 2 &
& DIEAATORECTORY

Commla & racun ] morpheusAppReg | Certificate
@ Home W OfficeTechHub Azun
W Dashboard ®) Resource groups 0 Subscription Optimiz
All services. : D) M bscriptions in the Billing/Account Cent
savomes
5 All rescurces
® Resource groups
& App Services
Thumbprint
% Function App
T SQL databases YT Resource Groups
T Certificates & secrets
# Azure Cosmos DB
1l Token corfiguration
W Virtual machines
. w1 Client secrets
Losd balsncers
& Expose an APl A secret string that the appication uses to prove it identity when requesting a taken. Also can be referred o s
8 Storage accounts

Virtual networks
& Roles and admin Description
& Azrs Acive Direciry
W Maniest morpheusAppRegSecret
© Montor
P Support + Troubleshooting
SR 2 Troublashooting

™) Cost Management + Biling & New support request

& velp + support

2. Inthe Subscriptions section, copy the Subscription ID
Microsoft Azure £ Search resources, services, and docs (G /) & & Q _—

g Subscriptions
@ Home Detaut Direcs
8 Dashiboard
e manage Azure resources. To view subseriptions for which you have billing access
* ravous
HF Al resources.
O] p—
L g 1 of 1 subscriptions (-] Show anly subs:
£, Function App
T 0L daubases Subsenption name 1o Subseriptionid v i Cument cost
## Azure Cosmos D8 ecdb? b598 et 000
W vt machines
4 Load balancers
L p—

Virtual networks.

& Azure Active Directory

® Monitor

& Advisor
W Seaurity Center
%) Cost Mansgamant + Blling

& velp + support

3. Store/Paste for use as the Subscription ID when adding your Azure cloud in HPE Morpheus Enterprise

E—
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Make App Registration owner or contributor of Subscription

The App Registration used needs to be an owner of the Azure Subscription used for the HPE Morpheus Enterprise cloud integration. If
lesser permissions are given or permissions are assigned at individual resource levels, HPE Morpheus Enterprise will not be able to properly
inventory existing cloud resources, creafe resources or remove them.

1. Inthe Subscriptions section in Azure, select the Subscription
2. Inthe Subscription pane, select “Access Control (IAM)”
3. Either Click :guilabel "+ Add ", and then “Add Role Assignment” OR simply select “Add a role assignment”

£ Search resources, services, and docs (G+/)

—

Creste a resource Subscriptions

@ Home

e (R ! Add a Role Assignment by clicking either option

W Dashbosrd ¥ Add Download role assignments (previev) R Got feedback?
L D Overview
Checkaccess | Role assignments  Deny assignmers  Classic

* savonmis B Aiitylog

i il resources - — Aceass control (AM)
Chack ccess
®) Resource groups % Togs service principal, or @  Add a role assignment
@ fop Services

4. Function App arity
Azure AD usar, group, or service principsl

¥ sQdatabases ¥ s

Cost Management

. ysis
# Load balancers
Budgets

9 Storage accounts i

Subscription na... 1, Subscription 1D T @ advisar recommandations

Virtual networks

Anure subscription 1 ecd654d-ca70-4211 e

# Azure Active Directary
D Bl

® Monitor i
& Aavisor
W Security Center
D Cost Management + Siling

& nelp + support

the specific

In the right pane, select “Owner” or “Contributor” Role type
Search for the name of the App Registration used for the HPE Morpheus Enterprise integration

Select the App Registration in the search results

~N o Uk

Select “Save”

Microsclt Az O Search resources, services, and dacs (G+/) 5 o prrmpuspae]

Add role assignment
oAt muece Subscriptions Azure subscription 1| Access control (IAM)
& Home bcrip
8 Dashboard ¥ Add D s (preview)
Al sarvices
- savonms Checkaccess  Role sssignments  Deny assignments  Classic
Tl resources.
Chack access
®) Resource groups ions in D rec Tog Review the level of user, group, service principal, or Add a role assignment
director " ) managed idantity has to this resource.
ysr— y o 2 ces Q o
$> Function App
= sat dstabases
# Azure Cosmos DB
" Virtual machines
# Load balancers
1 Siorage accounts
Subseription na... 7, Subseription 1D
[ p—
Azure subscription 1 ecd651d4-870-4211
4 Azure Active Directory
© Monitor
& Advisor

® Socurty Conter

) Cost Management + Billing

A& Help + support

the specic needs of
Suppart + roubleshooting

New support request

You now have the required credentials and permissions to add an Azure Cloud integration into HPE Morpheus Enterprise. Continue on with
the next sections of this guide to complete the integration from the HPE Morpheus Enterprise side.

E—
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Complete the Add Cloud Process in HPE Morpheus Enterprise

If you've followed this guide from the start, you will already have a Cloud integration modal open in HPE Morpheus Enterprise UL. If you still
need to open that wizard, navigate to Infrastructure > Clouds > + ADD > Azure (Public) and click NEXT. Fill in the following fields with the

information gathered in the steps above:
e Subscription ID

e Tenant ID

e Client ID

o Client Secret

¢ Location

* Resource Group

¢ Inventory Existing Instances

« Inventory Level

e Account Type

Once valid credentials are populated in the appropriate fields, the LOCATION drop-down menu will be populated. Select an available region,
this is also a helpful check to ensure you've correctly provided working credentials. In addition, we can scope the cloud integration to all
resource groups in the region (Al or can select a specific resource group to limit HPE Morpheus Enterprise resource inventorying and
creation to just that resource group.

By checking INVENTORY EXISTING INSTANCES, HPE Morpheus Enterprise will automatically onboard existing cloud resources which are
scoped to the region and resource group indicated. If this box is checked, we will also need to select either basic inventorying, which syncs
name, IP addresses, platform types, power status, and sizing data (storage, CPU, and RAM) OR full (API heavy) inventorying which syncs
resource utilization metrics (storage, CPU, and RAM) when available in addition to what we get with basic inventorying.

To move on, expand the “Advanced Options” section.

Note
CSP accounts will also need to enter CSP TENANT ID, CSP CLIENT ID, and CSP CLIENT SECRET in the Advanced Options section.

Within the “Advanced Options” drawer are additional configurations to consider for your first Cloud. Some of these won't usable unfil they
reference additional configured integrations. Common settings to consider are DOMAIN, STORAGE TYPE, APPLIANCE URL (overrides the
HPE Morpheus Enterprise URL for external systems), GUIDANCE (setting “Manual” will make recommendations for

rightsizing), COSTING, DNS INTEGRATION, CMDB, and AGENT INSTALL MODE.

Once you're satisfied with your selections, click “NEXT”

We have now arrived at the “GROUP” tab. In this case, we will mark the radio button to “USE EXISTING” Groups if you wish to use the Group
we configured earlier. Alternatively, you can create a new one here.
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CREATE CLOUD

CONFIGURE REVIEW

@ USE EXISTING (O CREATE NEW

GROUP | All Clouds o

PREVIOUS NEXT

On the final tab of the “CREATE CLOUD" wizard, you'll confirm your selections and click “COMPLETE”". The new Cloud is now listed on the
Cloud list page. After a short fime, HPE Morpheus Enterprise will provide summary information and statistics on existing virtual machines,
networks, and other resources available in the Cloud.

Once you've selected or created the Group, click “NEXT”

Viewing Cloud Inventory

Now that we've integrated our first Azure cloud, we can stop for a moment to review what HPE Morpheus Enterprise gives us from the Cloud
detail page. We can see that HPE Morpheus Enterprise gives us estimated costs and cost histories, metrics on used resources, and also lists
out resource counts in various categories including container hosts, hypervisors, and virtual machines. We can drill into these categories to
see lists of resources in the various categories by clicking on the category tabs. We can link to the detail page for any specific resource by
clicking on it from its resource category list.

Configuring Resource Pools
With our Azure Cloud configured, HPE Morpheus Enterprise will automatically sync in available resource pools and data stores.

For resource pools, once HPE Morpheus Enterprise has had tfime to ingest them, then will be visible from the cloud detail page. Navigate

to Infrastructure > Clouds > (your Azure cloud) > Resources tab. In here, we are able to see and control access fo the various resource pools
that have been configured in Azure. For example, we can restrict access to a specific resource pool within HPE Morpheus Enterprise
completely by clicking on the “ACTIONS” button, then clicking “Edit”. If we unmark the “ACTIVE” button and then click “SAVE CHANGES” we
will see that the resource pool is now grayed out in the list. The resources contained in that pool will not be accessible for provisioning within
HPE Morpheus Enterprise if it is not configured as active.
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@ MORPHEUS Support ~ “

Operations Provisioning Infrastructure Backups Logs Monitoring Tools Administration
—_—

AL Groups &b Clouds &5 Clusters £ Hosts ) Network <> Load Balancers | Storage 7] Keys & Certs =1 Boot

Clouds AdamAzure

o EDIT REFRESH DELETE

Last Sync: 07/28/2020 02:39 PM Sync Duration: 6 seconds

$0 mo 0% 0% 0%

COSTTHIS MONTH AVG MONTHLY COST MAX CPU MEMORY STORAGE

0 0 0 1 1

g CONTAINER HOSTS ﬁ HYPERVISORS % BARE METAL B VIRTUAL MACHINES @5 DISCOVERED
Summary Clusters Hosts VMs Containers Load Balancers Networks Data Stores Policies Wiki
POOLS

Search H + ADD RESOURCE POOL

NAME DESCRIPTION VISIBILITY DEFAULT TENANT

Private morpheus ACTIONS +

Often our clients will want to make specific blocks of resources available to their own customers. This can be easily and conveniently
controlled through the same “EDIT RESOURCE POOL” dialog box we were just working in. If we expand the “Group Access” drawer, we are
able to give or remove access to each pool to any Group we'd like. We can also choose to make some or all of our resource pools available to
every Group. Specific resource pools can also be defined as the default for each Group when needed.
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EDIT RESOURCE POOL

NAME
MOVE SERVERS

ACTIVE

DEFAULT

¥ Group Access

GROUP ACCESS DEFAULT

all

Additionally, we may choose to allow only certain service plans to be provisioned into a specific pool of resources. For example, perhaps a
specific cluster is MySQL cluster and only specific services plans should be consumable within it. We can control that through this same
dialog box.

Configuring Data Stores
To take a look at data stores, we'll move from the “Resources” tab to the “Data Stores” tab on our Cloud detail page.

HPE Morpheus Enterprise gives the user similar control with data stores to what we saw with our resources pools earlier. Just like with
resource pools, we can disable access within HPE Morpheus Enterprise completely by clicking on “ACTIONS” and then “Edit”. If we unmark
the “ACTIVE” checkbox and click “SAVE CHANGES", you will see that specific data store has been grayed ouf.
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MORPHEUS Search Support ~ “
Operations Provisioning Infrastructure Backups Logs Monitoring Tools Administration
—_——
# Groups ‘ Clouds ,3\_8 Clusters = Hosts "ij‘} Network [ ’ Load Balancers =] Storage L Keys & Certs 5 % Boot
Clouds AdamAzure

°

Last Sync: 07/28/2020 02:44 PM Sync Duration: 33 seconds

$0 mo 0% 0% 0%

COST THIS MONTH AVG MONTHLY COST MAX CPU MEMORY STORAGE

0 0 0 1 1

® CONTAINER HOSTS HYPERVISORS BARE METAL B VIRTUAL MACHINES (5 DISCOVERED
+ s -

Summary Clusters Hosts VMs Containers Load Balancers Networks Data Stores Resources Policies Wiki
Search ﬂ

NAME TYPE CAPACITY ONLINE VISIBILITY TENANT

Generic Unknown Yes Private morpheus ACTIONS =

Just like with resource pools, we are also able to scope data stores to specific Groups. This ensures that the members of each Group are only
able to consume the data stores they should have access to.

Configuring Network for Provisioning

When configuring networking, we can set global defaults by going to Infrastructure > Network > NETWORKS tab. Here we can add or
configure networks from all Clouds integrated into HPE Morpheus Enterprise. Depending on the number of clouds HPE Morpheus
Enterprise has ingested, this list may be quite large and may also be paginated across a large number of pages. In such a case, it may be
easier to view or configure networks from the specific Cloud detail page so that networks from other Clouds are not shown.

Still in Infrastructure > Network, make note of the “INTEGRATIONS” fab. It's here that we can set up any integrations that may be relevant,

such as IPAM integrations. Generally speaking, when adding IPAM integrations, we simply need to name our new infegration, give the API
URL, and provide credentials. There’s more information in the IPAM integration section of HPE Morpheus Enterprise Docs.

In Infrastructure > Networking we can also set up IP address pools from the IP Pools tab. These pools can be manually defined, known as a

HPE Morpheus Enterprise-type IP pool, or they can come from any IPAM infegrations you've configured. As instances are provisioned,

HPE Morpheus Enterprise will assign IP addresses from the pool chosen during provisioning. When the instance is later dissolved,

HPE Morpheus Enterprise will automatically release the IP address o be used by another instance when needed. When adding or editing a
network, we can opt to scope the network to one of these configured IP address pools. Edit an existing network by clicking the pencil icon on the
Networks List Page (Infrastructure > Networks > Networks Tab) and fill in the “Network Pool” field to associate the IP Pool with the network.

Since this guide is focused on working within an Azure cloud that we integrated at the start, we will take a look at our network configurations
on the cloud detail page as well. Navigate to Infrastructure > Clouds > (your Azure cloud) > NETWORKS tab. Just as with resource pools and
data stores, we have the ability to make certain networks inactive in HPE Morpheus Enterprise, or scope them to be usable only for certain
Groups or Tenants.

—


https://docs.morpheusdata.com/en/latest/integration_guides/integration_guides.html#networking
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M O RPHEU S Search Support ~ “
Operations Provisioning Infrastructure Backups Logs Monitoring Tools Administration
—_——
A~ Groups . Clouds ?%? Clusters = Hosts @) Network Load Balancers =] Storage 7] Keys & Certs =] Boot
Clouds » AdamAzure

o EDIT REFRESH DELETE

Last Sync: 07/28/2020 02:51 PM Sync Duration: 6 seconds

$0 H_Oo-o 0% 0% 0%

COSTTHIS MONTH AVG MONTHLY COST MAX CPU MEMORY STORAGE

0 0 0 1 1

€ CONTAINER HOSTS ‘& HYPERVISORS BARE METAL B VIRTUAL MACHINES @5 DISCOVERED
Summary Clusters Hosts VMs Containers Load Balancers Data Stores Resources Policies Wiki
NETWORKS
Search H
NAME TYPE CIDR POOL DHCP VISIBILITY TENANT
Azure Network Private morpheus, ACTIONS ~
default Subnet Private morpheus ACTIONS ~

HOST SECURITY GROUPS

The Host Level Firewall is not currently enabled. These Security Groups will not be applied unless this setting is turned on in the cloud settings host firewall.

EDIT SECURITY GROUPS

NAME DESCRIPTION

Provisioning Your First Instance

At this point, the groundwork is laid and we are ready to attempt our first new provisioning. As a first Instance, we'll provision an Apache web
server to our Azure cloud. HPE Morpheus Enterprise includes a very robust catalog of pre-configured Instance types. We'll use one of these
included catalog items for this guide but you'll likely also need to prep your own custom images and Instance types to make available to your
users. Much more on this can be found elsewhere in HPE Morpheus Enterprise documentation.

Navigate to [Prolns|. If any Instances are currently provisioned, we will see them listed here. To start a new Instance we click + ADD to open
the “CREATE INSTANCE" wizard. We'll scroll down to and select the Apache instance type and click “NEXT".
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CREATE INSTANCE

TYPE GROUP CONFIGURE AUTOMATION REVIEW

Search B OE &GOS @K [ ooy~

a3 11 ILYWEIC ally UUICH N3NV LY PG,

AMAZON LINUX 2

T Amazon Amazon Linux 2 is the next generation of Amazon Linux, a Linux server
E_E| Ll nux 2 operating system from Amazon Web Services (AWS). It provides a secure, .
stable, and high performance execution environment to develop and run

cloud and enterprise applications.

APACHE

APACH E An open-source modern web server common on many websites today. A
, P SERVER secure, efficient and extensible server that provides HTTP services in sync ‘ -

with the current HTTP standards.

NEXT

First, we'll specify the Group to provision into which determines the Clouds available. If you've followed this guide to this point, you should at
least have a Group that houses all of your Clouds which you can select here. This will allow us to select the Azure cloud from the “CLOUD”
drop-down menu. Provide a unique name to this instance and then click “NEXT”

From the “CONFIGURE” tab, we're presented with a number of options. The options are cloud and layout-specific, more generalized
information on creating Instances and available options is here. For our purposes, we'll select the following options:

* LAYOUT: Includes options such as the base OS, custom layouts will also be here when available

o PLAN: Select the resource plan for your instance. Some plans have minimum resource limits, HPE Morpheus Enterprise will only show
plans at or above these limits. User-defined plans can also be created in [AdmPlal.

e VOLUMES: The minimum disk space is set by the plan, this value may be locked if you've selected a custom plan that defines the volume
size

* NETWORKS: Select a network
Under the “User Config” drawer, mark the box to “CREATE YOUR USER”. Click NEXT.


https://docs.morpheusdata.com/en/latest/provisioning/instances/instances.html
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CREATE INSTANCE

REVIEW

CONFIGURE AUTOMATION

Configuration Options

LAYOUT | Azure Apache ~

PLAN | Standard_B2ms (2 Core, 8GB Memory) (westus) ~

Cores: 2 Memory: 8 GB Price: $73.0816 / Month (5]

RESOURCE POOL ~
VOLUMES | root Page Blob v morpheusfuorhvecynyobjtro +
NETWORKS ~ |DHCP +

SECURITY GROUP | Select ~

AVAILABILITY SET | No Availability Set e

ASSIGN PUBLIC IP

» User Config

» Advanced Options

PREVIOUS NEXT

Note

“CREATE YOUR USER” will seed a user account into the VM with credentials set in your HPE Morpheus Enterprise user account settings. If
you've not yet defined these credentials, you can do so by clicking on your username in the upper-right corner of the application window
and selecting “USER SETTINGS”.

For now, we'll simply click NEXT to move through the “AUTOMATION" tab but feel free to stop and take a look at the available selections
here. There is more information later in this guide on automation and even more beyond that in the rest of HPE Morpheus Enterprise docs.

Review the settings for your first instance and click COMPLETE.

We are now dropped back onto the Instances list page. We can see a new entry in the list at this point with a status indicator that the new
machine is being launched (rocket icon in the status field). We can double click on the Instance in the list to move fo the Instance detail page.
For now we will see a progress bar indicating that the Instance is being created and is starting up. The exact amount of time this process will
take depends on selections made when provisioning the Instance. Initially, HPE Morpheus Enterprise will guess as to how long this will take
and the progress bar may not be accurate. Over time, HPE Morpheus Enterprise will learn how long these processes take and progress bar
accuracy will improve. For more detailed information on the status of various provisioning processes, we can scroll down and select the
“HISTORY” tab. The “STATUS” icon will change from the blue rocket to a green play button when the Instance is fully ready. Furthermore, we
can click on the hyperlinked IP address in the “VMS” section of this page to view a default page in a web browser to confirm success.

—
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Creating Your First Library Item

In the prior section, we manually provisioned our first Instance. However, HPE Morpheus Enterprise allows you fo build a catalog of custom
provisionable items fo simplify and speed provisioning in the future. In this section, we'll build a catalog item and show how that can translate
info quick Instance provisioning after configuration.

Note

Before starting this process, it's important to decide which virtual image you plan to use. If you're not using a HPE Morpheus Enterprise-provided
image, you'll want to ensure it's configured. You will not be able o complete this section without selecting an available image. In this example we
will use a CentOS image that was previously configured in the HPE Morpheus Enterprise library. If you need to configure your own images prior
to starting this section, navigate to Library > Virtual Images and click + ADD. A deeper dive into image prep and virtual image configuration goes
beyond the scope of this guide.

Provisionable elements in HPE Morpheus Enterprise combine a Node Type(s), Layout(s), and an Instance Type. The Overview section of
HPE Morpheus Enterprise docs discusses these objects and how they work together in greater detail. Our first step here will be to create a
Node Type which wrap the image itself with additional configuration, templates, and scripts. While not strictly required, creating the Node
Type, Instance Type, and then the Layout is often a good workflow for creating Library items. That is the order we will follow in this guide.

Navigate to Library > Blueprints > Node Types and click + ADD
In this example, | am going to set the following options in the “NEW NODE TYPE” wizard:

* NAME: Example Azure CentOS 7
* SHORT NAME: eac7 (Identifies the Node Type in HPE Morpheus Enterprise API/CLD)

VERSION: 7 (Ensures the correct Node Types are used when tying Layouts with multiple images to the same Instance Type)
e TECHNOLOGY: Azure

¢ VM IMAGE: Azure-Centos-7

Click SAVE CHANGES


https://docs.morpheusdata.com/en/latest/provisioning/library/library.html#overview
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EDIT NODETYPE

NAME [ *Example Azure CentOS 7

SHORT NAME | eac7

The short name is a name with no spaces used for display in
your container list.

VERSION || 7
ENVIRONMENT | Name Value o JE
VARIABLES

Azure Options

VM IMAGE | Azure-Centos-7 v
LOG FOLDER

DEPLOY FOLDER

(Optional) If using deployment services, this mount point will be
replaced with the contents of said deployments.

SERVICE PORTS | port name No LB N +

SCRIPTS | Search

FILE TEMPLATES | Search

» Advanced Options

SAVE CHANGES

With the new Node Type created, we'll now add a new Instance type which will be accessible from the provisioning wizard once created.
Move from the “NODE TYPES” tab fo the “INSTANCE TYPES” tab and click + ADD.

In the “NEW INSTANCE TYPE” wizard, I'll simply enter a NAME and CODE value. Click SAVE CHANGES. You could also provide a
description, icon, and category for easier identification from the provisioning wizard later.

—
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EDIT INSTANCETYPE

NAME *Example Azure CentOS 7
CODE l| he7
Useful shortcode for provisioning naming schemes and export
reference.
DESCRIPTION
CATEGORY | OS v

Suggested Dimensions: 150 x 51

Now that we've created a new Instance type, access it by clicking on the name in the list of custom Instances you've created. In my case, I've
given the name “Example Azure CentOS 7.

Once we've opened the new Instance type, by default, we should be on the “LAYOUTS” tab. Click + ADD LAYOUT. I've set the following
fields on my example layout:

* NAME: Example Azure CentOS 7

« VERSION: 7 (This is the version number of the layout itself, which is labeled 7 in the example)
 TECHNOLOGY: Azure

* Nodes: Select the Node Type we created earlier, if desired you can specify multiple nodes

Click SAVE CHANGES.
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EDIT LAYOUT X

NAME || Harker Azure CentOS 7

VERSION | 7

DESCRIPTION

CREATABLE

TECHNOLOGY Azure ~
MINIMUM | 1024 MB v
MEMORY

This will override any memory requirement set on
the virtual image

WORKFLOW | Select Workflow v
SUPPORTS CONVERT TO MANAGED

ENVIRONMENT | Name Value E o
VARIABLES

Option Types

Search option types

Nodes

Search nodes

*Example Azure CentOS 7 (7) [x]

SAVE CHANGES

At this point we've completed the setup work and can now provision the Instance we've created to our specifications. Navigate
to |Prolns| and click + ADD. From the search bar we can search for the new Instance type we've created.

—
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CREATE INSTANCE

TYPE GROUP CONFIGURE AUTOMATION REVIEW

search BEOOE S8 G WS @ 3% | tecHowosy - |

*EXAMPLE AZURE CENTOS 7

NEXT

As before, we can select a Group and Cloud fo provision this new Instance. Click NEXT. On the “CONFIGURE” tab, make note that the layout
and plan are already selected because they were configured as part of creating the new Instance type. Select a network and click NEXT.
Once again we will also click NEXT through the “AUTOMATION” tab. Finally, click COMPLETE.

As before when we provisioned a pre-existing Instance from the default catalog, HPE Morpheus Enterprise will now begin to spin up the new
VM. How long this will take depends on the configuration and environmental factors but HPE Morpheus Enterprise will predict how long this
process will take and represent that on a progress bar. Over time, HPE Morpheus Enterprise begins to learn how long these processes take
and becomes more accurate in predicting spin-up time.

Once the provisioning process has completed, open the Instance detail page in HPE Morpheus Enterprise and click on the “CONSOLE” tab.
You'll be logged in with your user account and are then able to confirm the machine is ready and available, assuming the image and your
custom catalog item were configured to seed user accounts and connect back to the HPE Morpheus Enterprise appliance.

Automation and Configuration Management

HPE Morpheus Enterprise automation is composed of Tasks and Workflows. A Task could be a script added directly, scripts or Blueprints

pulled from the HPE Morpheus Enterprise Library, playbooks, recipes, or a number of other things. The complete list of Task types can be
found in the Automation section of HPE Morpheus Enterprise docs. Tasks can be executed individually but they are offen combined into

workflows. We can opt to run a workflow at provision time or they can be executed on existing instances through the Actions menu.

In this guide we will set up an Ansible integration, create a Task, add the Task to a Workflow, and run the Workflow against a new and
existing Instance. If you've worked through this guide fo this point, you should already have an Apache instance running. If you don't yet
have that, provision one before continuing with this guide and ensure it's reachable on port 80.


https://docs.morpheusdata.com/en/latest/provisioning/automation/automation.html#automation
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We'll first set up the Ansible integration, you can integrate with the sample repository referenced here or integrate with your own. Go o
‘Administration > Integrations’. Click +NEW INTEGRATION and select Ansible from the drop-down menu. Fill in the following details:

« NAME

« ANSIBLE GIT URL: github.com/ncelebic/morpheus/-ansible-example, or enter the URL for your own Ansible git repository
« PLAYBOOKS PATH

* ROLES PATH

« Mark the box to “USE Morpheus AGENT COMMAND BUS”

Note
If your git repository requires authentication, you should create a keypair and use the following URL
format: git@github.com:ncelebic/morpheus/-ansible-example.git.

Click SAVE CHANGES. You'll now see our new Ansible integration listed among any other configured integrations. If we click on this new
infegration to view detail, a green checkmark icon indicates the git repository has been fully synced.

With the Ansible integration set up, we can now create a task that includes our playbook. Go fo |LibAuftl, click + ADD. We'll first set our
“TYPE” value to Ansible Playbook so that the correct set of fields appear in the “NEW TASK” wizard. Set the following options:

« NAME
o ANSIBLE REPO: Here we will choose the Ansible integration that we just created

* PLAYBOOK: In our example case, enter ‘playbook.yml

Click “SAVE CHANGES" to save our new task. We can test the new task on our Apache VM now by going to |Prolns| and clicking into our VM.
From the “ACTIONS” menu select “Run Task”. From the “TASK” drop-down menu, select the task we just added and click “EXECUTE”.

To see the progress of the task, click on the “HISTORY” tab and click on the (i) button to the right of each entry in the list. In this case, we
can also see the results of the task by clicking on the link in the “LOCATION” column of the “VMS” section.

Now that our task is created, we can put it info a workflow. Back in |LibAut| we will click on the “WORKFLOWS” tab. Click “+ADD” and select
Provisioning Workflow. We'll give the new workflow a name and expand the Post Provision section. As we begin to type in the name of the
task we've created, it should appear as a selection. Click “SAVE CHANGES”.

Now that we have a Workflow, return to [Prolns| and begin to provision another Apache instance. More detailed instructions on provisioning
a new Apache instance are included earlier in this guide if needed. Now, when you reach the “AUTOMATION” section of the “CREATE
INSTANCE” wizard, we have a workflow to select. From the “WORKFLOW” drop-down menu, select the workflow we just created and
complete provisioning of the new instance.

As the instance is provisioning, we can go to the “HISTORY” tab and see HPE Morpheus Enterprise executing the tasks that were contained
in our workflow.

This is just one example of using HPE Morpheus Enterprise to automate the process of configuring an instance o your needs. There are a
number of other automation types that can be built info your Workflows as well. For further information, take a look at the automation
integrations guide in HPE Morpheus Enterprise docs.
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Conclusion

At this point you should be up and running in HPE Morpheus Enterprise, ready to consume Azure public cloud. This guide only scratches
the surface, there is a lot more to see and do in HPE Morpheus Enterprise. Take a look at the rest of HPE Morpheus Enterprise Docs for
more information on supported integrations and other things possible.

Learn more at

HPE.com/Morpheus
© Copyright 2025 Hewlett Packard Enterprise Development LP. The information contained herein is subject to change without
notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional warranty.
Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions contained herein.
Active Directory, Azure, and Microsoft are either registered trademarks or trademarks of Microsoft Corporation in the
Hewtett PaCkard United States and/or other countries. All third-party marks are property of their respective owners.
Enterprlse a50012461ENW
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