
 

 

Deploying HPE OneView to  
monitor HPE Solutions with  
Cohesity Servers 
  

Technical white paper 

 



Technical white paper  

 
 

Contents 
Executive summary .............................................................................................................................................................................................................................................................................................................. 3 
Deploy HPE OneView ........................................................................................................................................................................................................................................................................................................ 3 
Add nodes to be monitored ......................................................................................................................................................................................................................................................................................... 6 

Follow these steps to forcibly add a Cohesity server ..................................................................................................................................................................................................................... 7 
Viewing system information ......................................................................................................................................................................................................................................................................................... 8 
Add Labels for Cohesity servers .............................................................................................................................................................................................................................................................................. 9 
Remote Support ................................................................................................................................................................................................................................................................................................................... 10 

Configure Proxy Server ........................................................................................................................................................................................................................................................................................... 10 
Enable Remote Support ......................................................................................................................................................................................................................................................................................... 11 

Protecting HPE OneView with Cohesity ........................................................................................................................................................................................................................................................ 14 
 

 



Technical white paper Page 3 

 

Executive summary 
Hewlett Packard Enterprise offers tools for customers to manage and monitor their Data Center infrastructure. These are HPE OneView 
and HPE Compute Ops Management (COM). For customers who already have an HPE OneView environment, it is important to understand 
how HPE Solutions with Cohesity servers function. This document walks through adding and monitoring Cohesity nodes running on  
HPE ProLiant Servers or HPE Alletra Storage Servers to HPE OneView.  

Deploy HPE OneView 
In most cases, it is already done and a moot point; however, in the interest of completeness, it’s included here. HPE OneView is made 
available through HPE as a virtual appliance for a number of hypervisors including KVM, Hyper-V, and VMware®. At the time of updating 
this document, the most recent version is 9.10, which is used in all screenshots.  

Release information can be found at the HPE OneView support site. 

For more information on this process, visit: HPE OneView 

Note 
These steps were performed in the VMware Remote Console™. There are alternative configuration methods available. See the HPE OneView 
QuickSpecs for more details. 

Detailed HPE OneView deployment and usage is outside the scope of this document. 

The following steps assume the HPE OneView OVA file has just been deployed and powered on for the first time. 

1. Click Agree to accept the End User License Agreement (EULA). 

 

 

 

 

 

https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00117617en_us
https://www.hpe.com/us/en/integrated-systems/software.html
https://www.hpe.com/psnow/doc/c04111367?from=app&section=search&isFutureVersion=true
https://www.hpe.com/psnow/doc/c04111367?from=app&section=search&isFutureVersion=true
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2. If required, enable Authorized services access to allow HPE Support personnel remote access during a support case.  

 

3. Click OK. 

4. Log in using the default credentials listed in the HPE OneView documentation. 
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5. Assign the new Administrator password. 

 

6. Click OK. 

7. Set the appliance host name, networking information, and DNS server(s). 

 

• Click OK. 

Note 
The Appliance IP address can be configured in the following ways: 

• Manually using a static IP address. It is recommended to create a DNS record of the FQDN of the HPE OneView Appliance. 

• If using DHCP, static reservations must be used to ensure the appliance is always issued the same IP address. 

Creating DNS records and configuring DHCP are outside the scope of this document. 

Reconnect to the appliance from a web browser using the host name or IP address you have just set. Log in as Administrator, using the 
updated password. 
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Add nodes to be monitored 
Firmware and BIOS settings on Cohesity nodes should not be manipulated by any external system, Cohesity supports only monitoring 
but does not manage nodes with HPE OneView. This still permits monitoring and reporting, as well as HPE OneView Remote Support 
for automated case management but does not permit HPE OneView to make any configuration changes to the servers. 

1. From the left-hand menu in the HPE OneView UI, select SERVERS  Server Hardware. 

 

2. Click Add server hardware. 

 

3. Enter a list of HPE iLO IP addresses used by the Cohesity cluster. They can be entered in either comma, or newline-separated lists. 

You must select Monitored not Managed, which is not supported for Cohesity nodes. 

Enter the HPE iLO credentials. The credentials must be identical for all nodes added in the same operation. 

 

4. Click Add. 
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If the server has previously been monitored by another HPE management system, the following message is displayed: 

 

Follow these steps to forcibly add a Cohesity server 
1. Ensure the server is no longer being monitored by another management system. 

2. Check Force add server hardware. 

 

3. Click Add. 

The Cohesity server HPE iLO login screen will display the following message when connected to HPE OneView: 

 

HPE OneView creates a local HPE iLO account called _HPOneViewMonitor for each server it has registered. This account must not be 
changed or removed as it is essential for communication between the HPE OneView appliance and the Cohesity server for monitoring 
purposes. 
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Viewing system information 
1. From the left-hand menu, select SERVERS  Server Hardware. 

2. Select a Cohesity server from the list: 

 

3. The Overview will be displayed in the right-hand pane: 

 

*Newer versions of Cohesity will likely list different operating systems, RHEL 7 or RHEL 9. 

4. Click the Overview drop-down menu to see other views of the server. 

 



Technical white paper Page 9 

 

Add Labels for Cohesity servers 
In large or complex HPE OneView environments, it is recommended to add labels to help identify Cohesity servers from other servers 
because HPE OneView is not Cohesity aware.  

1. After selecting a Cohesity server, select Labels from the drop-down menu. 

2. Click Edit. 

 

3. Use a suggested label name of Cohesity. 

 

4. Click Add. 

5. Where there are multiple Cohesity clusters being monitored by HPE OneView, it is recommended to add another label to identify the 
cluster to which the server is a member of. This example shows the server is a member of a Cohesity cluster called c3dl380g10. 

 

6. Click Add. 

7. When all required label names have been added, click OK. 

8. Repeat steps 1-7 for all Cohesity servers being monitored with HPE OneView. 

Note 
When planning Label naming conventions, be aware only alphanumeric characters are allowed in label names. Spaces, underscores or 
dashes are not allowed. 

Identifying Cohesity servers in HPE OneView is now simply a case of using the Labels you created in the Search bar at the top of the  
HPE OneView page. 
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Remote Support 
By default, Remote Support is disabled. Enabling Remote Support allows automatic support case creation for hardware failures on 
servers, and to enable HPE Proactive Care service. HPE Proactive Care service include proactive scan reports, and firmware or 
software analysis reports.  

HPE OneView Remote Support collects only device-specific configuration data and faulty data. It does not collect business data.  
All communications are outbound. The information is communicated using only industry-standard TLS encryption to ensure its 
confidentiality and integrity. 

It is recommended to enable all features provided by HPE OneView Remote Support. This helps you to quickly receive phone home 
support and additional services according to your contract agreement with HPE. HPE OneView Remote Support registers eligible devices 
with authorized support services. Therefore, it securely collects your HPE IT hardware services, diagnostics, configuration, and telemetry 
information along with your support contact information. The data is handled and managed according to the HPE Data Privacy policy to 
respect your privacy. For more information, see HPE Online Privacy Statement. 

Configure Proxy Server 
Depending on local site configuration or requirements, a proxy server may first need to be configured before enabling Remote Support. 

1. From the left-hand menu, click Settings. 

 

2. In the Settings page, click Edit in the Proxy tile. 

 

3. Enter the Proxy FQDN or IP address and Port. 

Select the required Communication protocol, HTTPS or HTTP. 

If authentication is required, check Authenticate and enter the credentials. 

 

https://www.hpe.com/us/en/privacy/ww-privacy-statement.html
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Enable Remote Support 
1. In the Settings page, click Edit in the Remote Support tile. 

 

2. Check Enable remote support. 

 

3. Enter the HPE Registration Information. i.e, Company name. 

 

4. Enter the Initial Contact information. 
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5. Enter the Default Data Center Address information. 

 

6. Click Register with Hewlett Packard Enterprise. 

7. Read and accept the warning. Click Yes, register. 

 

8. If required, click Register connection at HPESC. 

 

9. To continue HPE Support Center registration, a registration token will automatically be generated. 
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10. Clicking Yes, launch will open a new browser window where you will need to follow the instructions on support.hpe.com. 

 

11. To add additional contacts, click Add contacts 

 

12. If required, edit Service Partners and Reseller/Distributors information. 

 

13. Configure the desire Data Collection Schedule, or leave as the default. 

 

14. Once all the necessary information is entered, click OK to complete Remote Support configuration. 

https://support.hpe.com/
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Protecting HPE OneView with Cohesity 
Cohesity is an enterprise-class data protection product. With a DataProtect license Cohesity can protect virtual environments and, as 
HPE OneView is deployed as a virtual machine appliance, it can easily be protected using Cohesity’s feature-rich data protection and 
recovery operations. 

The following steps assume the relevant hypervisor is already registered with the Cohesity cluster and describes creating a new 
Protection Group to protect the HPE OneView appliance. If an existing Protection Group meets the RPO/RTO requirements of the 
HPE OneView appliance, it can simply be added to that Protection Group. 

Note 
Describing Cohesity’s UI workflows for data protection and recovery is outside the scope of this document. 

1. In the Cohesity UI, navigate to Data Protection  Protection. 

 

2. From the top-right corner, select Protect  Virtual Machines. 

 

3. Click More Options. 
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4. Select the relevant Hypervisor Source. 

 

5. Select the HPE OneView virtual machine. The simplest way to do this is to search for the VM by its name. 

 

6. Give the Protection Group a name. 

 

7. Select the appropriate Protection Policy. 

 

8. Select the appropriate Storage Domain. 

 

9. Under the Additional Settings menu, enable App Consistent Backups. 

 

10. Click Protect to save and run the new Protection Group. 
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Learn more at 
HPE.com/oneview 
cohesity.com/hpe 
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