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Executive summary

Hewlett Packard Enterprise offers tools for customers to manage and monitor their Data Center infrastructure. These are HPE OneView
and HPE Compute Ops Management (COM). For customers who already have an HPE OneView environment, it is important to understand
how HPE Solutions with Cohesity servers function. This document walks through adding and monitoring Cohesity nodes running on

HPE ProLiant Servers or HPE Alletra Storage Servers to HPE OneView.

Deploy HPE OneView

In most cases, it is already done and a moot point; however, in the interest of completeness, it's included here. HPE OneView is made
available through HPE as a virtual appliance for a number of hypervisors including KVM, Hyper-V, and VMware®. At the time of updating
this document, the most recent version is 9.10, which is used in all screenshofts.

Release information can be found at the HPE OneView support site.

For more information on this process, visit: HPE OneView

Note

These steps were performed in the VMware Remote Console™. There are alternative configuration methods available. See the HPE OneView
QuickSpecs for more details.

Detailed HPE OneView deployment and usage is outside the scope of this document.

The following steps assume the HPE OneView OVA file has just been deployed and powered on for the first fime.

1. Click Agree to accept the End User License Agreement (EULA).

[ OneView ‘

I

OneView License ?

Your use of the HPE OneView software is subject to the Hewlett Packard Enterprise End User License Agreement
("EULA™) below, and any additional terms described in the Additional License Authorization ("ALA") for HPE
OneView that can be found at http://www. hpe. com/info/hpeoneview/eula. For the information regarding HPE privacy
practices, please refer to HPE Privacy Statement that can be Tound at: hitps://www. hpe, com/us/en/privacy/ww-
privacy-statement. html.

If you agree with the licensing terms, click Agree. Otherwise, click Disagree.

Hewlett Packard Enterprise End User License Agreement - Enterprise Version (v1.8 2817}

1. Applicability. This end user license agreement (the "Agreement”) governs the use of accompanying software,
unless it is subject to a separate agreement between you and Hewlett Packard Enterprise Company and its
subsidiaries ("HPE”). By downloading, copying, or using the software you agree to this Agreement. HPE
provides translations of this Agreement in certain Iinguages other than English, which may be found at:
http://www. hpe. con/software/SWLicensing.

2. Terms., This Agreement includes supporting material accompanying the software or referenced by HPE, which
may be software license information, additional license authorizations, software specifications, published
warranties, supplier terms, open source software licenses and similar content ("Supporting Material”).
Additional license authorizations are at: http://www. hpe. com/software/SWLicensing.

3. Authorization. IT you agree to this Agreement on behalf of another person or entity, you warrant you have
autharity to do so.

4. Consumer Rights, [f you obtained software as a consumer, nothing in this Agreement affects your statutory
rights.

5. Electronic Delivery, HPE may elect to deliver software and related software product or license
information by electronic transmission or download.

6. License Grant. [f you ahide by this Agreement, HPE grants you a non-exclusive non-transferable license to
use one copy of the version or release of the accompanying software for your internal purposes only, and is
subject to any specific software licensing information that is in the software product or its Supporting

If you agree with the licensing terms, click Agree. Otherwise, click Disagree.



https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00117617en_us
https://www.hpe.com/us/en/integrated-systems/software.html
https://www.hpe.com/psnow/doc/c04111367?from=app&section=search&isFutureVersion=true
https://www.hpe.com/psnow/doc/c04111367?from=app&section=search&isFutureVersion=true
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2. Ifrequired, enable Authorized services access o allow HPE Support personnel remote access during a support case.

e

[ OneView ‘

OneView Support ?

Application Support
This product contains a technical feature that will allow HPE support personnel to access your system, through the system console, to assess
problems that you have reported. This access will be controlled by a password generated by HPE that will only be provided to authorized support

personnel. You can disable access at any time while the system is running.

For additional information on Support Access, see the HPE OneView User Guide.

Authorized services access Enabled I

HPE Open Source Download Site

Open source software license information and source for HPE OneView can be obtained at http://'www.hpe.com/software/opensource.

3. Click OK.

4. Log in using the default credentials listed in the HPE OneView documentation.

[ OneView ‘

1¢

English (United States) ~

OneView

This management appliance is a company owned asset and
provided for the exclusive use of authorized personnel.
Unauthorized use or abuse of this system may lead to corrective

action including termination, civil and/or criminal penalties.

=
Hewlett Packard
Enterprise
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5. Assign the new Administrator password.

[ OneView ‘ +
[ oneview
Assign an administrator password.
User
istrator
New password
(XTI TITI LY ]
Confirm password
6. Click OK.
7. Set the appliance host name, networking information, and DNS server(s).
Appliance Networking ~ General ~ ?

General

Appliance host name oneview.cohprivate.net

IPv4
Address assignment (O None @ Manual (O DHCP
IP address 172163077
Subnet mask or CIDR 2355.255.00
Gateway address
IPv6
Address assignment @ None (O Manual (O DHCPvé
DNS
Preferred DNS server 1721610.25
Alternate DNS server
Soc
* Click OK.
Note

The Appliance IP address can be configured in the following ways:
« Manually using a static IP address. It is recommended to create a DNS record of the FQDN of the HPE OneView Appliance.
« If using DHCP, static reservations must be used to ensure the appliance is always issued the same IP address.

Creating DNS records and configuring DHCP are outside the scope of this document.

Reconnect o the appliance from a web browser using the host name or IP address you have just set. Log in as Administrator, using the
updated password.

—
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Add nodes to be monitored

Firmware and BIOS settings on Cohesity nodes should not be manipulated by any external system, Cohesity supports only monitoring
but does not manage nodes with HPE OneView. This still permits monitoring and reporting, as well as HPE OneView Remote Support
for automated case management but does not permit HPE OneView to make any configuration changes to the servers.

1. From the left-hand menu in the HPE OneView Ul, select SERVERS > Server Hardware.

OneView

Dashboard
Activity

Seftings

¥ SERVERS
Server Hardware
Server Profiles
Server Profile Templates

Rack Managers

2. Click Add server hardware.

Server Hardware 0

+ Add server hardware

3. Enter a list of HPE iLO IP addresses used by the Cohesity cluster. They can be entered in either comma, or newline-separated lists.
You must select Monitored not Managed, which is not supported for Cohesity nodes.

Enter the HPE iLO credentials. The credentials must be identical for all nodes added in the same operation.

Add Server Hardware ?

iLO IP addresses or host 10329m
names 1032912

102914
1012915
A
Add server hardware as () Managed @ Monitored
Credentials
User name Administrator
Password PR
N o | o
4. Click Add.

—
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If the server has previously been monitored by another HPE management system, the following message is displayed:

¢ Unable to add server hardware: 10.2.154.62

The server hardware cannot be added for monitoring. It is already being
monitored by another management system. Adding this server hardware
will cause it become inaccessible to the other management system.

To forcibly add this server hardware, specify the force option and add the
server hardware again. Learn more...

Follow these steps to forcibly add a Cohesity server
1. Ensure the server is no longer being monitored by another management system.

2. Check Force add server hardware.

Add Server Hardware

iLO IP addresses or host 10.2154.62
names

Add server hardwareas (O Managed @ Monitored

Force add server hardware

3. Click Add.

The Cohesity server HPE iLO login screen will display the following message when connected to HPE OneView:

WARNING

This system is being managed by: HPE OneView
Changes made locally in iLO will be out of sync with the centralized
seftings.

HPE OneView creates a local HPE iLO account called _HPOneViewMonitor for each server it has registered. This account must not be
changed or removed as it is essential for communication between the HPE OneView appliance and the Cohesity server for monitoring
purposes.

iLO& AdrminG

— Ademint .
158 Mo 22 202 ration - User ration

Information User Administration Directory Groups Boot Order Licensing Key Manager Language Firmware Verification
System Information
Firmware & 05 Software Local Users
iLO Federation

. . 1 =3
Remote Console & Media Login Name User Name saus B IO 1B & & & B
Power & Thermal O Administrator Administrator Qtnabled o o & o o o o & & &
Performance O I,HPOneViewMommr Monitor Account for HPE OneView @ Ensbled o o o o X o o X X X I
iLO Dedicated Network Port D cohesity cohesity QEnabled ¢ o & & F F & & & o

iLO Shared Network Port

Remote Support

Administration

Security

Management

Lifecycle Management
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Viewing system information

1. From the left-hand menu, select SERVERS - Server Hardware.

2. Select a Cohesity server from the list:

MName

ILOZM2846826G
ILOZM284603R6
ILOZM28460256G

Server Name

chassis-2m2846826g-node-1
chassis-2m284603rb-node-1
chassis-2m2846026g-node-1

Server Profile
n/a
n/a

n/a

Model

DL380 Genl0Q
DL380 Genl10Q
DL380 GenlQ

3. The Overview will be displayed in the right-hand pane:

@ ILO2M284603R6  Overview ~ =

-

Hardware > Management Processor >
Server name chassis-2m284603r6-node-1 iLOS wersion
State Monitored 297 Sep12 2023
Server profile n/a Host name
Server power On ILOZM284603R6
IP address
Model ProLiant DL380 Gen10 1018.8875
Operating system CentOS Linux 7
CPU 2 processors, Infel(R) Xeon(R) Gold &143 CP... 2 B0:0:0:0:5650:28F felb:Tlce
Memory 128 GB
Serial number 2M284603R6
Location none

System ROM U30 0716/2020

*Newer versions of Cohesity will likely list different operating systems, RHEL 7 or RHEL 9.

4. Click the Overview drop-down menu to see other views of the server.
View
Overview
Hardware
Management Processor
Chassis
Device Inventory
Firmware
Memory
Network Adapters
Power Supplies
Processors
Software
Storage
Thermal
Utilization
Remote Support
Activity
Map
Scopes
Labels

—
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Add Labels for Cohesity servers

In large or complex HPE OneView environments, it is recommended to add labels to help identify Cohesity servers from other servers
because HPE OneView is not Cohesity aware.

1. After selecting a Cohesity server, select Labels from the drop-down menu.

2. Click Edit.

© ILO2M284603R6  Labels v =

Labels .~ Edit

3. Use a suggested label name of Cohesity.

Edit Labels ILO2M284603R6 ?

Name Cohesity ¥ C Add

4. Click Add.

5. Where there are multiple Cohesity clusters being monitored by HPE OneView, it is recommended to add another label to identify the
cluster to which the server is a member of. This example shows the server is a member of a Cohesity cluster called ¢3d1380g10.

Edit Labels 1LO2M284603R6 ?
Name c3dI330g10 X C Add
Cohesity X

6. Click Add.
7. When all required label names have been added, click OK.

8. Repeat steps 1-7 for all Cohesity servers being monitored with HPE OneView.

Note
When planning Label naming conventions, be aware only alphanumeric characters are allowed in label names. Spaces, underscores or
dashes are not allowed.

Identifying Cohesity servers in HPE OneView is now simply a case of using the Labels you created in the Search bar at the top of the
HPE OneView page.
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Remote Support

By default, Remote Support is disabled. Enabling Remote Support allows automatic support case creation for hardware failures on
servers, and fo enable HPE Proactive Care service. HPE Proactive Care service include proactive scan reports, and firmware or
software analysis reports.

HPE OneView Remote Support collects only device-specific configuration data and faulty data. It does not collect business data.
All communications are outbound. The information is communicated using only industry-standard TLS encryption to ensure its
confidentiality and integrity.

It is recommended to enable all features provided by HPE OneView Remote Support. This helps you to quickly receive phone home
support and additional services according to your contract agreement with HPE. HPE OneView Remote Support registers eligible devices
with authorized support services. Therefore, it securely collects your HPE IT hardware services, diagnostics, configuration, and telemetry
information along with your support contact information. The data is handled and managed according to the HPE Data Privacy policy to
respect your privacy. For more information, see HPE Online Privacy Statement.

Configure Proxy Server
Depending on local site configuration or requirements, a proxy server may first need fo be configured before enabling Remote Support.

1. From the left-hand menu, click Settings.

OneView

Dashboard
Activity

Settings

2. In the Settings page, click Edit in the Proxy tile.

Proxy > £ Edit

HTTPS proxy not set

Port not set

3. Enfer the Proxy FQDN or IP address and Port.

Select the required Communication protocol, HTTPS or HTTP.

If authentication is required, check Authenticate and enfer the credentials.

Edit Proxy
Proxy 192168.58.27
Port 8080
Communicafion protocol () HTTPS @ HTTP

[[] Authenficate


https://www.hpe.com/us/en/privacy/ww-privacy-statement.html
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Enable Remote Support
1. Inthe Settings page, click Edit in the Remote Support file.

Remote Support > ¢ Edit

Remote Support Disabled
Connected to HPE  Yes

HPE Registration Mot registered
status

HPE Support Center Mot registered

2. Check Enable remote support.
Edit Remote Support  General - ?

General

Enabling HPE Remote Support cenfigures your monitered devices to be remotely supported and/or serviced. Service, diagnostic, configuration,
telemetry and confact information will be securely fransmitted to HPE. Mo other business information is collected and the data is managed according
to the HPE Data Privacy policy. Learn more

Enable remote support

3. Enter the HPE Registration Information. i.e, Company name.

HPE Registration Information

HPE Registration status Mot registered

Company name HPE

4. Enter the Initial Contact information.

Initial Contact

To ensure your case information is visible in the HPE Support and Services Experience portal, verify your contact information (first name, last name,

email address, and last 8 digits of your phone number) matches the contact information in your portal profile at support.hpe.com.

First name

Last name

Email address

Preferred language

Phone number

Alternate phone number

Special instructions

Jo

Blogs

jblogs@hpe.com

English

+LL123456789

optional

optional
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5. Enter the Default Data Center Address information.
Default Data Center Address
Address line 1 3404 East Harmony Roat
Address line 2 optional

City Fort Collins

State/Province Colorado
Postal code optional
Country us X Q
Time zone US/Mountain (GMT-7:00) X Q

Register with Hewlett Packard Enterprise

6. Click Register with Hewlett Packard Enterprise.

7. Read and accept the warning. Click Yes, register.

Register with Hewlett Packard Enterprise ?

Registration with Hewlett Packard Enterprise remote support will occur immediately. All devices
managed by this appliance will be automatically setup for menitoring and service events. Once

registered for remote support this appliance cannot be unregistered.

Register with Hewlett Packard Enterprise?

8. If required, click Register connection at HPESC.

HPE Support Center

HPE Support Center offers powerful group sharing that allows you to share case information and more with your peers in groups that you create and

manage.

Registration status Mot registered

| Register connection at HPESC

9. To confinue HPE Support Center registration, a registration token will automatically be generated.
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10.Clicking Yes, launch will open a new browser window where you will need to follow the instructions on support.hpe.com.

Register connection at HPESC ?

Registration of this OneView client connection with HPE Support Center (HPESC) can be completed at the HPESC portal. A single-use
registration code has been generated and will expire after one hour. Launching the HPESC portal will pass this code which is required on the

registration form. HPESC authentication is required before accessing the registration form.

Reqgistration code  CFkftP

Launch the HPESC portal to lete your client regi ion?

P

11.To add additional contacts, click Add contacts

Contacts
Name 4 Email Address Primary Secondary
Jo Blogs iblogs@hpe.com ® O g X

12.1f required, edit Service Partners and Reseller/Distributors information.

Channel Partners

Service Partners Name 4 City Country Default

Hewlett Packard Enterprise - - @

Add service partner

Reseller/Distributors Name 4 City Country Default

Hewlett Packard Enterprise - - @

Add reseller/distributor

13.Configure the desire Data Collection Schedule, or leave as the default.
Default Data Collection Schedule
Basic data collection schedule 17:04 on the 2nd ~ day of the month

Active health system data 07:38 every Thursday ~
collection schedule

Time zone US/Mountain (GMT-7:00) X Q

14.0nce all the necessary information is entered, click OK to complete Remote Support configuration.

Page 13


https://support.hpe.com/
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Protecting HPE OneView with Cohesity

Cohesity is an enterprise-class data protection product. With a DataProtect license Cohesity can protect virtual environments and, as

HPE OneView is deployed as a virtual machine appliance, it can easily be protected using Cohesity’s feature-rich data protection and
recovery operations.

The following steps assume the relevant hypervisor is already registered with the Cohesity cluster and describes creating a new

Protection Group to protect the HPE OneView appliance. If an existing Profection Group meets the RPO/RTO requirements of the
HPE OneView appliance, it can simply be added fo that Protection Group.

Note

Describing Cohesity’s Ul workflows for data protection and recovery is outside the scope of this document.

1. Inthe Cohesity Ul, navigate to Data Protection = Protection.

EE Dashboards
@) Data Protection v
Protection
Recoveries
Sources
Policies
CloudRetrieve

Runbooks

2. From the top-right corner, select Protect = Virtual Machines.

Virtual Machines
Databases b
MNA

Microsoft 365

-

Physical Server b

Applications 4

3. Click More Options.

@ New Protection

Add Objects

Protection Group

[OZNNE)

Policy

Cancel More Options @

—
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4. Select the relevant Hypervisor Source.

@ virtual Machines

Source
Registered Source

vesa.cohprivate.net -

5. Select the HPE OneView virtual machine. The simplest way to do this is fo search for the VM by its name.

Objects
Virtual Machines Manually Protected
Protection Status = VM Attributes Host Type = Q hpeoneview

M (&) T
= 2

6. Give the Protection Group a name.

Protection Group

Name

OneView

7. Select the appropriate Protection Policy.
Policy

Daily-6M -

@ Backup

Every day | Retain 6 months

, Retry Options

Retry 3 times on error 5 minutes apart

8. Select the appropriate Storage Domain.

Settings

storage Domain DefaultStorageDomain

Deduplication: Inline | Compression: Inline

9. Under the Additional Settings menu, enable App Consistent Backups.

App Consistent Backups . App Consistent Backups

. Take a Crash Consistent backup if unable to perform an App Consistent backup.

10.Click Protect to save and run the new Protection Group.

Page 15
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Learn more at
HPE.com/oneview

cohesity.com/hpe I;I chatnow sales

© Copyright 2024 Hewlett Packard Enterprise Development LP. The information contained herein is subject to change without
notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional warranty.

Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions contained herein.

: Hyper-V is either a registered frademark or tfrademark of Microsoft Corporation in the United States and/or other countries.
VMware Remote Console and VMware are registered trademarks or trademarks of VMware, Inc. and its subsidiaries in the

Hewtett PaCkard United States and other jurisdictions. All third-party marks are property of their respective owners.

Enterprlse a50006315ENW


https://www.hpe.com/us/en/software/oneview.html
https://cohesity.com/hpe
https://www.hpe.com/us/en/greenlake.html
https://www.hpe.com/global/hpechat/index.html?jumpid=Collaterals_a50006315ENW
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