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Defined Terms                    

Capitalized terms used in this Data sheet and not otherwise defined in this 
Data sheet will have the same meanings as in the Agreement.

Availability

Data sanitization service is available in: Australia, Austria, Belgium, Canada, 
China, Czech Republic, Denmark, Finland, France, Germany, Hong Kong, 
Ireland, Japan, Luxembourg, Malaysia, Netherlands, New Zealand, Portugal, 
Romania, Singapore, South Korea, Spain, Sweden, Switzerland, United 
Kingdom, United States.

 
Scope

	— The data sanitization service is primarily intended for use on Data 
Storage Devices.

	— In China, Hong Kong and South Korea, the data sanitization service is 
limited to Workplace Equipment. 

 
Service Description and Process Steps

	— Depending on the methods to be used, the Customer may be asked to 
create a fully isolated Local Area Network (LAN), to which the equipment 
to be sanitized can be connected.

	— Depending on the methods to be used, the Customer is responsible for 
removing the Data Storage Devices from any host equipment before 
HPEFS arrives at the Site, unless the Deinstallation service has been 
selected on the Event Detail Request.

	— The Customer must uniquely identify each Data Storage Device to be 
Sanitized by listing the “Product Type”, “Brand”, “Model”, and “Serial 
Number” of each Data Storage Device in the Event Detail Request.

	— The Customer will elect on the Event Detail Request whether the 
Sanitized Data Storage Devices will be (A) returned to Customer for safe 
keeping or (B) removed from the Site by HPEFS for IT Asset Disposition 
(ITAD) Services.

	— The Customer is responsible for removing or disabling applicable 
security passwords and other security features which may prevent the 
fulfilment of the Data Sanitization Process.

This Add-On Service uses contemporary industry-standard 
techniques to sanitize storage media in the equipment. Commercial 
software is used to execute device-level firmware commands 
for data erasure. In cases where the device does not support the 
necessary firmware commands, the software will perform an 
overwrite procedure to ensure that addressable data is cleared.
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	— If the equipment identified by the Customer consists 
of complete units, HPEFS will identify all accessible 
Data Storage Devices within the equipment before 
performing the Data Sanitization Process on each 
Data Storage Device.

	— HPEFS will sanitize each Data Storage Device by 
performing the Data Sanitization Process.

	— HPEFS will test all Data Storage Devices to verify 
that the Data Sanitization Process was successfully 
completed.

	— HPEFS will update the Event Detail Request to 
indicate whether the Data Sanitization Process was 
successful (“Pass”) or not (“Fail”). In the event of a 
failure, the reason will be recorded, if known.

	— HPEFS will return any equipment that failed to the 
Customer unless otherwise indicated on the Event 
Detail Request.

	— If the Customer is retaining the equipment that was 
successfully sanitized, then HPEFS will move it to a 
Customer-designated storage location at the Site. 
Otherwise, it will be forwarded to the next logical 
process step.

	— The Customer will review and sign the Services 
Acknowledgement presented by the Supplier Site 
Representative when the Add-On Services have 
been completed.

 

Effects of this Data sheet 

When, and only when, this Data sheet is attached to or 
referenced by hyperlink in a Quote for  
Add-On Services, it will be governed by the terms of 
the Agreement as further described in the Agreement 
and the Quote. Otherwise, this Data sheet is for 
informational and discussion purposes only and shall 
have no legal or binding effect.

 
Other Services Available

	— Deinstallation to remove Services Equipment to 
a temporary location for further processing or 
Customer retention.

	— Degaussing removes data from hard disk drives but 
leaves the device permanently unusable.

	— Shredding to break the Data Storage Device into 
small particles.

	— Spiking to bend, crush or spike the Data Storage 
Device so that it is permanently unusable.
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