
Data protection  
using the  
HPE Alletra Storage 
MP X10000 and 
HPE data protection 
accelerator node

Technical briefHPE Alletra Storage



Organizations are facing increasing complexity in 
their IT environments caused by the explosion of data, 
heightened concern about cybersecurity threats, and 
increasingly stringent regulatory landscapes. Whether 
they use on-premises, hybrid cloud, or multicloud 
environments, they need to balance availability, 
compliance, and security with keeping costs under 
control. The ability to complete backups within 
scheduled windows is among customers’ top concerns, 
but there is also a need for fast restores when the 
unexpected happens.

The HPE Alletra Storage MP X10000 is part of HPE’s 
next-generation disaggregated, modular data 
infrastructure, designed to support mission-critical, 
data-intensive workloads with unmatched performance 
and efficiency. With ultra-low latency and high 
throughput, it provides extreme performance at scale. 
Enterprise-grade security and compliance, coupled 
with a cloud-operational experience through HPE 
GreenLake cloud, make this storage platform ideal 
for high performance virtual machine (VM) farms, 

databases, AI/ML pipelines, and large-scale  
object repositories.

The HPE data protection accelerator node is an  
ultra-fast, all-flash backup appliance that delivers 
industry-leading deduplication and efficiency. It 
delivers unmatched security and efficiency for end-
to-end data protection. As a purpose-built data 
protection and deduplication storage platform, it is 
designed to provide fast, scalable, and efficient backup 
and recovery across hybrid cloud environments. It 
is optimized for modern backup applications and 
integrated with the HPE StoreOnce Catalyst protocol  
for maximum performance.

Individually, each of these solutions excels in its 
own domain. Together, they form the ultimate data 
protection solution—reducing data silos, enhancing 
security, providing fast and efficient backups, and 
helping ensure fast restore of business-critical 
data from disasters or cyber threats. This powerful 
combination provides enterprises with the fastest, most 
efficient data protection strategy available today.

HPE Alletra Storage MP X10000
The HPE Alletra Storage MP X10000 intelligent storage 
platform provides flash-based performance with 
NVMe drives and 100GbE networking. The distinctive 
characteristic of this innovative, all-flash, shared 
everything, disaggregated storage platform is that data 
is made available through the S3-compatible object 
storage protocol that enables low latency and high 
performance on both backup and restore operations. 

The high backup throughput helps ensure all backups 
complete within short backup windows, helping 
meet stringent recovery point objectives (RPOs). High 
restore throughput allows the best possible recovery 
time objectives (RTOs) to protect your data. Due to its 
redundant components, the HPE Alletra Storage MP 
X10000 provides high availability in even its smallest 
configuration of three nodes. The disaggregated  

scale-out architecture of this platform allows 
performance and capacity to scale independently, 
without compromising high availability or the 
performance of all-flash NVMe storage. 

HPE data protection  
accelerator node

The all-flash HPE data protection accelerator node 
is based on HPE StoreOnce technology. It is a 
deduplication-based, scale-out data protection 
appliance designed to provide high performance, 
space-efficient backup, and disaster recovery for 
enterprise and remote environments. It integrates 
natively with the HPE StoreOnce Catalyst protocol and 
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1, 2 Based on internal analysis of telemetry data for the HPE StoreOnce technologies used in the HPE Alletra Storage MP X10000 data protection 
accelerator nodes.

data protection software to deliver optimized backup 
workflows and cloud extension capabilities. 

The HPE StoreOnce deduplication engine implemented 
in the HPE data protection accelerator node uses 
variable-length chunking to provide deduplication 
across all backups, clients, and workloads. 

The HPE StoreOnce Catalyst protocol enables  
source-side deduplication and compression, producing 
data reduction ratios of up to 60:1,1 significantly 
reducing the volume of data transmitted during backup 
operations. Enhanced security includes encryption 
and immutable backup copies to help protect against 
ransomware attacks.

When the HPE data protection accelerator node and 
HPE Alletra Storage MP X10000 are deployed together, 
the HPE data protection accelerator node passes data 
directly to the HPE Alletra Storage MP X10000 with only 
a minimal amount of local storage needed for metadata 
and the deduplication index. This local storage is 
approximately 3–5% of the physical capacity allocated 
for data on the S3 target system.2

Data protection software
Using data protection software provides a wide range 
of infrastructure, operational, and security advantages 
that go far beyond simply making backups of data. 
These benefits address the complexities of modern IT 
environments—spanning physical, virtual, cloud, and 
containerized workloads—and ensure recoverability, 
compliance, and efficiency.

To get the most out of their data protection software, 
organizations need a fast, efficient, and scalable 
infrastructure that can accommodate all their 
workloads now and in the future. The HPE Alletra  
Storage MP X10000 and HPE data protection 
accelerator node for X10000 help maximize the 
flexibility and benefits of data protection solutions.

Putting the pieces together
There are two implementations for using the HPE 
Alletra Storage MP X10000 and HPE data protection 
accelerator node for X10000, as shown in Figure 1. 

1.	 Use the data protection accelerator node as a  
front-end to the S3 object store

2.	 Back up directly to the S3 object store on the  
HPE Alletra Storage MP X10000

These configurations are not mutually exclusive; 
the HPE Alletra Storage MP X10000 has more than 
enough resources and flexibility to allow both types 
of workloads to run concurrently, as well as other 
simultaneous use cases beyond data protection. 
These other workloads could include such things as 
analytics, AI-ready data lakes, and AI/ML pipelines. 
Both implementations are high performance with 
low latency, so the right one for a given workload just 
depends on the requirements of the use case and the 
data protection application being used.

Figure 1. HPE Alletra Storage MP X10000 data protection flexibility
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Advantages of the HPE data 
protection accelerator node  
for X10000
The combination of the data protection accelerator 
node for X10000 and the HPE Alletra Storage MP 
X10000 has several specific advantages for helping 
provide fast, efficient, and secure protection for your 
critical data and workloads:

	— Provides data reduction of up to 60:13 enabled by 
industry-leading deduplication and compression

	— Lowers storage costs up to 20x4 by using cloud bank 
storage to send only deduplicated and compressed 
data to lower cost S3 storage on-premises with 
spinning disk, or a public S3 cloud provider

	— Reduces network traffic by up to 95%5 with the 
source-side deduplication of the HPE StoreOnce 
Catalyst protocol, which helps minimize redundant 
data and improve network performance

	— Enhances security with Compliance Lock, 
encryption, and write once read many (WORM) 
settings for immutability in primary and secondary 
storage targets

	— Enables the backup application to automate 
replication for disaster recovery by seamlessly 
copying backups to another HPE StoreOnce 
appliance or to the cloud using HPE StoreOnce 
Catalyst Copy, which copies data that has already 
been deduplicated and compressed

	— Reduces backup windows with backup performance 
of 1.2 PB/hr6 with multiple HPE data protection 
accelerator nodes

The HPE data protection accelerator node is optimized 
to use multiple data streams from multiple backup 
jobs in parallel. This is accomplished by multiplexing 
these streams into the deduplication engine to help 
maintain high throughput. Because this implementation 
is designed to scale linearly with data ingest, 
deduplication of multiple streams does not degrade 
performance. The HPE StoreOnce software at the core 
of the HPE data protection accelerator node intelligently 

separates and tracks these streams while applying 
variable-length chunking for deduplication across all of 
them. HPE data protection accelerator node maintains 
a local index of data chunks and compares incoming 
data against this index to avoid storing redundant data. 
This enables deduplication across all streams and all 
backup jobs, producing a data reduction ratio of  
up to 60:1.7

After deduplication, the remaining unique data is 
compressed using the optimized HPE StoreOnce 
compression algorithms. These algorithms are 
particularly efficient because deduplication has 
already removed redundancy, making the data more 
compressible. Because the HPE StoreOnce Catalyst 
protocol integrates all these processes together in 
the storage pipeline, organizations benefit from faster 
backups and restores, reduced storage costs, security 
hardening with immutability, and seamless backup to 
the cloud for disaster recovery and business continuity.

The performance of HPE StoreOnce is one of its key 
strengths, making it a powerful and scalable solution for 
enterprise data protection needs. The data protection 
accelerator node for X10000, based on HPE StoreOnce 
technology, is designed to handle large-scale backup, 
deduplication, replication, and restore operations with 
low latency and high throughput, even in complex 
hybrid environments. 

One HPE data protection accelerator node writing 
to the S3 object store on an HPE Alletra Storage MP 
X10000 can sustain backup throughput of 300 TB/hr.8 
This exceptional performance scales linearly, such that 
when two HPE data protection accelerator nodes are 
used, backup throughput increases to 600 TB/hr.9 As 
the number of HPE data protection accelerator node 
increases, the performance of the HPE Alletra Storage 
MP X10000 remains consistently fast and does not 
degrade with the increase in workload.

As of this writing, Veeam Backup & Replication version 
12 does not support the HPE StoreOnce Catalyst 
protocol used with the data protection accelerator 
node for X10000. This support is planned for Veeam 
version 13, targeted for the second half of 2025. When 
using Veeam as the data protection application, 
backups must currently be sent directly to the HPE 
Alletra Storage MP X10000 using the S3 protocol. 
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Direct backup to the HPE Alletra 
Storage MP X10000 using S3

There are some workloads that do not require 
the features provided by the HPE data protection 
accelerator node or would not benefit from them. 
For example, some workloads have already been 
deduplicated or encrypted before a backup is done. 
In use cases where there is no need for source-side 
deduplication, encryption, immutability, or replication 
to public cloud or other S3 targets, backups can be 
written directly from the data protection software to the 
S3 storage backup target on the HPE Alletra Storage MP 
X10000. This configuration is optimized for direct, fast 
backups and restores.

When using Veeam Backup & Replication version 
12 or earlier as the data protection application, the 
HPE Alletra Storage MP X10000 can only be used in 
this model, where data is sent to or from the storage 
array directly using the S3 protocol. Support for the 
HPE StoreOnce Catalyst protocol used in the data 
protection accelerator node for X10000 is expected 
to be added in Veeam v13, which is targeted for the 
second half of 2025. 

Exceptional performance 
The Data Protection Accelerator Node dramatically 
improves backup performance compared to legacy 
backup systems. It significantly outperforms these 
legacy systems across key metrics, delivering faster 
throughput and higher efficiency for modern backup 
and restore workloads. A single HPE data protection 
accelerator node can run backups at up to 300 TB/hr10, 
which is approximately double the throughput seen 
with previous generation data protection solutions. The 
key performance metrics for a single data protection 
accelerator node are listed in Table 1.

This level of performance is fully optimized to 
complement the disaggregated, flash-native NVMe 
architecture of the HPE Alletra Storage MP X10000, 
and scales linearly with each additional node added to 
the configuration (see Table 2). This predictable, linear 
scaling with the addition of data protection accelerator 
nodes takes advantage of the disaggregated,  
shared-everything architecture of the HPE Alletra 
Storage MP X10000. Since the HPE Alletra Storage 
MP X10000 has no sources of I/O contention, the 
S3 object store can ingest deduplicated backup 
streams from multiple HPE data protection accelerator 
nodes concurrently. This is an ideal solution for high 
performance petabyte-scale workloads.

Metric Value Notes

Logical backup throughput 300 TB/hr Per HPE data protection accelerator node, assuming optimal 
deduplication

HPE StoreOnce Catalyst 
deduplication ratio Up to 60:1 Depending on workload type and ISV settings

Compression ratio 2:1 Applied after HPE StoreOnce Catalyst deduplication on HPE data 
protection accelerator node

Table 1. Key performance metrics for the HPE data protection accelerator node

10 Performance results are based on internal HPE testing of a four-node data protection accelerator configuration with a three-node, 
1-JBOF HPE Alletra Storage MP X10000 cluster. Actual performance may vary based on workload, deduplication ratio, and deployment 
environment.
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Number of HPE data 
protection accelerator 
node

Logical backup throughput

1 300 TB/hr

2 600 TB/hr

3 900 TB/hr

4 1200 TB/hr

Table 2. HPE data protection accelerator node scaling

The test results reported in Table 2 were measured with a workload 
consisting of 2:1 compressible data, 115 GB per stream, with 128 streams 
per HPE data protection accelerator node. Each node was configured with 
8 HPE StoreOnce Catalyst stores and 16 streams per store. A change rate 
of 5% was used between each of 60 backup iterations. All backups were 
synthetic full backups, retaining the 30 most recent backups.

The HPE Alletra Storage MP X10000 and data protection accelerator 
node, when used together, deliver a high performance backup solution for 
modern enterprise data protection.

Conclusion
In today’s rapidly evolving IT landscape, effective data protection is 
not just a compliance requirement—it is a foundational component 
of business resilience and operational continuity. Organizations face 
escalating challenges, including exponential data growth, ransomware 
threats, multicloud complexity, and increasingly stringent RPOs and RTOs. 
Addressing these challenges requires a modern, intelligent, and integrated 
approach to data protection.

The HPE Alletra Storage MP X10000 and HPE data protection accelerator 
node for X10000, when combined with robust data protection software, 
deliver several significant benefits, such as: 

	— Granular recovery

	— Policy-based automation 

	— Application-aware protection 

	— Seamless hybrid cloud integration 

	— Exceptional performance

This solution helps ensure that data is not only protected but also rapidly 
recoverable and compliant with regulatory mandates.

Adopting a modern data protection strategy that leverages intelligent 
infrastructure—like the HPE Alletra Storage X10000 and HPE data 
protection accelerator node for X10000—empowers organizations to meet 
today’s demands with a robust, high performance, all-flash data protection 
solution, and helps them future-proof their environments by scaling 
easily for the increasing demands of the future. The result is a unified, 
efficient, and secure data protection architecture that aligns with digital 
transformation goals, operational agility, and enterprise risk mitigation.
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