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In order for Veeam software to configure the HPE Alletra Storage MP X10000 as the all-flash object backup repository or scale-out backup 
repository (primary or capacity tiers), some preparations are required. This document serves as a high-level configuration guide for the 
HPE Alletra Storage MP X10000 administrator to onboard the HPE Alletra Storage MP X10000 S3 bucket as the backup repository to be 
used by Veaam backup administrator.  

For more detail on the use cases of the HPE Alletra Storage MP X10000 as a Veeam backup repository, refer to the following certifications 
of the HPE Alletra Storage MP X10000 by Veeam: 

1. Veeam Ready—Object repository: Secondary backup target solutions category that support object storage 

2. Veeam Ready—Repository: Primary backup target solutions  

Creation of the S3 bucket ready for Veeam backup repository 
To implement the following steps on the HPE Alletra Storage MP X10000, the administrator must have the privilege to manage users, 
access policy, and buckets in Object Service. For details on provisioning the privilege, consult the HPE Alletra Storage MP X10000 Object 
Service support guide.  

To create S3 bucket on the HPE Alletra Storage MP X10000 
1. Using Menu in the Object Service, click on the Buckets. 

2. Click the + icon. The Create Bucket wizard will open. 

3. Enter a bucket name (observe the bucket name limitation). 

4. Select an HPE Alletra Storage MP X10000 system for this bucket to be provisioned. If there are multiple systems, the Object Service of 
HPE GreenLake intuitively will present the best system for provisioning this bucket. 

5. Optional: Add some key-value pairs as the metadata for the bucket for administrative tracking. 

6. Review the selection and then click Create to provision this bucket. 

To create S3 user access policy on the HPE Alletra Storage MP X10000 
This user policy will be allocated to bind the S3 bucket provisioned for Veeam and the S3 user associated with the Veeam backup 
application (for example, Veaam Backup and Replication) prior to creation of the Veeam backup jobs. 

1. Using Menu in the Object Service, click on Access Policies.  

2. Click the + icon. The Create Access Policy wizard will open. 

3. Select the system from the drop-down menu and then click Next. 

4. Click the + icon to create the access policy statement. 

5. Select All to allow access for all possible users. If restricted access is required, the administrator can edit this access policy and specify the 
bucket to customize for a specific user. 

6. Select * for Effects and * for Actions to allow possible application operations on the selected buckets. For more restricted control of the 
Effects and Actions select Custom. 

7. Click Next.  

8. Confirm the selection and then click on Create icon to complete the provisioning of this access policy. 

To create S3 user on the HPE Alletra Storage MP X10000 
The configuration details of the S3 user are available in the HPE support website under Using Object Service.  

To create an S3 user: 

1. Using Menu in the Object Service, click on Users/Groups.  

2. Click on the Users tab. 

3. Click on + icon. 

4. Enter the user name. 

5. Select the system from the drop-down menu, and then click Next. 

6. Select the access policy that must be associated with the S3 user. 

https://www.veeam.com/sys1209
https://www.veeam.com/sys1214
https://support.hpe.com/hpesc/public/docDisplay?docId=sd00004219en_us&page=index.html
https://support.hpe.com/hpesc/public/docDisplay?docId=sd00004219en_us&page=index.html
https://support.hpe.com/hpesc/public/docDisplay?docId=sd00004219en_us&page=objstr_users_dscc.html
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7. Download or copy the one-time password that is generated to enable Create button. 

8. Click Create to complete the provisioning of the S3 user. 

Configuration of Veeam to enable S3 compatible object store for backup repository from the 
HPE Alletra Storage MP X10000 
With the advanced NVMe-based all-flash shared-everything disaggregated architecture, the HPE Alletra Storage MP X10000 provides a 
high performance backup repository to lower the recovery time objective (RTO) and recovery point objective (RPO) of Veeam backup jobs. 
To configure the HPE Alletra Storage MP X10000 bucket used for backup repository with specific settings required for Veeam use cases, 
reference to Considerations and Limitations from Veeam Backup & Replication user guide. In this document, the following is noted: 

By default, Veeam Backup & Replication uses the forever forward incremental method to back up directly to object storage 
repositories. If you want to create a new full backup, enable the long-term retention policy (GFS). In this case, Veeam Backup & 
Replication will create synthetic full backups and, therefore, will produce a forward incremental backup chain. 

Launch the new object storage repository wizard 
1. Open the Backup Infrastructure view. 

2. In the inventory pane, right click the Backup Repositories node and select Add Backup Repository. Alternatively, you can click Add 
Repository on the ribbon. 

3. In the Add Backup Repository window, select Object storage > S3 Compatible > S3 Compatible. 

 

 

https://helpcenter.veeam.com/docs/backup/vsphere/object_storage_repository_cal.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/incremental_forever_backup.html
https://helpcenter.veeam.com/docs/backup/vsphere/gfs_retention_policy.html
https://helpcenter.veeam.com/docs/backup/vsphere/synthetic_full_backup.html
https://helpcenter.veeam.com/docs/backup/vsphere/forward_incremental_backup.html
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Specifying object storage name 
1. From the wizard, add the name of the object storage repository and the description of this object storage for future reference. Leave the 

Limit concurrent tasks to the default value of 2. 

 

2. Click Next to continue. 

Specifying object storage account 
1. At the Account wizard step, specify the connection settings for Veeam to use the HPE Alletra Storage MP X10000. 

2. In the Service point, enter an end-point URL (recommend using the FQDN URL for load-balancing of DNS and high availability) and 
enter the proper port number for the HPE Alletra Storage MP X10000: 

a. URL: \\https with TCP port 443 for secure connection (recommended) 

b. URL: \\http with TCP port 80 for non-secure connection 

c. In the Region, you can specify any one of the AWS regions, for example, us-east-1. 



Configuration guide Page 6 

 

3. Click Add to create an entry of credentials that comes from your access and secret keys which are obtained from the HPE Alletra Storage 
MP X10000 during the user creation (See previous chapter). Note that the HPE Alletra Storage MP X10000 access key will be the name 
of the user that was created; and the secret keys need to come from the password.  

4. Once the record is configured, using the Credentials drop-down list, select the newly added credential to access the HPE Alletra Storage 
MP X10000 S3 bucket.  

Next to the Connection mode field, click Choose and specify how Veeam Backup & Replication will transfer data to the object storage 
repository: 

• Direct—Select this option if you want to instantly move data of processed VMs or file shares to object storage repositories. Before you 
select this option, check the Considerations and Limitations (refer to Veeam Backup & Replication v12 guides). 

• Through gateway server—Select this option if you want Veeam Backup & Replication to use a gateway server to transfer data from 
processed VM or file share to object storage repositories. From the Name list, select gateway servers that you want to use for data 
transfer operations. 

• Note: By default, if Veeam Agent stores data in S3 compatible objects storage repositories, it transfers data using a gateway server. If you 
want Veeam Agent to access repositories directly or using specific credentials, you must specify the Access Permissions settings (Refer to 
Veeam Backup & Replication v12 guides). 

 

https://helpcenter.veeam.com/docs/backup/vsphere/object_storage_repository_cal.html#directmode
https://helpcenter.veeam.com/docs/backup/vsphere/overview.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/overview.html?ver=120
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5. Click Next to proceed to the next step from wizard. However, as previously recommended, you must accept the Certificate Security Alert 
before continuing. The alert is due to the HPE Alletra Storage MP X10000 presenting a self-signed digital certificate used for the secure 
connection. 

 

Specifying object storage settings 
1. At the Bucket step, specify the bucket and folder where backup will be stored. 

2. In the Bucket field, click Browse to get the necessary bucket. 

You must create the bucket where you want to store your backup data beforehand as specified in the previous section. 

3. Inside the Select Bucket Window, select and highlight the particular bucket that will be used as the object storage repository. 

4. Click OK to confirm the selection of the Bucket so that it appears in the Bucket field. 
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5. To the right of the Folder field, click Browse and create a new folder. 

6. Inside the Select Folder windows, click New Folder to create a new folder under the selected bucket. This folder will be the base folder 
where Veeam will allocate its folder structure to contain the necessary information for the repository. 

7. Select the created folder and click OK. The folder name will be filled into the Folder field. 

8. Click Next to continue. 

Do not select Make recent backups immutable since, at the time of this document’s publication, the HPE Alletra Storage MP X10000 
wouldn’t support immutability. 

Specifying mount server settings 
At the Mount Server step of the wizard, specify settings for the mount server that you plan to use for restoring operations and configuring a 
helper appliance. The helper appliance is a Windows-based or Linux®-based virtual or physical server, added to the backup infrastructure 
that Veeam Backup & Replication uses to perform a health check of backup files and to apply retention to unstructured data backup files. 
For more information, see Health Check for Object Storage Repositories and Helper Appliance in Unstructured Data Backup from the Veeam 
Backup & Replication documentation. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/health_check_os.html
https://helpcenter.veeam.com/docs/backup/vsphere/unstructured_data_backup_in_object_storage.html#helper
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Reviewing components 
At the Review step of the wizard, review the components to be processed on the mount server and their status. 
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Applying setting 
At the Apply step of the wizard, wait for Veeam Backup & Replication to complete saving your settings to the configuration database and 
creating backup infrastructure objects. 

 



Configuration guide Page 11 

 

Finishing work with the wizard 
At the Summary step of the wizard, review details of the newly created object storage repository and click Finish. 

 

 

Using HPE Alletra Storage MP X10000 for Veeam scale-out object repository 
For more information on how to configure the scale backup repository, visit the Veeam Backup & Replication Version 12 Guide. 

 

 

https://helpcenter.veeam.com/docs/backup/vsphere/backup_repository_sobr.html?ver=120
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Learn more at 
HPE.com/us/en/alletra-storage-
mp-x10000.html 
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