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As data centers evolve, the need for robust network security grows, driven by the
explosion of internal data cenfter traffic, known as east-west traffic, generated by

virtualization, containerization, and cloud computing.

To handle the demand for granular, flexible, and scalable infrastructure, enterprises

must adopt innovative, software-defined solutions that ensure both performance and
security. One key strategy is network microsegmentation combined with east-west
fraffic policing. Both are critical components of a resilient and future-proof data cenfer.
HPE Networking Services, with the right technology, HPE Aruba Networking CX 10000

Switch Series, offers a powerful approach to these challenges.

Why microsegmentation and east-west traffic policing matter

Traditional network designs focus on north—south (client-server) traffic, but in modern
data centers, most traffic is east-west, flowing between servers within the data center.
This shift requires distributed firewall capabilities and fine-grain segmentation to
prevent lateral movement of threats. Microsegmentation segments traffic at the
application level, limiting each segment’s visibility into others and allowing precise

control over data flows.

This increasing change fo east—-west fraffic necessitates distributed firewall capabilities
and fine-grain segmentation to mitigate security risks, enhance operational efficiency,
reduce costs, and provide the scalability and visibility needed for businesses with

modern data center operations.

East-west traffic policing enhances security, performance, and compliance by applying

stateful firewall services directly at the edge, preventing bottlenecks and improving :

security posture. The CX 10000 switch series, powered by AMD Pensando’s P4 Hewlett Packard
programmable packet processor, delivers these capabilities. Ente rp rise



Offloading firewall appliances with
distributed security services

The rise of east-west traffic often strains traditional firewall
setups that monitor and control internal traffic, leading

to costly and complex operations. The CX 10000 switch
series with its distributed firewall capabilities addresses

this challenge. It handles security at the server edge,
helping minimize the need for dedicated firewall appliances,
reducing operational costs, and avoiding resource-intensive

agent installations on each server.

Managed by HPE Aruba Networking Fabric Composer
(AFQ) and Pensando Policy and Services Manager (PSM),
the CX 10000 switch series provides centralized visibility
and control of all deployed DSS policies through a single
pane of glass. This orchestration improves operational
efficiency while reducing management overhead allowing
robust east—-west traffic policies without the need for

extensive firewall hardware.

Figure 1 illustrates the differences between the traditional,
centralized, security approach where traffic between
servers must fraverse a service firewall for inspection and
the distributed security services approach, where traffic is
inspected and policies are applied at the top-of-rack
(ToR) switch.

In the traditional approach, traffic between workloads must
traverse a central service firewall to enforce policies. This

method generates additional traffic and increases latency.

In contrast, the distributed security services approach
leverages the CX 10000 switch series with its AMD
Pensando DPU to enforce policies directly at the ToR switch,
helping eliminate the need to redirect traffic. In this setup,
the HPE Aruba Networking Fabric Composer manages the
switch fabric while the PSM handles policies and services
within the DPUs.

Microsegmentation at the ToR switch
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Figure 1. CX 10000 switch series with AMD Pensando data processing units (DPUs) can inspect traffic and enforce policy to workloads without

redirecting traffic
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Key features of the CX 10000 switch series

1. Optimized performance: By distributing network and
security services directly at the server edge, the CX 10000
switch series reduces dependency on centralized firewalls,
preventing performance bottlenecks, enabling linear
scaling of security services, and improving network
efficiency as workloads increase. The traffic policing is
crucial for maintaining a robust security posture and

helping ensure compliance with regulatory requirements.

2. Enhanced telemetry: The CX 10000 switch series
delivers real-time application-aware telemetry and
visibility, providing a deeper understanding of network
flows and enabling more effective troubleshooting and
network optimization. This telemetry is vital for identifying
silent network drops and understanding per-application
flows, allowing organizations to base capacity planning on

real, application-level data.

3. Future-proof architecture: The CX 10000 switch series’
open, programmable architecture supports ongoing
innovation, allowing businesses o adapt the platform to

scale and meet new demands and applications.

Guiding your transformation journey with
HPE Networking Services

HPE Networking Services offers a comprehensive road

map for organizations to modernize their infrastructure and
adopt a distributed services model. With HPE'’s security-first
architecture, including zero trust and Al-powered security,
organizations can develop customized fransformation paths

leveraging CX 10000 switch series capabilities blended

Learn more at

HPE Aruba Networking
CX 10000 Switch Series

Visit HPE.com [——]

with HPE Networking Services expertise. By partnering
with Hewlett Packard Enterprise, organizations make
immediate gains in fraffic policing and firewall offloading
while accommodating future growth with an improved
security posture and the protfection of digital assets from

cyber threats.

Preparing for the future with HPE’s
distributed services architecture

In an era of rapid digital fransformation, the CX 10000
switch series combines microsegmentation and east-west

traffic policing into an agile, high performance platform.

By offloading security services to the network edge

and leveraging AMD Pensando’s programmable packet
processing, the HPE Aruba Networking CX 10000 Switch
Series enables a highly secure, scalable, and observable
network architecture. HPE’s distributed services architecture,
coupled with expert advisory services, allows organizations
to achieve a transformative, future-proof infrastructure,
meeting today’s performance and security requirements

while laying the groundwork for fomorrow’s innovations.

Whether you're just starting your transformation journey or
looking to enhance an existing infrastructure, learn more
about HPE Networking Services.
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